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xample 7.2 Text-to-speech using the Java Speech API
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Speech recognition
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7.3 Speech applications

Speech technologies are applied mainly in the following areas: degks

speech recognition for speech dictation, telephone speech Tecognition §, : ’
or

transaction and information access services (e.g. flight informatigp Svs
tems), text-to-speech transformation to access text documents via?;: 5
phone (e.g. listen to email via a mobile phone), and embedded sp%;x; '

recognition. Embedded speech recognition is covered in Section 7 4. the ’
other areas are explained in more detail below. o

7.3.1 Desktop speech recognition ’

Speech recognition became popular with the advent of speech-recognition

programs for the desktop computer. It augmented the traditional graphi. |
cal user interface. Typical uses are:

B fo execute commands via speech, to access features that otherwise
would need several mouse clicks (e.g. “Make selected text bold”):;

® {0 provide audible prompts, e.g. “Do you want to replace the existing |
file?”, which can then be answered by the user with either “Yes” or
“No”. This helps to avoid distracting the user from the current task:

m speech dictation: speech dictation systems are available from various
vendors, and experienced users can achieve typing rates exceeding 100
words per minute with an accuracy of over 95%. These systems are

very pepular for professionals with high dictation demands, such as
lawyers, and for disabled people.

7.3.2 Telephone speech recognition

1o
Telephone speech recognition requires more sophisticated speech 3‘?':’]___,
preprocessing than a desktop-based speech-recognition syster Th; i
because telephone lines have a very limited frequency band and dlf.fi:;|:;
channel characteristics (high noise levels, microphones, tfanS.T,}':;u-
characteristics of wireless phones), which results in loss of voice lﬂU]
tion. In addition, telephone lines can have short drop-OUt§'_959f\%; ot |
when the call is made via a mobile phone. The speech-recognition = .
must therefore be designed specifically for telephone use. heir

Telephone speech recognition enables companies to automate v o 8
centers and provide their customers with access to informam_h,;s'
resources. It helps enterprises to provide a 24-hours-a-day, Seveﬂ_‘)
week service to their customers at reasonahle cost, becaus®
guestions can be answered by a computer with a S]’Jeech'refizns»
system and access to a database containing frequently asked que="

|

T ——
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The first step is to use speech recognition to provide a more natural
and efﬁcignt interface than touch-tone systems can for processes such as
accessing information, voice mail, menu selection, and entering numbers.
These systems are now becoming available in cinemas, hotels, and air-

ports.
The next step is the introduction of interactive telephone speech sys-

tems that are capable of answering questions like ‘Please tell me all Delta
flights leaving before 10 pm to New York.’

7.3.3 Text-to-speech

Text-to-speech, also called speech synthesis, is a technique to generate

speech output from text input. This is an important technology for tele-

ervasive computing, as it allows access to documents

phone systems and p
example,

such as email from standard phones or mobile phones. For
Internet portals such as Yahoo? already offer the possibility to access

email, news, and weather over the phone.

The first generation of text-to-speech systems used formants synthesiz-
ers to generate the speech signal. This restricted naturalness and
intelligibility, and were therefore sometimes difficult to understand. This
is due to the fact that the computer synthesizes phonemes or diphones
(from the middle of one phoneme to the middle of the next phoneme).

The second generation of text-to-speech systems used pre-recorded syl-
lables, which were combined to make full words. These needed much
more memory than first-generation systems, but generated a much more
natural-sounding speech output.

The current, third generation uses a corpus-based approach with units
of flexible length, such as pre-recoded syllables, words, and sentences.
With the help of prosody generation, these systems are able to generate
speech output that is almost undistinguishable from a human speaker.

7.4 Speech and pervasive computing

the mobile phone is the most common mobile device, speech is an
important channel for systems supporting these devices. This support can
be implemented in two different ways. One approach is to stick with t.e
standard phone system (mobile or conventional) and use a voice gateway
on the other side of the phone line to process the speech input. Another
approach is to process the speech input directly on the device, known as
embedded speech recognition. Both scenarios are explained in more detail

below.

Because




7.4.1 Voice gateways

A voice gateway allows access to a computer system via speech input ang
output. Figure 7.2 shows the architecture of such a system. The archite,.
ture looks very similar to that of a W{X_P gateway (see Chapter 6). The
voice gateway includes a speech recognition and text-to-speech engine f,,
voice input and output. Keys entered by the user, €.g. to make a selection
during text-to-speech sessions, are transmitted via multlfrquenq\.’ coding
(MFC) and recognized very reliably. The voice gateway is driven by
VoiceXML documents, and uses a voice browser to process these docy.
ments. The VoiceXML documents can be static, or they can be generated
dynamically using a server-side scripting technology such as JSP In addi.
tion to the VoiceXML documents that describe the application flow, voice
grammars can be used to achieve a higher recognition rate, and prere-
corded voice files containing frequently spoken words or sentences (e.g.
‘Thank you’) can be used to achieve a more natural text-to-speech output.
The voice gateway architecture has the advantage that virtually bil-
lions of phones, conventional and mobile, can use this method to access
information on the Web or on the back-end system. Typical applications
are transaction-based systems or information systems for the transport
and entertainment industries. In addition, personal information can be

accessed via phone by people that are not using a PC, or do not have
access to a PC while on the road.

e,
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7.4.2 Embhedded speech recognition

Several companies are working on pervasive devices with integrated
speech-recognition capabilities. For example, many high-end mobu¢
phones have keyword-spotting speech recognitioln: the.uset? says the name
of the person that they wants to talk to, and the phone then looks up the
number in the built-in address book and dials the number.

Figure7.2 [~~~ S
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Figure 7.3
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The combination of a PDA with speech recognition and an intelligent
agent can support queries like ‘Please tell me the weather forecast for
L.A. for tomorrow.” The PDA would then connect to the Internet, retrieve
the information, and come back with an answer, such as ‘The weather in
L.A. tomorrow is rain with scattered showers.” This will bring a new level
of usability and acceptance to pervasive computing devices. Speech recog-
nition for PDAs is already showing on the horizon, as IBM and Lernout &
Hauspie have already shown working speech-enabled PDA prototypes.

As a concrete example of a pervasive computing device using speech
input and output, we will discuss the IBM personal speech assistant
(PSA) prototype. This consists of a speech coprocessor and a Palm-com-
patible PDA loaded with the Voice Suite Palm applications. The PSA
allows spoken access to the standard Palm applications. An application
can define a vocabulary of up to 500 words to be recognized by the PSA,
but five or ten words are normally sufficient for most tasks. In addition,
an application may define keywords that the PSA responds to.

Figure 7.3 shows the PSA with the PSA Speech Suite running. As can
be seen in the display, all common Palm tasks can be accessed via voice.
Additional functions are also available, including reading news, translat-
ing speech, or recording speech. The hardware supporting the speech
recognition ability is embedded in a thin sleeve. Figure 7.3 shows the PSA
sleeve piggybacked to a run-of-the-mill WorkPad ¢2, the IBM version of

[BM,S.' PRA taoother inith an IBM Waork Ped o2
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the Palm III. The sleeve contains a 133-MHz PowerPC processor, 4 MB
flash memory, a loudspeaker, a microphone, and a battery. The additiony)
processor 1s heeded because the 16-MHz/16-bit Palm processor is not abj,
to perform the computing-inlpnsive spt_*ecl'l-recngnit,iun process. However
one can easily imagine that in the near future, puwer['ul and sul'l"wimtl\;
cheap processors with low power consumption will be available to pmvi([..
PDAs with built-in speech-recognition capabilities. Today’s high-end
PDAs, such as the Compaq iPAQ,S already have the processing power and
the memory capacity required for embedded speech-recognition,
Therefore, downloadable speech-recognition programs will soon be avail-
able for these devices, which will be a first step towards built-in speech
recognition for pervasive devices.

7.5 Security
Speech applications are much more popular for applications such a3
phone banking than for PC applications, although speech systems tyP¥
cally do not allow for user quthentication or encryption. People seem W
trust an unknown voice more than an unknown system that sends 4"
email. However, speech application providers must be concerned abgut
security. Mobile phone systems such as GSM can provide user aUthen“C_T‘
tion through the SIM, which is typically protected by a PIN. Thus mob®
phones offer much better authentication than wired-line phones witho"
a SIM card. d
Speaker verification (see also Chapter 3) can authenticate 2 user baieer
on a short voice string. The combination of SIM authentication: 2
verification, and a back-up solution with a manually entere N of paz
word .provides adequate security for a large number of voice appP icamotﬁt
Voice encryption is today restricted to top secret areas 1 gover™ . if
and industry. Mobile phone technology could provide this feature ° -:nu
there was a demand for this type of security for private cornmunlCEltlo

Pofaronenc
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We are currently on the edge of an explosion of mobile devices with hy,
erto unprecedented connectivity and processing power. These device
replace traditional tools, such as pen and paper, the address book, and the
calendar, and integrate them into a single, convenient, mobile package
What makes mobile devices so attractive is not so much the fact that they
deliver new functions, but that they mimic well-known processes, con.
bine their data, and make the data available everywhere and at any time
This chapter takes a brief look at the history of PDAs, than discusses the
types of devices and their connectivity characteristics. Finally, the avail-
able standards and typical software components for PDAs are explained.

8.1 History

The PDA is not just a small desktop computer. In contrast to the PC, the
focus is on the application, rather than trying to be a general-purpose
computing device. All PDAs available today come with a set of built-in
applications. These are usually PIM applications, such as a calendar, &
notepad, an address book, and a to-do list. On top of these applications.
many PDAs offer additional applications, such as spreadsheets, games
calculators, and a clock.

The first-generation PDAs available during the mid-1980s were &l
called organizers. They were mostly calculators with a database, a"
offered only a few simple functions, such as a calendar and a phone bﬂf’k'
They had to compete with their real-life paper-based equivalents, whic
was not easy because the latter were convenient, often smaller, and did
not require batteries. y

The breakthrough for the second generation came around 1993, with
the availability of smaller, more powerful devices, with better display® aﬂ'
text input technologies. A main factor for success was the improved @
nectivity of the PDA. Instead of the user having to enter each p}“m,:
number, address, or appointment via a tinv keyboard, or printing it I?‘%u_»
by letter using a stylus, these PDAs could be connected to the PC. ”]l
enabled users to enter large amounts of data at the PC, from where it i

_ Applt
sent to the PDA, and allowed the PDAs to exchange data with other apy

i

T




Figure 8.1

Personal digital assistants

cations, It also solved the problem of losing the data when the battery rut
out by introducing a convenient back-up facility.

[t cannot be ignored that another considerable success factor was the
appeal the PDAs had on the technology-savvy users always willing to pay
a premium for the latest gadgets. It is no surprise that these devices were

often seen in company with mobile phones.

The next improvement was the appearance of small, keyboard-less and
programmable PDAs around 1995. The tiny keyboards of early organizers
proved too large to be integrated into a device that was meant to fit into a
shirt pocket. A stylus and a touch-sensitive screen replaced them. The
simplicity of the user interface and the power-saving features incorpo-

rated into the dedicated operating systems of these devices were the main
factors for success.

While being inherently programmable from the beginning, it was not
until operating systems that allow loading of additional applications
became available that a truly simple software-development environment
existed. This programmability is typically exploited not by the user but by
third-party application providers. New applications can now be created
and added to all PDAs at any time, giving the user the ultimate decision
as to which applications will be available on the PDA. The result is a truly

personal assistant.

8.2 Device categories

Over time, two categories of PDA have emerged. The first is a descendant
of the organizer, with a tiny keyboard and a relatively large display in a
clamshell-like package. These devices usually feature a rich set of connec-
tors and often offer expansion slots. The operating system and user
interface is similar to that of PCs. Examples include the Psion Series 3

PDA from Ericsson

Courtesy of Eriesson
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8.2

and 5, and the Windows CE Handheld Pro devices. New deviee

appeared that are halfway between a PDA and a mobile PC. but (_’} ¥ Day,
these can hardly be carried in a shirt pocket. Figure 8.1 Sh()'\;\': WI?”“‘“’.‘
Series H-compatible device from Ericsson. 5 @ Pyigy

The second category is the palm-sized devices that have no k‘-‘yhﬂardh
have a touch-sensitive display, stylus-based operation, and handwrij; \ii
recognition-based text-input method. They usually weigh little mqpe 1hn,h"
100 g, and are small enough to be carried around easily. In order ¢, kein
these devices small, designers had to remove or limit some featyreg sués}
as connectors and expansion slots. Examples for devices from thig Cat;.
gory are the Palm, the IBM WorkPad (Figure 8.2), the Handspring Vig,
devices, and the PocketPC.

Another type of PDA in this category is the portable multimedia reader
and the content player device. Similar to PDAs, these devices are designeq
for reading or listening to books in electronic format. The text can be
downloaded to the device, and is rendered on a display typically larger
than that of a PDA. Otherwise these devices generally feature the same
functionalities (calendar, address book, to-do list) and synchronize ther
data with a PC. With sufficient processing power, these device even allo
you to listen to audio books or to play MP3-encoded music. An example
for such a device is the Franklin eBookMan,! shown in Figure 8.3. These
devices are likely to evolve into a category of their own, but their accept
ance will depend significantly on the availability of a sufficient numbel‘_Ui
titles and a competitive pricing compared with traditional media. _Th“l;
requires the pending copyright and piracy problems for the distribution’
digital media to be solved first.

™l TYSE & v
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f The Franklin eBookMan

Courtesy of Franklin

8.3 Personal digital assistant operating systems

% mobi e device consists of hardware, an operatinh <\'-‘ten* and applica-

.......

deh\ ers all three Currentl\ a fierce competition is takmg plme to set the
standard for the operating system used on mobile. and e:speualh wireless,
aence- The three main contenders to set the standard for wireless

oper-
Ing systems are:

& Microsoft, with Windows CE;

8 Palm Computing, with its Palm operating system;

® Symbian, with its EPOC operating system

In the following sections, we will describe these operating systems briefly
See napter 3 for more details about the operating system characteristics
4nd the development environments available for these devices

8.3.1 Windows CE

"djr"'""-‘lf)}t"- Windows CE comes in several form factors for

" the mobile
mar ket

W Focket PC:% hand-held devices without & keyboard that are P

en-driven;
® Handheld pey clamshell-sized, with a tiny kevboard:

o mermdie
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W [landheld PC Professional: smaller than a laptop computer, but large,
than a Handheld PC.

The operating system is also available for non-mobile applications, g,
as video game consoles and set-top digital television boxes., On some ply
forms, cut-down versions of standard Microsoft software packages, .},
as Word and Excel, are bundled with the operating system.

8.3.2 Palm 0S

Originally part of US Robotics, Palm Computing” was first subsumed int,
3Com and then subsequently spun off from its parent into an independ.
ent company. By mid-2000, seven million Palm devices had been gold,
giving Palm about three-quarters of the global hand-held computing
market. So far, all devices manufactured by Palm are hand-held, stylus-
operated devices with a touch-screen, and support handwriting
recognition.

Palm is proactively licensing its Palm OS operating system, and work-
ing together with partners such as Handspring (for the Handspring
Visor), IBM (for the WorkPad PC companion), Qualcomm (for the PdQ
smart phone), and Symbol (for a barcode-enabled Palm device).

8.3.3 EPOC

In mid-1998, Nokia, Ericsson, Motorola, and Psion Software teamed up 10
form a company called Symbian* with the aim of developing the software
and hardware standards for the next generation of wireless devices. [he
result of this effort is the EPOC operating system, originally developed b¥
Psion. Since then, industry leaders such as Sony, Sun, Philips, and NTT
DoCoMo have joined the Symbian alliance and licensed EPOC.

Symbian plans to evolve EPOC technology and publish two reference
designs. The first is intended for PDAs and digital handsets. The second
will be an entirely new design for tablet-like devices with stylus oper#
tion, handwriting recognition, and integrated wireless communications.

8.3.4 Alternative operating systems

Competition to these three main contenders will come from other opt‘!_'f”:
ing systems, such as BeOS, QNX Neutrino, and embedded Linux. 5%
Chapter 3 for a discussion of operating systems for pervasive devices. ‘
example for a PDA with an embedded Linux operating system is tht
Agenda VR3, announced by Agenda Computing.® The device shown n?
Figure 8.4 uses an embedded Linux operating system, is capable of con

necting to the Internet, and features a preloaded set of PIM ;..lppliuutil””'
The Agenda VRS

?

. . n
is the first ever PDA built from the ]_;'l‘(j)lll1d up ¢

e
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The Agenda VR3 PDA

Courtesy of Agenda Computing

Agenda Linux, a Linux embedded operating system that is completels
open source. The VR3 combines a fast 66-MHz MIPS processor. substan-

tial RAM, and a robustly versatile operating system to create a P
can tackle even the most complex of tasks.

)

A that

8.4 Device characteristics

A number of characteristics distinguish PDAs from PCs. Because of the
way they are used, PDAs utilize different technologies than PCs. which in
turn has significant consequences for software developers that will be dis-
cussed below.

In general, it is correct to say that almost everything is smaller on a
PDA than on a PC. There is a smaller screen, a smaller keyboard (or none
a‘t all), less memory, less processing power, and less power. The technolo-
sles used for these components often differ significantly from those
known from the PC.

8.4.1 Memory

\{‘:iutg\]:“,cdl storage Lc.achnn[t‘);g’ found in m.uhi[v devices is a form of non-
| nemory. ROM or Flash memory is used to store the operating
:l-:;:t:flef;fnriv :rt.n(i other Iu.~,~;~.: (requently x_'hun;:mijinﬁnrnmlifm. Application
I’:EPRU;\‘A typically held in imll(-:'_v-hml'lwd {AM, or in some cases

YM. Memory extensions are available through additional non-
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volatile memory or from the addition of magnetic storage. Extremg|,
small hard disks are available today that offer up to 1GB of storagé_
Developed for use in consumer goods such as cameras and media playerg
these disks are also available for mobile devices. Being mechanical, the,
are usable only in appropriate environmental conditions and where syff;.
cient battery power is available for read/write access.

8.4.2 Datahases

All operating systems of mobile devices offer some form of internal data.
base to store application data. Only a few copy the traditional file mode]
from the PC because it becomes less applicable in the context of mobile
devices. Updates to information stored in a database often require in-
place modification and have to be processed immediately. There is little
room for buffering any data before performing the update because the
device may be switched on or off at any time. The integrity of databases
must be guaranteed or the device may cease to function completely.

The API to access the internal databases is often based on a random-
access file model, or sometimes on a more abstract record-based model.
For performance reasons, most APIs offer more or less immediate data
access to the programmer. When trying to achieve data integrity, reading
the data is not usually a problem, but storage technologies often require
special handling when writing to memory. Therefore updates are gener-
ally carried out only for chunks of memory through special routines
provided by the operating system.

—

8.5 Software components

To be useful, a PDA needs more than just an operating system and appli-
cations. It also requires connectivity and synchronization in order to
process data and exchange them with other devices.

8.5.1 Applications

A typical PDA comes with a suite of built-in applications. These usually
include phone and address book, calendar, to-do lists, notepad, calculator
alarm clock, email, data synchronization, and games. Other applicatio™
that can be found on PDAs include browsers, world-time clock, file m?”;
ager, spreadsheets, financial applications, media players, and draW”"'t‘f
utilities. Common to all applications is a carefully designed user inter.fﬂLt
that is intuitive and at the same time makes optimal use of the Iimi_t‘e"
display space. Figure 8.5 shows the calendar application on a Palm de\'{f":
The user can switch to any day of the week by tapping one of the Pu’he
buttons at the top (1), or to another view (day, week, month) with t

4




Figure 8.5
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The calendar application on a Palm

push-buttons at the bottom of the display (2). To add a new calendar
entry, or to change an existing one, the relevant line is selected with the
stylus and text is entered (3). Frequently used actions can be triggered
through command buttons (4). Entries that have an alarm (3) or a note
(5) associated with them are marked with symbols. The design makes
optimal use of the display space and minimizes the number of actions
required to perform an operation.

There is already a huge selection of applications available for down-
load from the Internet for all PDA types in use today. With the
availability of electronic document formats, a rich selection of documents
ranging from simple references to complete books became accessible for

reading on PDAs.

8.5.2 Connectivity

PDAs usually communicate with the PC through a special docking sta-
tion, also called a cradle, which is connected to the PC via a cable. This
connection is used mostly for back-up purposes and to load applications
and data onto the device. Current PDAs also feature an infrared commu-
nication port that can be used to exchange data with a PC, other PDAs, or
mobile phones.

Future devices are likely to replace infrared connections with some
form of low-cost wireless communication feature, such as Bluetooth, in
order to communicate with other devices. The advantage of this is that it
does not require a cable, nor does the device have to be in direct line of
sight with the device it is commun icating with. When used together with
a Bluetooth-enabled mobile phone, the PDA can get wireless network
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Figure 8.6

access without requiring the user to handle two devices at the g
In fact, the mobile phone may reside in a briefcase or pocket,
PDA utilizes the phone’s network connection.

In the future, the PDA and the mobile phone are likely to merge int,
single class of mobile devices. We will see more advanced mobile phone:
running the same operating system and offering the same functionality a;
PDAs. We will also see PDAs with added wireless connectivity but g
necessarily usable as a phone. The preferences of the user, and the ayaj].
ability of the appropriate display and battery technologies, will decide
about the direction of this evolution. Figure 8.6 shows a device from
Ericsson that combines a PDA with a mobile phone in a single unit.

ame timg

8.5.3 Synchronization

With the exchange of data comes the need for synchronization. What if a
phone number was added or modified on the PDA but not on the PC? The
next time the PDA is connected to the PC, the new data must be copied,
and the relevant entry in the database needs to be updated. The complex-
ity of synchronization regards the question of what to do if data were
modified or deleted on the other side. Synchronization software handles
these situations and updates the databases following some simple prece-
dence rules.

The built-in applications of a PDA synchronize their data with a PCor
server that operates as a back-up medium and allows the exchange of data
with other applications. New applications loaded into the device are no
necessarily part of this standard procedure but require similar mecha-
nisms. Usually there is a way to extend the device-specific synchronizatiof
process and integrate new applications. This requires additional softwar
on the PC or server side in order to understand the application-specit
data and make them available for exchange with other applications. 5
Chapter 4 for more details about synchronization.

Erwsson Platform

Court ey ol Ericason

while the
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8.5.4 Device management

When devices are not owned privately but are, for example, used by
mobile workers within a company, there is a need for device management.
A typical company will require some control over the devices used by its
employees. Internet service providers (ISPs) offering network access via
mobile devices, also face the challenge of managing thousands or even
millions of them. This becomes especially evident when the typical user
group of the mobile device is no longer the Internet-savvy user who also
owns a PC, but the novice who wants to access the available services with-
out wanting to know how it all works.

Managing devices means automatically configuring newly deployed
devices, or at least assisting the user in doing so. Downloading new appli-
cations or updates to existing software on the device will become
necessary, and will have to be controlled carefully to guarantee perma-
nent availability of service. The latter quickly turns into a challenge when
users are neither willing nor able to manage the devices themselves, and
the mobility allows only sporadic remote access to them. Further details
about device management can be found in Chapter 4.

8.6 Standards

Standards are critical to all applications that depend on the access and
exchange of information from many different sources. They are especially
important for pervasive devices because many of them use new technolo-
gies that still require widely accepted standards to develop.

8.6.1 Electronic document formats

Several electronic document standards already compete to be the predomi-
nant standard for mobile device platforms. The well-known standards from
the PC turned out to be either not portable or too slow in adapting to the
requirements of the PDA. These requirements include smaller displays,
new operating systems, and conservative use of the available memory.

' The available applications that support these standards usually con-
sist of a reader application on the PDA and a set of tools for the
workstation. The PDA application is used to display the relevant docu-
ment format and allows the electronic documents to be read and
searched. Workstation tools on the PC include authoring and conversion
applications. The authoring tools allow new documents to be generated,
and often support some simple HTML-like markup in order to apply text
styles such as hold or italics The conversion tools are used to convert text

Yom one of the prominent PC document formats to the format under-
Stood by the reader application.
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Almost all formats available on PDAs today rely on fast and effje;
compression of text data. Most of them offer bookmarks and Iwbt\:':‘lcm
to enhance the manageability of large texts. Some also add 1'vnt‘m.mm!‘s
database, such as indexing, fast navigation, and searching, '1‘}“: :lﬂ !
tronic document standard will become especially important witl: lthp

advent of electronic books and the capability of PDAs to serve as a plag
form for them. ‘

8.6.2 Synchronization protocols

Data synchronization for PDAs will become as important as storage
media compatibility was for the PC. There is limited use for the freedoy,
to carry and access personal data everywhere if the data cannot be
exchanged with others. The exchange of data, however, will be based not
on a specific storage medium such as a floppy disk, but on a dedicated pro-
tocol for information exchange and data synchromzation.

A networked device exchanges data with a server using the HT'TP pro.
tocol. When communicating with other devices in its vicinity, it will
probably use a cable, an infrared beam connection, or another low-cost
wireless communication, such as Bluetooth. All of these require a protocol
for data exchange and some common data format. In order to update the
appointment list from the server, or to exchange a virtual business card
with another device, the two must be able to understand and physically
connect with each other.

PDAs usually come with some PC-based software that allows for
backup and data synchronization using a proprietary protocol. Data syn-
chronization with a server is not supported, so there is little need for an
open standard.

However, data synchronization with a server is no longer limited to a
single device, so there is demand for a common protocol and data format.
The Mobile Application Link® (MAL) is such a communication protocol:
First defined as a proprietary standard, it was soon released as open
source. MAL defines a common API available on the mobile device, the
workstation, and the server. In the meantime, the open-source develop-
ment has been stopped. ' d

SyncML7 is a synchronization standard that enables all devices u? r
applications to synchronize data between devices and with a server ove
any kind of network. The SyneML initiative was founded by El’}CSSUE'
IBM, Lotus, Motorola, Nokia. Palm. Psion, and Starfish S‘Uf't‘_wil‘,‘;
Meanwhile, more than 300 companies support this new industry m““t‘t
to develop and promote a single, common data-synchronization })I‘U[".":‘ ( |

The SyneML protocol can be used between individual devices, i“:‘ with
as between a device and a server. The protocol is capable of dealing ely
the special challenges of wireless synchronization, such as the relat!

Jattt
. R T b g ) . i o s r \1_10 ll‘l
low reliability of connections and the high network latencies. L
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format of SyncML is based on XML and has been designed with the
requirements of mobile devices in mind. SyncML uses the compact
WBXML encoding defined for WAP in order to minimize the use of band-
width. See Chapter 6 for more information about WAP.

8.6.3 Database formats

All applications on a PDA need to store some data, and must have an
application-speciﬁc format defined for it. Some of that may be useful
information for more than just one application, for example email
addresses that are stored by the address book and used by the mail appli-
cation. For some data managed by the built-in applications of the device.
there are APIs defined by the operating system to access them. Other
applications, such as those developed by third parties, often do not offer
such an interface. Here, the need for a common access method arises.

PDA operating systems currently do not protect the data of one appli-
cation against access by another. Therefore the only obstacle for an
application developer is the knowledge of the data format used to store
the particular information. If an application is designed to allow other
applications to access its data, it needs to use a documented data format.
If it is also meant to exchange those data with other devices, this format
must not rely on any operating—system—speciﬁc database format.

Using a simple record-oriented format, such as comma-separated
values (CSV), allows applications to easily access and share data.
However there are many limitations, including the manageability of the
data and the performance impacts of this simple format. More advanced
database formats have been defined and are available across the PDA
platforms. Similar to the electronic document standards, most of them are
available as a combination of device and workstation applications. A data-
base viewer on the device allows data to be searched and modified. A set
of authoring and conversion tools allows the generation of new databases,
as well as importing data from other sources. When combined with a
forms processor or an application generator, they support the develop-
ment of simple datacentric applications. These database standards allow
the exchange of data between devices, but still lack an interface to share
datf on the device itself.

Structured Query Language (SQL) is a well-known and widely accepted
;tjfi?afi ;lr;terface for relational da’tabases. Consequept.])'. th§§ _interface is
PDA platt le on PDAs as well. IBM's DB2 E‘.fer}_rwhere"‘ s_axfallable on most
a relat; tforms and provides a local data store with the logical appearance of
Cﬂmmtwnal database. Applications can share data and access them using a
5 tinvcc'il;ig I‘that supports execution of SQL statements. DB2 Ex'gr}where is
- l-im‘tat' ase that requires about 100 KB of memory on thg de\t'zce. so there
with :'TD:&Cif}OBS Su(;h as the available SQL subset. Synchronization software
any Open I’)‘;Piug-ms allows the relational database to be synchronized with

tabase Connectivity (ODBC) data source.
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database in Palm OS. New memory segments have to be locked by 11,
code before copying data to it. The Palm OS Database Manager function,

[

!

i

Example 8.1 shows the code for inserting a new record into the Mem- ‘;

|

|

beginning with the prefix o handle the insertion into the database.

Example 8.1 Inserting a record into a Palm 0S database
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Example 8.2 demonstrates how to insert a new record l;e ! acd
- » . ) i . . ::‘ 1 .
database using the SQL library functions. The new record 1

string into the column tex* of the database table memos.
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Inserting a record into a database using DB2e
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8.7 Mobile applications

An ideal application for a mobile device consists of loosely coupled tasks
that can be exposed to mobile users selectively, depending on a given
mobile user's context. A mobile user’s context can be described as the
vser's location, the device type, connectivity, resource situation, and the
user profile.

‘ Wlth the exception of simple stand-alone applications, all mobile appli-

;?tt}?;?i}:\:i“ ha.ve a !l(‘t‘f{ to C'Lmn’ect to a server over the network. This 18

{,mm--th:die'}')hcatmn of apphcatfnn data ?mm‘ the server to the device, or

evice to the server, or in both directions.
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8.7.1 Mobile application characteristics

Typically, a mobile application possesses the following properties:

m Disconnected or intermittently connected operation. Users must be able
to use a mobile application while not online. Information about
changes of data replicated to the device is queued until the next

network access, and must then be processed during synchronization
with the server.

m Context awareness. A mobile application presents itself differently to
different users based on their context, which is made up of attributes
such as user’s role, device used, location, and time of day, i.e., it must
infer the purpose of access, and present itself accordingly.

m Device and network adaptation. The application must adapt to
different device form factors, and different network characteristics.
Many mobile devices have limited resources, including battery power,
display size, communication bandwidth, memory and processing power.

The application must respect these limitations and make appropriate
use of the network connection.

m Local collaboration. A mobile application should collaborate with local
resources and other on-device applications. This includes sharing data
and services between applications on the same device or other
reachable devices in the vicinity.

8.7.2 Connection types

Mobile devices show different connection profiles that influence the
design and implementation of a mobile application, and that become espé-

cially evident when accessing information from the Web. They can be
categorized into:

® online connected devices, typically with an integrated wireless
connection to the network. A browser loads and displays Web pages o
demand, and the user can navigate through the Web interactively.
Caching of Web pages is used only for performance optimization;

W intermittently connected devices e.g. through a modem, will typically
use hoarding. The user can configure the pages (often defined throué
Ch.annels) to be cached, and can define whether other pages available
via links on these pages should also be cached. Limited forms .
processing is still possible by queuing requests for transmission during
the next connection;

® offline devices do not have a network connection. They are connectcd
to a host (e.g. a PC via cable or infrared beam connection) for back-uP
and data synchronization. I the host has a network connection, 3%
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from the Web can be repli
B plicated to the device dur :
) ' 7 ) ) ; imngt oce
Hndrd_lng tor caching) is used ta keep a local copy ff 3:5 g; -
accessible for applications. ' S

8.7.3 Mobile application classification

The need to exchange data, and the availability of network access. ar
major design factors. Depending on the communication Characté;';;sticz
and the connection type of a device we can classify mobile applications
into three categories: browser-based. native. and hybrid.

Browser-based applications

The browser-based application model is the simplest, if it is applicable. It
1s suitable for applications intended primarily for information browsing
with limited query capability and simple form submissions. Applications
such as portfolio tracking. requesting stock quotes, and city weather fore-
casts fit this category well. Some of the advanced browsers come with
scripting, and local queue- and cache-management capabilities. With
JavaScript, simple computations such as user input validation or the total
sum of an order can be performed locallv. However, scripting capability
alone 12 inadequate for exploiting device functions, and for collaborating
with other local applications. Caching and queuing enable disconnected
operations. In general, this model does not take full advantage of on-
device functionality. It requires a back-end connection for simple tasks
such as information aggregation (combining information entered on two
different forms). Furthermore, there is little or no support for data man-
agement or for incremental activities, such as building a product order

over several sessions. If connectivity is assured, the back end may provide
these capabilities,

Mative applications

The native application model offers the highest potential to exploit local
device functions and form factors. The most sophisticated user interfaces
are possible with this model, Large amounts of data, for example histori-
cal shopping data, can be presented efficiently. Caching data on the device
enables disconnected or intermittently connected operations. Tasks such
as information aggregation and intelligent prewnta;io_r: of data are rgla-
tively easy to implement, On the negative side, this r.noc!el requires
separate and intensive development efforts for each new device. Fu‘rth‘er,
deploying new versions of mobile applications Lo users presents a sxgnl‘ﬁ-
Cant system-management challenge. 'I‘.hm model 18 mu.tln!.)le :or
applications that manage large amounts of data locally, or have complex
use models, or need Lo support an ineremental mode, and operate 1n
“ither disconnected or intermittently o mneeted mode.
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Hybrid application
The hybrid application model aims to incorporate the best
browser-bas

) ed and native application mode
the user interface.

tion, and limited

aspects of hoth,
: ls. A browser is used to render
Scripting functionality is used for user input validﬁ-
on-device computations. Native function invocatin

capability is used to manage data locally, and to exploit device-

ation
capabilities. T

specific
- he usefulness of the hybrid model can be improved signifj-
cantly if the application controls the user interface, including navigation

and if browser menus and features are hidden from the end user.

8.7.4 Device adaptation

In order to support multiple device types, a Web application has to iden-
tify the actual device being used when generating the appropriate
response data. Usually this is achieved by checking the user-agent string
sent as a part of each HTTP request. While this differentiation is accept-
able for most applications in use today, it has some significant
shortcomings. Mobile phones supporting the WAP standard are already
available with different screen sizes, and in the future more devices with
even more different capabilities will become available. The actual markup
and the layout of content available from the Internet cannot be based on
the user-agent .information alone. Standards such as CC/PP will be

required to assist in the device adaptation of information. See Chapter 6
for more information about CC/PF.

8.8 Personal digital assistant browsers

When accessing the WWW with a PC, HTML is the llin.gua franca for 311
browsers. However, because of the device characteristics of PDAs, d’?‘hle
cated markup languages have been introd'uced for them. il
disadvantage of having so many markup formats 1s‘that all contgntbfll) for
able from the Internet has to be accessible in a SD?Clﬁ?-_format Sult;ILL will
rendering on a mobile device. Hopefully, the availability of Xtha .
replace all of them with a single markup language again. See Chap

for more details about XHTML.

. ilable for
There are currently three different types of browsers availab
mobile devices:

w HTML markup. Full support of the HTML standard is typlcall)f I}‘Z‘;ling
feasible on relatively small devices such as PDAs. Most browsel zﬁen '
into this category limit the supported HTML tag s'et..' Proble‘ms e websites
exist with the support for images, frames, and scripting. Becaus e ih,
are usually created with the capabilities of PC-based browsers .
the presentation of these sites on PDAs is generally unsatisfying.

Figurg




Figure 8.7

" I)(’diml('({ m.rzr/mp._lnfsteud of HTML, these browsers support another
markup format optimized for small devices. This can be WML,
compact HT'ML, or other device-specific formats. The usual gateway
may be omitted, and the plain textual markup is parsed on the device
itself. Due to the relatively simple format, this is feasible even for
PDAs with limited memory. The results are good, but the number of
available sites is still very small.

Markup conversion. Browsers in this category connect the user
through a custom gateway server that can filter out unnecessary
HTML coding and convert the markup and images into a device-
specific format. These browsers usually achieve excellent results, but
they use a proprietary markup. Most client software is available free of
charge but works only with the respective gateway server.

8.8.1 Browser examples

The following examples from the rich selection of PDA-based browsers are
not just scaled-down versions of a PC browser. The AvantGo”? and the
KBrowser! are both available on many platforms, support bookmarks and
graphics, and attempt to optimize the presentation of information for PDAs.

AvantGo
The AvantGo browser is a graphical Web browser that runs through a

custom proxy server (gateway) to filter out unnecessary HTML coding
and convert images. Pages are downloaded from the Internet to the PDA
during synchronization. They are stored and can be accessed offline. If
the PDA is connected to the network using a modem, online browsing is
possible as well. Figure 8.7 demonstrates how an actual HTML page is

P T . . 1)

YAt T

An HTMI, page converted for a PDA
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The PDA version of the page shoun in Figure 8.7
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References {17)
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A WML page displayed by the KBrowser
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(sports.com)(Back)
sporis.com

Live Football

...........................

.......................

....................................

R League World Cup
Cricket

................

..........

Another WML page displayed by the KBrowser

A large number of sites on the Internet already support WML, and the
number keeps growing.

Open-source browsers

It almost looks like the browser war we witnessed for the PC is recurring
for the PDA platforms. While the result may differ from the scenario we
now have for the PC platform, the lack of widely accepted standards will
help to proliferate browser-based applications on PDAs,

There are many new initiatives and open-source projects in progress
Fhat are attempting to create the necessary parts for a complete WAP
infrastructure: the WAP stack, the WML browser, and the WAP gate-
way.!! Browsers are under development in many programming,
languages, and for many different platforms. 5NINE, for example, a
developer of Wireless Data Infrastructure technology for Linux, has
recently announced the launch of WMLBrowser.org,'? an open-source
dgvelopment project for creating a WML browser to work with all types of
Linux environments. The WML browser will be a full-featured WAP
client with support for secure and insecure connection-oriented and con-
Nectionless modes. Its scalable architecture is aimed at making it ideal for
all sorts of devices through graphical user interface toolkit abstraction,

and support for various transport technologies, including Bluetooth, IPv4,
v6, and others.



Pervasive Weh application
architecture

In this chapter, we propose an architecture for pervasive computing appl
cations that support multiple devices, such as PCs, WAP phones, PDAs
and voice-only phones enabled to access Weh servers through voice gate
ways. The architecture addresses the special problems associated with
pervasive computing, including diversity of devices, markup languages
and authentication methods. In particular, we show how pervasive com-
puting applications hased on this architecture can be gecured

10.1 Background

lems that application programmers initially
ser access from PCs have,
available that allow apps

lications o @

faced when 1mple

The prob
to u larg?

menting Weh applications with brow
degree, been resolved. Various technologies are
eation programmers to create transactional Web app
straightforward manner. supported by a large number of tools
With the advent of pervasive computing, application programmers no®
face many new challenges. Users have many different devices that loot
and behave in very different ways. Examples of several kinds of per®"
computing devices were presented in the first part of this book. inchsds®
WAP phones, PDAs, and voice-recognition devices. These devices prov®
different user interfaces, use different markup languages, use di ""n':,
communication protocols, and have different ways of authfﬂ“‘:““_f
themselves to servers. Ideally, Web applications that support perve”
computing should adapt to whatever device their users are “"&
Obviously, apphications must provide content in a form that 18 a??mpf%’.,
for the user’s particular device - WML for WAP phones, VoiceX»®: ©
voice interaction via a voice browser, HTML for PCs, and so o8- %
However, solely targeting the application’s output to devices 18 Bt *
cient in Most cases. If device capabilities differ significa
1 between the user and the Web application has t

ot 5
l“

interactior

the device 8 capa
{or this is access 108 Web appheation from a PC versus

Web apphication from a WAP phone. As the PC has a large el
apbmpfiﬂw to present a substantial amount of information
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and it i possible to have many entry fields in a single form with extensive
gelections. A typical dialog between the PC user and the Web application
consists of just a few screens. When the user accesses the same applica-
tion from a WAP phone, only a small amount of information can be
displayed on a single screen, and only a handful of entry fields may be
contained in a form; both input and output have to be reduced to an
absolute minimum. Wherever possible, applications should employ per-
sonalization to avoid unnecessary data input or at least provide good
suggestions, e.g. using history-based profiles or estimated likelihood. A
typical dialog between a WAP user and the Web application consists of
more screens than the equivalent dialog with a PC user; at the same time,
the amount of data that has to be entered by the user has to be minimized.

As a consequence, architectures for pervasive computing applications
must not only allow for filtering of unnecessary information, and for
output targeted to different devices, but must also be flexible enough to
accommodate different flows of interaction depending on the user’s device.

Another challenge that is posed by pervasive computing is increased scala-
hility and performance requirements. Given the ever-increasing numbers of
mobile phone owners, and the concurrent increasing number of mobile
phones, the number of potential clients for a pervasive computing Web appli-
cation is several factors larger than for classical Web applications. In
addition, the frequency of users accessing the application from mobile
Phones will be higher than that of PC users, as the phone is always available.
r ,hu-‘i: pervasive computing Web applications need to scale to larger numbers
of users than classical PC-only Web applications. However, high scalability
a'lfme is not enough - as users typically access pervasive computing applica-
t'lﬂns to ‘look something up quickly’ or ‘just order something’, they expect
short response times, resulting in a requirement for high performance.

10.2 Scalahility and availability

Given ' i ‘ i '
: ven the ever-growing number of pervasive compuling devices, scalabil-
t 3]/ of pervasive computing applications is a very important issue. Large
ala, et . e o
¢communication companies expect millions of users to subscribe for

50me Annliaatinas Law avnmnla



10.3 Development of pervasive computing
Web applications

To implement Web applications, four major kinds of role are typically
required in a development team: business logic designers, user interface
designers, application programmers, and experts for existing legacy data-
base and transaction systems.

Business logic designers define the functions to be performed and the
application flow. User interface designers are responsible for application
design, defining the look and feel of the Web application, designing user
interaction, and guaranteeing good usability. Web designers work with
technologies such as HTML and JSPs, mostly using high-level visual
tools. Application developers are responsible for implementing the appli-
cation logic and connectivity to database and transaction systems in the
back end. Java developers work with technologies such as serviets, EJBs,
LDAP, JDBC, ete.

In teams developing pervasive computing applications, an additional
role is usually needed - the pervasive computing specialist, who knows
about the capabilities of devices and the infrastructure required to sup-
POTt pervasive computing applications, such as WAP gateways, voice
fateways and gateways for PDAs. These people are the experts in tech-
:(:]ITK"’“ such as WML and VoiceXML, which normally cannot be handled

by traditional Web designers.
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10.4 Pervasive application architecture

As we pointed out in Chapter 9, the model-view—controller (MVC) patter
is a good choice when implementing Web applications. We presented th(1
standard mapping of the pattern to servlets, JSPs, and EJBs, where the
controller is implemented as a servlet, the model implemented as a set of
EJBs, and the views as JSPs.

Pervasive computing applications, however, add an additional level of
complexity. As devices are very different from each other, we cannot
assume that one controller will fit all device classes. In the MVC pattern,
the controller encapsulates the dialog flow of an application. This flow
will be different for different classes of devices, such as WAP phones,
voice-only phones, PCs, or PDAs. Thus, we need different controllers for
different classes of devices. To support multiple controllers, we restrict
the servlet’s role to that of a simple dispatcher that invokes the appropri-
ate controller depending on the type of device being used.

To avoid duplication of code for invocation of model functions between

controllers, we employ the command pattern.! In our case, a command 18
a bean with input and output properties. An invoker of a command sets
the input properties for the command and then executes the command.
After the command has been executed, the result can be obtained by get-
ting the command’s output properties. Instead of invoking model
functions directly, the controllers create and execute commands that
encapsulate the code for model invocation.
To invoke a view JSE the controller puts the executed command into the
request object or the session object associated with the request dependl_“g
on the desired lifetime. As commands are beans, their output properties
can easily be accessed and displayed within JSE as shown in Figure 10.2.

10.4.1 Securing pervasive computing applications

Like traditional Web applications, Web applications supporting P?rvaswe
devices have to be secured by appropriate encryption, authentication a”e_
authorization mechanisms. The secure pervasive access architectur® prm
sented here is designed to process client requests on the alP_Pl_“:at.url
server in a secure and efficient way. It addresses user identllflcafwfié
authentication, and authorization of invocation of applicatlon 05

am’
depending on configurable security policies. Figure 10.3 shows a“,ex

wqt10?
ple in which the a user accesses a function of a particular Web appllLEltl
from a WAP phone. st
All incoming requests originate from the device connectivity infr  that
ture. This infrastructure may include different kinds of gat'ewa}m.sts
convert device-specific requests to a canonical form, i.e. P .reguﬂge.
that may carry information about the device type, the desired 127
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and the desired reply content type, e.g. HTML, WML, or VoiceXML.
Examples of gateways in the device connectivity layer are voice gateways
with remote VoiceXML-browsers, WAP gateways, and gateways for con-
necting PDDAs. An important function that the device connectivity layer
must provide is support of session cookies to allow the application server
to associate a session with the device.

The secure access component is the only system component allowed to
invoke application functions. It checks all incoming requests and calls
application functions according to security policies stored in a database or
dire:ctory. A particular security state — part of the session state - is
reached by authentication of the client using user-ID and password,
public-key client authentication, or authentication with a smart card, for
example. If the requirements for permissions defined in the security
policy are met by the current security state of a request’s session, then
the secure access layer invokes the requested application function, e.g. a
function that accesses a database and returns a bean. Otherwise, the
Becure access component can redirect the user to the appropriate authen-
tication page, Typically, the secure access component will be implemented
as an authentication proxy within a demilitarized zone as shown earlier.

Finally, the output generated by the application logic is delivered back
to the uger in a form appropriate for the device he or she is using. In the



Figure 10.3

example shown in Figure 10.3, the information to he displayed :
pared hy the application logic and passed to the cnntent-delivged ' Pre
encapsulated in beans. The content-delivery module then EXtTa;ItS 't’;]f)dula_
evant part of the information from the bean and renders it intg C(er&!_
that depends on the device type and desired reply content type fnr’ntent
ple by calling appropriate JSPs.? P Bxam,

The content-delivery module delivers the content generated i, ¢
vious step via the device connectivity infrastructure that COnvert,
canonical responses (HTTP responses) to device-specific responses, usina
appropriate gateways. For example, if a user accesses the system via§
telephone, the voice gateway receives the HTTP response with VoiceXM],
content and leads an appropriate ‘conversation’ with the user, finally
resulting in a new request being sent to the server. '

The functionality described above can be implemented using a prax
approach or by using an appropriate framework on the application server
In the first case, the proxy will enforce user authentication and authoriza.
tion checking for protected resources. A servlet base class would have this
responsibility in the second case.

Application Application Application

\
Securit S
ecurity
state ity Bean
Secur X
l state \
/ \

- A
Check -
Security | -\ :
policies |———» Secure access Content delivery

oK A

A A\

//' Authentication

/ serviet |~
/A >
/ / g

7{4/ Device connectivity infrastructure ‘j

b . -
Secure pervasive access architecture

he p]‘e'

Session

Fig,



Pervasive Weh application architecture 285

Securing pervasive applications using an authentication proxy

To secure pervasive computing applications, an authentication proxy can
be used in combination with a security policy engine. Instead of directly
authenticating to Web applications, pervasive computing devices authen-
ticate to the central authentication proxy that enforces a central security
policy. Devices may connect directly to the authentication proxy or via an
appropriate gateway, depending on the supported protocols. The advan-
tage of this approach is that access rights of users can be managed
officiently at a central place instead of having per-application access poli-
cies on individual application servers. The example given in Figure 10.4
shows the flow of messages to authenticate a WAP phone. It depicts the
interaction of components the first time the phone sends a request to an
application that is secured by the authentication proxy (to keep the pic-
ture simple, we have omitted the gateways).

Upon selection of an application function by the user, the device sends a
request to the application that is intercepted by the proxy (1). The proxy
checks whether a session already exists for the device (2). As this is not the
case for the first request, the proxy invokes the appropriate authentication
module for the particular device, e.g. the module for form-based authenti-
cation using WML forms for the WAP phone (3). The authentication
module performs quthentication of the user, e.g. for form-based authenti-
cation. the module sends a form to the user’s device that lets the user

Device-specific authentication
(serviets or Web server functions)

PC PKI smart card authentication

WAP WIM authentication

Form-based authentication

(4) Authentication s (5) Establish session

" Form-based authentication (WML)

Y
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| (3) Invoke (6)
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(1) Request ) - (9) Invoke application
SR AN - - >
Tl proxy Application

B T— FNE— 1
(10) Response

(11) Response '\
(8) Check palicy

Security
policy

Form-based authentication with a WAP phone (first request)
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enter a user ID and p.assword, and then checks them against g credant:
database to authenticate the user (4). As a result of ::.m'cusql'ulmtml
authentication, a session is established for the user's device (5, unduser
authentication module returns control to the proxy (6). The DI‘O};»' chot-t“
for a session for the user’s device again; this time, a session is present t(h*
indicates that the user has been authenticated (7). The proxy gets “':i
user’s identity from the session information and uses it to check wheth,
the particular user may invoke the requested action of the application 8)
If the security policy allows the access, the proxy invokes the applicatio
function (9). The application function returns the result in the response t,
the proxy (10), which forwards the response to the user’s device (11).

For all subsequent requests, processing is much simpler (Figure 105
After accessing to the application, the user selects another function. The
user’s device sends a new request to the application that is intercepted by
the proxy (1). The proxy checks whether a session for the device exists, and
whether the user has been authenticated (2). As the user has already
authenticated himself to the proxy, the check is positive. The proxy gets the
user's identity from the session information and uses it to check whether
the particular user may invoke the requested action of the application 'J
If the security policy allows the access, the proxy invokes the application
function (4). The application function returns the result in the response
the proxy (5), which forwards the response to the user’s device (6).

Using an authentication proxy has the advantage that the authentica
tion function can be performed in a demilitarized zone by placing *
firewall before and after the authentication proxy. Through the outer fire-
wall, requests from external clients can only flow to the proxy. The innef
firewall allows only pass requests to application servers that come trom
the proxy. As a result, all requests targeted to application servers have v

|

Figure 10.5
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pass through the authentication proxy so that it can enforce authentica-
tion and authorization of users, and only requests originating from
authenticated and authorized users can reach protected Web applications.

Securing pervasive applications using a framework

While the proxy-based approach presented is the most appropriate solu-
tion for protecting company websites, a simpler solution can be useful for
less demanding scenarios, or to quickly set up pilots. In this section, we
outline a simple example of a framework to support secure perv_asive
applications based on the architecture presented above on a :'fmgle
machine. Note that this framework is intended only for demonstration of
the basic concepts, not for use in real solutions. We will use it as a basis
for the example application presented in Chapters 11-15.

We assume that the applications to be secured follow either the MVC
pattern or the simple JSP-invokes-application-logic pattern. In the first
case, a servlet invokes a device-specific controller, which in turn invokes
the appropriate methods of the application logic and finally the suitable
presentation JSP as a view. The JSP that is invoked depends on the results
obtained from the application logic. In the second case, the JSP container
invokes a JSP, which may invoke application logic and render the results.

Figure 10.6 shows how a Web application based on the MVC pattern can
be secured. To allow for device-dependent authentication protocols,
authentication servlets are needed. Before accessing sensitive application
functions, the user must authenticate against an authentication servlet,
which results in a security state object being added to the session informa-
tion for that user. Access to sensitive functions of an application is only
possible via secure servlets. These servlets obtain the security state for the
user, and check whether the particular user may use the desired function
under the current security state according to the security policy defined
for the particular application. Only if the security policy explicitly allows
the operation does the secure servlet invoke the appropriate controller to
process the request further.

Figure 10.7 shows how JSP-based applications can be secured in a simi-
lar manner. Unlike in the MVC pattern, there is no secure servlet through
which all requests have to pass. Instead, each JSP must become a secure
servlet. This can be achieved by deriving from a base class that checks
Whether the user may access the particular JSP under the current secu-
rty state according to the security policy.

10.4.2 Overview of classes

To allow the securing of applications as described above, the framework
Provides appropriate base classes for secure servlets, as well as classes
that represent security states and security policies. It also defines con-
tracts between the hase classes and authentication servlets to specify how
these components cooperate.
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Figure 10.6
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SecureServlet .
secureserviet (Example 10.1) inherits from Httpserviet,? overwriting
the service method. Before invoking the service method of Ht tpServieb
the service method of secureservlet uses the securityPolicy class
(see below) to perform a security check in order to find out whether the
user who initiated the current request has the permission to e?ﬂ?c“;i
the desired function from the device he or she currently uses and Wlt'h ; )
authentication method he or she used previously to authentlcat"'
The result may be that the user has not yet logged in, that the user is
logged in but does not have proper authorization, or that everythiné is
OK. The SecureServliet invokes an appropriate JSP when the logl?
missing or the user is not authorized for the desired function.
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pegue T T met hodd obitain L1 maocle of MUt et icn
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e given request ‘|'he
!’l-h'f'rrzuu- the user current role, o

Finally, the

It "‘i:'li’
K. by NCCeRsINg sossion infor Imntion

Class declares un ab itrnet method named

v ] This method must be defined by all ser viets that inherii
from to indicate which application they helong to
SecureJSP

: (Example 10.2) inherits from It overwrites
the method to intercept all incoming requests, and invokes the
sckAut ) ; method of the to check whether it

may be displayed. If the policy allows the JS

P to be displayed, the
o method calls the

method to render the page. As JSPs

are usually used only as views, expecting an action parameter in the

requests to the secured JSPs is not appropriate, To interopernte with the

application/action access pattern supported by the class
anyway, the class = ‘ declares an abstroct method named
jetact ion, which must be defined by all JSPs derived from this class to

specify the action to which displaying the JSP should be mapped

puckage sample.shop.security;

import javax,serviet.*;
Amport javax.serviet.htip.*;
* import javax.serviet.jsp.*;
~mport java,io.4;

Amport sample,shop.views 4

'hu class for securs JSPs.
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Authentication serviets

Qur example framework does not provide a base class for authentication
servlets, as they can be very different. For example, authentication
servlets may be provided for authentication mechanisms using challenge-
response methods, smart cards, user identification and password, one-
time passwords, etc. However, we define a contract for authentication
servlets that requires that they create a securitysrace object and add it
+o the user’s session after successful authentication for use by the frame-
work. In the securitystate, authentication servlets have to indicate the

authentication mechanism used. We present an example of an authentica-
tion servlet in Chapter 11.

gsecurityState
- ~.-:--3-ar= objects (Example 10.3) encapsulate the security state of a

= . R -
et wUd o =Y

session, including information such as the user identification of the user
who initiated the session, the authentication method used to log on,

CT e =L QLT

tication. or authentication through user identification and password,
smart card, or other means.

public class SecurityState
public final static int AUT_NONE = 0;
public final static int AUT_USERID_PASSWORD = 1}
public final static int AUT_SMART_CARD = 3;
public final static int ERR_NONE = 0;
Dublic final static int ERR_UNKNOWN_USER = 1;
public final static int ERR_WRONG_CREDENTIAL = 21
Drotected Srring userID. = nully

ate AUT _NONE;

p::":ec Led :_ nt. erro }_’lf'.')h\‘{-"h_ = En i{___NOfHZ H
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ontinued public int getAuthenticationstate() { return

authState_; }

public int getErrorCode() { return errorCode_; )

public String getUserID()} { return userID_; ]

public void setAuthenticationState(int value)
authState_ = value; }

public void setErrorCode (int value) { errorCode_ =
value; }

public void setUserID(String value) { userlD_ value; )

1

SecurityPolicy

The securityrolicy (Example 10.4) class encapsulates security policies
for Web applications. It accesses a database that holds authorization
information that determines which roles, authentication modes, and
device types allow access to certain actions of protected Web applications.
The checkauthorization method takes the user's current role and
authentication mode, as well as the type of device used and the desired
application/action pair, as parameters. It uses a policy database to deter
mine whether the given combination of parameters allows further
processing. If it does, it returns true, otherwise it returns talse.

As the securityPolicy class consists mainly of a query to find out
whether there is an entry allowing the given combination of parameters
in the policy database, the implementation of the security e y Class
depends entirely on the database access layer used.

Example 10.4 SecurityPolicy

1 3 - iy TRy e
package sample.shop.security:

includes for database access

e av 1 2 5§ CCaRs
tyPolaily F:i.L.-llI.,cLJl...*. en ACCEHS
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10.4.3 Use of the framework

To implement a pervasive application based on the framenore presented
ahove, the application developer must implement an app 2l0n serviet
the application logic, and JSPs to be invoked by the appucation seriel
and must define a security policy for the apphication Awrf;;}r:,:a authen-
tication servlets are also required.

All application serviets to be secured must inherit from the class
Geruresersiar and should not overwrite the c«- - method Whenever
an instance of a servlet derived from .2 ro et PeCeIves A requa:q
the scrvice method of the "=~ .reer baae d&a 1= invoked and uses
the securitypol .~y to check 4..mr,-r'szatwn of the user. If this check fals
it returns an error. If the authorization check succeeds, the request 12
pmce&sed further by invocation of the -« method of

~uraServier m,lper class “--coc- .2, which In turn dispatches the
rc-quest to the or +- i~ method. depending on the HT TP method
specified in the requeet,

To use a custom authentication scheme, the application developer has
to implement an authentication serviet If the authentication protocol
between the client and the authentication serviet has been executed suc-

cessfully, the authentication serviet must put 2 Z=- - - yitate - Ghpect mnto
the session to mdu:atr- this fact to 4pp¢¢:atmn serviets cerwed from
&y eSer . which may be invoked later within the same session. The

interaction betwm:-r an authentication serviet and secured apphcation
servlets accessing the security state established by the zuthentication
serviet is shown in Figure 10.8

Figure 10.9 gives an example that illustrates bow the framework fune-
Lions. We assume that user authentication has already been performed.
The User accesses the server using 2 V’i%? pm;rw £ %) ;be:':tr".fl the
action of the application =izt «i-7. When clicking the

aﬂfﬂmm link, the WAFP phone iseues & m;um that passes through a

3 e t e
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WAPvgateway and arrives at the server as an HTTP GET request. The
cervice method of the target servlet’s base class secureserv.et is
invoked, gets the securicystate object that has previously been put into
the session associated with the request by an allthent.icatfon servlet, and
lets a Securitypolicy class check whether the request should be handled
or rejected. In the example, the security policy allows the request 10 be
processed, thus the service method of Secureservier invokes the serv-

ice method of its base class Hrtpserviet to continue processing of the
request. As a result, the docet method of the home banking application
servlet is invoked and maps the action Viewiccount specified in the
request to a call to the appropriate methods of the home banking applica-
tion logic. After obtaining the results from the application logic, the home
banking application servlet’s oc=: method invokes the appropriate JSP
to present the result to the user in a form suitable for the WAP phone.

10.5 Conclusion

In this chapter we have described an architecture for secure pervasive
computing applications based on technologies such as servlets, EJBs,
JSPs, and MVC and command patterns. We have presented a simple
example framework based on this architecture that illustrates the basic
principles. In the following chapters, wWé will present an example of a per-
vasive computing application that builds on the basis that we laid here,

integrating into the example framework presented above.
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