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Preface

Motivation

The excellent price/performance ratio offered by microprocessor-based workstations over
traditional mainframe systems and (he sieady improvements in networking technologies
have made distributed compuling systems very attraclive. While the hardwarc issues of
building such systems have been fairly well understoed for quite some time, the major
stumbling block until now has been the availability of good distributed operating systems.
Fortunately, recent research and development work in academic institutions and industries
have helped us better understand the basic concepts and design issues in developing
distributed operating systems. Distributed operating systems are no more only in research
laboratories but are now commercially available.

With the proliferation of distributed computing systems, it has become increasingly
important for computer science and computer cngineering students to learn about
distributed operating systems. As a result, a number of universities have instituted regular
courses on distributed operating systems at the gradvale level. Even in various
undergraduate-level operating systems courses, the fundamental concepts and design
principles of distributed operating systems have been incorporated.

However, there is still a lack of good textbooks that can provide a comprehensive and
solid intraduction to distributed operating systems in an orderly manner. Except for a few

xi



Preface

recently published books, almost all books in this area are research monographs.
Therefore, for both an educator and a student, the creation of an overall image of
distributed operating systems is currently a complicated and time-consuming task.
Furthermore, computer professionals and starting researchers who want to get an overall
picture of distributed operating systems so as to identify the various research and design
issues have difficulty in finding a good text for their purpose.

Motivated by these factors, I decided to do research toward the preparation of a
textbook on distributed operating systems. My primary objective was to concisely present
a clear explanation of the current state of the art in distributed operating systems so that
readers can gain sufficient background to appreciate more advanced materials of this
field.

Overview

The book is designed to provide a clear description of the fundamental concepts and
design principles that underlie distributed operating systems. It does not concentrate on
any particular distributed operating system or hardware. Instead, it discusses, in a general
setting, the fundamental concepts and design principles that are applicable to a variety of
distributed operating systems. However, case studies are included in the text 1o relate the
discussed concepts with real distributed operating systems,

The material in the book has been drawn largely from the research literature in the
field. Of the vast amount of research literature available in this field, effort was made to
select and give more emphasis to those concepls that are of practical value in real systems,
rather than those that are only of theoretical interest,

Each chapter contains carefully designed exercises that are meant to test the
understanding of the malerials in the text and to stimulate investigation.

An extensive set of references and a list of selected pointers to on-line bibliographies
on the Internet have been provided at the end of each chapter to allow interested readers
to explore more advanced materials dealing wilth finer details about each chapter’s
topics.

Throughout the book, the style of presentation used is motivational and explanatory
in nature.

Contents

Chapter 1 provides an introduction to distributed computing systems, distributed operating
systems, and the issues involved in designing distributed operating systems. It also
provides a brief introduction to Distributed Computing Environment (DCE), whose
components are described as case studies of key technologies in several chapters of the
book.

Chapter 2 presents a brief introduction to computer networks and describes the
current state of the art in networking technology.
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Chapters 3, 4, and 5 describe the various communication techniques used for
exchange of information among the processes of a distributed computing system. In
particular, these three chapters deal with the issues invelved in the design of interprocess
communication mechanisms and the commonly used practical approaches to handle these
issues. Chapter 3 deals with the message-passing mechanism. Chapter 4 deals with the
remote procedure call mechanism, and Chapter 5 deals with the distributed shared-
memory mechanism for interprocess communication.

Synchronization issues to be dealt with in a distributed system, such as clock
synchronization, mutual exclusion, deadlock, and election algorithms, are discussed in
Chapter 6.

Chapter 7 presents a discussion of the commonly used approaches for resource
management in distributed systems.

Chapler B deals with the process management issues. In particular, it presents a
discussion of process migration mechanisms and mechamisms to support threads
facility.

A discussion of the issues and the approaches for designing a file system for a
distributed system is given in Chapter 9.

Chapter 10 deals with the issues and mechanisms for naming and locating objects in
distributed systems.

The security issues and security mechanisms for distributed systems are discussed in
Chapter 11§,

Finally, Chapter 12 contains case studies of four existing distributed operating
systerns to relate the concepts discussed in the preceding chapters with real distributed
operating systems,

Avdience

The book is suitable for anyone who nceds a concise and informal introduction to
distributed operating systems,

It can serve as an ideal textbook for a course on distributed operating systems. It can
also be used for advanced undergraduale and postgraduate courses on operating systems,
which often need to cover the fundamental concepts and design issues of distributed
operating systems in addition to those of centralized operating systems.

The book can also be used as a self-study text by system managers, professional
software engineers, computer scientists, and researchers, who either need to learn about
distributed operating systems or are involved in the design and development of distributed
operating systems or distributed application systems.

Advanced researchers will also find the rich set of references and the pormnters to on-
line bibliographies on the Internct provided at the end of each chapter very helpful in
probing further on any particular topic.

Although full care has been taken to make the subject matter simple and easy to
understand by a wide range of readers, I have assumed that the reader has a knowledge
of elementary computer architecture and is familar with basic centralized operating
sysiems concepts discussed in standard operating systems lextbooks.
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About Pointers to Bibliographies on the Internst

In addition to a good number of references provided in the end-of-chapter bibliographies,
I have also provided lists of selected pointers to the on-line bibliographies of interest on
the Internet. The purpose of these pointers is twofold:

1. The end-of-chapter bibliographies contain only selected references. A large number of
references on the topics covered in a chapter are not included in the chapter’s
bibliography due to space limitations. The pointers may be used by interested readers
to locate such references.

2. The end-of-chapter bibliographies contain references to only already published
documents. Distribuled operating systems is curtently an active area of research, and
a large volume of new documents are published almost every month. Since the on-line
bibliographies on the Internet are updated from time to time, interested readers may use
the pointers to locate those decuments that are published after the publication of this
book. Thus, in addition to the information contained in it, the book also provides a way
for its readers to keep track of on-going research activities on the lopics covered and
related topics.

Note that the end-of-chapter lisis of pointers to on-line bibliographies are by no
means exhaustive. ] have provided pointers for only those on-line bibliographics that ]
knew about and I felt would be useful in easily locating references of interest. Moreover,
it is often the case that there are many mirrors for an on-line bibliography (the same
bilbiography exists on multiple sites). For such cases, I have provided only one pointer for
a bibliography.

Also note that most of the on-line bibliographies are not about on-line documents, but
about on-line references to documents, A vast majority of documents referenced in the on-
line bibliographies only exist in hard-copy form. However, a few of the referenced
documents do have an on-line version on the Internet, For such documents, the
biblicgraphies normally contain URLs (Uniform Resource Locators) pointing 10 the on-
line version of the document. If you find a reference containing such a URL, just follow
the URL to access the on-line version of the corresponding document.
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fundamentals

1.1 WHAT IS A DISTRIBUTED COMPUTING SYSTEM?

Over the past two decades, advancements in microelectronic technology have resulted in
the availability of fast, inexpensive processors, and advancements in communication
techinology have resulted in the availability of cost-effective and highly efficient computer
networks. The net result of the advancements in these two technologics is that the price-
performance ratio has now changed to favor the use of interconnected, multiple processors
in place of a single, high-speed processor.

Computer architectures consisting of inlerconnected, multiple processors are
basically of two types:

V. Tightly coupled systems. In these systems, there is a single systemwide primary
memory (address space) that is shared by all the processors |Fig. 1.1(a)]. If any processor
writes, for example, the value 100 to the memory location x, any other processor
subsequently reading from location x will get the vaiue 100. Therefore, in these systems,
any communication between the processors usually takes place through the shared
memory.

2. Loosely coupled systems. In these systems, the processors do not share memory,
and each processor has its own local memory [Fig. 1.1¢(5)]. If a processor writes the value
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Systemwide
cPU CPU shared memory | | CPU CPU

Interconnection hardware
(a)

Local memonyg | Local memory] | Local memory] | Local memory,

CPU CPU CcPU CcPU

C Communication network )

(b)

Fig. 1.1 Difference between tightly coupled and Joosely coupled multiprocessor
systems: (@) a tightly coupled multiprocessor system: (b) a loosely coupled
mulliprocesser system.

100 o the memory location x, this write operation will only change the contents of its
local memory and will not affect the contents of the memory of any other processor.
Hence, if another processor reads the memory location x, it will get whatever value was
there before in that location of itls own local memory. In these systems, all physical
communication between the processors is done by passing messages across the network
that interconnects the processors.

Usually, tightly coupled systems are referred to as parallel processing systems, and
loosely coupled systems are referred to as distributed computing systems, or simply
distributed systems. In this book, however, the term “distributed system™ will be used only
for true distributed systems—-distributed computing systems that use distributed operating
systems (see Section 1.5). Therefore, before the term “true distributed system” is defined
in Section 1.5, the term “distributed computing system” will be used to refer 1o loosely
coupled systems. In contrast to the tightly coupled systems, the processors of distributed
computing systemns can be located far from each other to cover a wider geographical area.
Furthermore, in tightly coupled systems, the number of processors that can be usefully
deployed is usually small and limited by the bandwidth of the shared memory. This is not
the case with distributed computing systems that are more freely expandable and can have
an almost unlimited number of processors.
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In short, a distributed computing systemn is basically a collection of processors
interconnected by a communication nelwork in which each processor has its own local
memory ard other peripherals, and the communication between any two processors of the
system takes place by message passing over the communication network. For a particular
processor, its own resources are focal, whereas the other processors and their resources are
remote. Together, a processor and its resources are usually referred 10 as a node or site or
machine of (he distributed computing system,

1.2 €VOLWUTION OF DISTRIBUTED COMPUTING SYSTEMS

Early computers were very expensive (they cost millions of dollars) and very large in size
(they occupied a big room). There were very few computers and were available only in
research laboratories of vniversities and industries. These computers were run from a
console by an operalor and were not accessible to ordinary users. The programmers would
write their programs and submit them to the computer cenler on some media, such as
punched cards, for processing. Before processing a job, the operator would set up the
necessary environment (mounting tapes, loading punched cards in a card reader, etc.) for
processing the job. The job was then executed and the result, in the form of printed output,
was later retumned (o the programmer.

The job setup time was a real problem in early computers and wasted most of the
valuable central processing vnit {CPU) time. Several new concepts were intreduced in the
19505 and 1960s to increase CPU utilization of these computers. Notable among these are
batching 1ogether of jobs with similar needs before processing them, aulomatic
sequencing of jobs, off-line processing by using the concepts of buffering and spooling,
and’ multiprogramming. Batching similar jobs improved CPU utilization guite a bit
because now the operator had to change the execution environment only when a new batch
of jobs had to be execuied and not before starting the execution of every job. Automatic
Job sequencing with the use of control cards to define the beginning and end of a job
improved CPU ulilization by eliminating the need for human job sequencing. Off-line
processing improved CPU utilization by atlowing overlap of CPU and input/output (L/0)
operations by exccuting those two actions on two independent machines (I/0 devices are
normally several orders of magnitude slower than the CPU). Finally, multiprogramming
improved CPU utilization by organizing jobs so that the CPU always had something to
gxecute.

However, none of these ideas allowed multiple users to directly interact with a
computer system and to share its resources simultaneously. Therefore, execution of
interactive jobs that are composed of many short actions in which the next action depends
on the result of a previous action was a tedious and time-consuming activity. Development
and debugging of programs are examples of interactive jobs. It was not until the early
1970s that computers started to use the concept of time sharing to overcome this hurdle.
Early time-sharing systems had several dumb terminals attached to the main computer.
These terminals were placed in a room different from the main computer room. Using
these terminals, multiple users could now simultaneously execule interactive jobs and
share the resources of the computer system, In a time-sharing system, each user is given
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the impression that he or she has his or her own computer because the systern switches
rapidly from one user’s job to the next user’s job, executing only a very small part of each
job at a time. Although the idea of time sharing was demonstrated as early as 1960, time-
sharing computer systems were not common until the early 1970s because they were
difficult and expensive to build.

Parallel advancements in hardware technology allowed reduction in the size and
increase in the processing speed of computers, causing large-sized computers to be
gradually replaced by smaller and cheaper ones that had more processing capability than
their predecessors. These systems were called minicomputers.

The advent of time-sharing systems was the first step toward distributed computing
systems because it provided us with two important concepts used in distributed computing
systems—the sharing of computer resources simultaneously by many users and the
accessing of computers from a place different from the main computer room. Initially, the
terminals of a time-sharing system were dumb terminals, and all processing was done by
the main computer system. Advancemenis in microprocessor technology in the 1970s
allowed the dumb terminals to be replaced by intelligent terminals so that the concepts of
off-line processing and time sharing could be combined to have the advantages of both
concepts in a single system. Microprocessor technology continued to advance rapidly,
making available in the early 1980s single-user computers called workstations that had
computing power almost equal to that of minicomputers but were available for only a
small fraction of the price of a minicomputer. For example, the first workstation developed
at Xerox PARC (called Alto} had a high-resolution monochrome display, a mouse, 128
kilobytes of main memory, a 2.5-megabyte hard disk, and a mictoprogrammed CPU that
executed machine-level instructions at speeds of 2—-6 ps. These workstations were then
used as terminals in the time-sharing systems. In these time-sharing systems, most of the
processing of a user's job could be done at the user's own computer, allowing the main
computer to be simultaneously shared by a larger number of users. Shared resources such
as files, databases, and software libraries were placed on the main computer.

Centralized time-sharing systems described above had a limitation in that the
terminals could not be placed very far from the main computer room since ordinary cables
were used to connect the terminals to the main computer. However, in parallel, there were
advancements in computer networking technology in the late 1960s and early 1970s that
emerged as two key networking technologies—LAN (local area network) and WAN (wide-
area network). The LAN technology allowed several computers located within a building
or a campus to be interconnected in such a way that these machines could exchange
information with each other at data rates of about 10 megabits per second (Mbps). On the
ather hand, WAN technology allowed computers located far from each other (may be in
different cities or countries or continents) to be interconnected in such a way that these
machines could exchange information with each other at data rates of about 56 kilobits per
second (Kbps). The first high-speed LAN was the Ethemnet developed at Xerox PARC in
1973, and the first WAN was the ARPAnet (Advanced Research Projects Agency
Network) developed by the U.S. Department of Defense in 1969. The data rates of
networks continued to improve gradually in the 1980s, providing data rates of up to 100
Mbps for LANs and data rates of up to 64 Kbps for WANs, Recently (early 1990s) there
has been another major advancement in networking technology-—the ATM (asynchronous
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transfer mode) technology. The ATM technology is an emerging technology that is still
not very well established. It will make very high speed networking possible, providing
data transmission rates up to 1.2 gigabils per second (Gbps) in both LAN and WAN
environments. The availability of such high-bandwidth networks will allow future
distributed computing systems to support a completely new class of distributed
applications, called multimedia applications, that deal with the handling of a mixture of
information, including voice, video, and ordinary data. These applications were previously
unthinkable with conventional LANs and WANS.

The merging of computer and networking technologies gave birth to distributed
computing systems in the late 1970s. Although the hardware issues of building such
systems were fairly well understood, the major stumbling block at that time was the
availability of adequate software for making these systems easy to use and for fully
exploiting their power. Therefore, starting from the late 1970s, a significant amount of
research work was carried out in both universities and industrics in the area of distributed
operating systems. These research activilies have provided us with the basic ideas of
designing distributed operating systems. Although the field is still immature, with engoing
active research activities, commercial distributed operating systems have already started
to emerge. These systems are based on already established basic concepts. This book deals
with these basic concepts and their use in the design and implementation of distributed
operating systems. Several of these concepts are equally applicable to the design of
applications for distributed computing systems, making this book also suitable for use by
the designers of distributed applications.

1.3 DISTRIBUTED COMPUTING SYSTEM MODELS

Various models are used for building distributed computing systems. These models can be
broadly classified into five categories—minicomputer, workstalion, workstation-server,
processor-pocd, and hybrid. They are briefly described below.

1.3.1 Minicomputer Model

The minicomputer model is a simple extension of the centralized time-sharing system. As
shown in Figure 1.2, a distributed computing system based on this model consists of a few
minicomputers (they may be large supercomputers as well) interconnected by a
communication network. Each minicomputer usually has multiple users simultaneously
logged on to it. For this, several interactive terminals are connected to each minicomputer.
Each user is logged on to one specific minicomputer, with remote access to other
minicomputers. The network allows 4 user to access remole resources that are available on
some machine other than the one on to which the user is currently logged.

The minicomputer model may be vsed when resource sharing (such as sharing of
information databases of different types, with each type of database located on a different
machine) with remote users is desired.

The early ARPAnet is an example of a distributed computing system based on the
minicomputer model.
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Fig. 1.2 A distributed computing system based on the minicomputer model.

1.3.2 Workstotion Model

As shown in Figure 1.3, a distributed computing system based on the workstation model
consists of several workstations interconnected by a communication network. A
company’s office or a university department may have several workstations scattered
throughout a buiiding or campus, each workstation equipped with its own disk and serving
as a single-user computer. It has been often found that in such an environment, at any one
time (especially at night), a significant proportion of the workstations are idle (not being
used), resulting in the waste of large amounts of CPU time. Therefore, the idea of the
workstalion model is to interconnect all these workstations by & high-speed LAN so that
idle workstations may be used to process jobs of users who are logged onto other
workstations and do not have sufficient processing power at their own workstations to get
their jobs processed efficiently.

In this model, a user logs ento one of the workstations called his or her “home”
workstation and submits jobs for execution. When the system finds that the user’s
workstation does not have sufficient processing power for executing the processes of
the submitted jobs efficiently, it transfers one or more of the processes from the user’s
workstation to some other workstation that is currently idle and gets the process
executed there, and finally the result of execution is retumed to the user’s
workstation,

This model is not so simple to implement as it might appear at first sight because
several issues must be resolved. These issues are [Tanenbaumn 1995] as follows:
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Fig. 1.3 A distributed computing system based on the workstation model.

1. How does the system find an idle workstation?

2. How is a process transferrcd from one workstation to get it executed on another
workstation”

3. What happens (0 a remole process il a user logs onto a workstation that was
idle wuntil now and was being used to execute a process of another
workstation?

Ways to handie the first two issues are described in Chaplers 7 and 8, respectively.
Three commonly used approaches for handling the third issue are as follows:

1. The first approach is to allow the remote process share the resources of the
workstation along with its own logged-on user’s processes. This method is easy to
implement, but it defeats the main idea of workstations serving as personal computers,
because if remote processes are allowed o execute simultaneously with the logged-on
user’'s own processes, the logged-on user does not pet his or her guaranteed
response.

2. The second approach is to kill the remote process. The main drawbacks of this
method are that all processing done for the remote process gets lost and the file system
may be left in an inconsistent state, making this method unattractive.

3. The third approach is to migrate the remote process back to its home
workstation, so that its execution can be continued there. This method is difficult to
implement because it requires the systemn to support precmptive process migration
facility. The definnion of preemptive process migration and the issues involved in
preemptive process migration are given in Chapter 8.
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The Sprite system [Ousterhout et al. 1988] and an experimental system developed at
Xerox PARC [Shoch and Hupp 1982] are two examples of distributed computing systems
based -on the workstation model.

1.3.3 Workstation-Server Model

The workstation model is a network of personal workstations, each with its own disk and
a local file system. A workstation with its own local disk is vsually called a diskfid
workstation and a workstation without a local disk is called a diskless workstation. With
the proliferation of high-speed networks, diskless workstations have become more popular
in network environments than diskful workstations, making the workstation-server model
more popular than the workstation mode! for building distributed computing systems.

As shown in Figure 1.4, a distributed computing system based on the workstation-
server model consists of a few minicomputers and several workstations (most of which are
diskless, but a few of which may be diskful) interconnected by a communication
network.

Workstation
Workstation Workstation
. Communication .
Warkstation network Workstation
Mini- Mini- Mini-
uter] |computs ute
used as usedas | -+ |usedas
file database| print
sorver server server

Fig. 14 A distributed compuling system based on the
workstation—server model.

Note that when diskless workstations are used on a network, the file system to be used
by these workstations must be implemented either by a diskful workstation or by a
minicomputer equipped with a disk for file storage. The minicompuiers are used for this
purpese. One or more of the minicomputers are used for implementing the file system. Other
minicomputers may be used for providing other types of services, such as database service
and print service. Therefore, each minicompuler is used as 2 server machine to provide one
or more types of services. Hence in the workslation-server model, in addition to the
workstations, there are specialized machines {may be specialized workstations) for running
server processes (called servers) for managing and providing access to shared resources.



Sec. 1.3 8 Distributed Computing Systern Models 9

For a number of reasons, such as higher reliability and better scalability, multiple
servers are often used for managing the resources of a particular type in a distributed
computing system. For example, there may be multiple file servers, each running on a
separate minicomputer and cooperating via the network, for managing the files of all the
users in the system. Due to this reason, a distinction is often made between the services
that are provided to clients and the servers that provide them. That is, a service is an
abstract entity that is provided by one or more servers. For example, one or more file
servers may be used in a distributed computing system to provide file service to the
users.

In this model, a user logs onto a workstation called his or her home workstation.
Normal computation activities required by the user’s processes are performed at the vser’s
home workstation, but requests for services provided by special servers (such as a file
server or a database server) are sent to a server providing that type of service that performs
the user’s requested activity and returns the result of request processing to the user's
workstation. Therefore, in this model, the user’s processes need not be migrated to the
server machines for getting the work done by those machines.

For better overall syslem performance, the local disk of a diskful workstation is
normally used for such purposes as storage of temporary files, storage of unshared files,
storage of shared files that are rarely changed, paging activity in virtual-memory
management, and caching of remotely accessed data.

As compared to the workstation model, the workstation-server model has several
advantages:

1. In general, it is much cheaper to usc a few minicomputers equipped with large,
fast disks that are accessed over the network than a large number of diskful workstations,
with each workstation having a small, slow disk.

2. Diskless workstations are also prefemred to diskful workstations from a system
maintenance point of view. Backup and hardware maintenance are easier to perform with
a few large disks than with many small disks scattered all over a building or campus.
Furthermore, installing new releases of software (such as a file server with new
functionalities) is easier when the software is to be installed on a few file server machines
than on every workstation.

3. In the workstation-server model, since all files are managed by the file servers,
users have the flexibility to use any workstation and access the files in the same manner
irrespective of which workstation the user is cumrently logged on. Note that this is not true
with the workstation model, in which each workstation has its local file system, because
different mechanisms are needed to access local and remote files.

4. In the workstation-server model, the request-response protocol described above is
mainly used to access the services of the server machines. Therefore, unlike the
workstation model, this model does not need a process migration facility, which is difficult
to implement.

The request-response protocol is known as the client-server model of communica-
tion. In this model, a client process (which in this case resides on a workstation) sends a
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request 1o a server process (which in this case resides on a minicomputer) for getting some
service such as reading a block of a file. The server executes the request and sends back
a reply to the client that contains the result of request processing.

The client-server model provides am effective general-purpose approach to the
sharing of information and resources in distributed computing systems. It is nol only
meant for use with the workstation-server model but also can be implemented in a variety
of hardware and software environments. The computers used to run the client and server
processes need not necessarily be workstations and minicomputers. They can be of many
types and there is no need to distinguish between them. It is even possible for both the
client and server processes to be run on the same computer. Moreover, some processes are
both client and server processes. That is, a server process may use the services of another
server, appearing as a client to the latter.

5. A user has guaranteed response time because workstations arc not used for
executing remote processes. However, the model does not utilize the processing capability
of idle workstations.

The V-System [Cheriton 1988] is an example of a distributed computing system that
is based on the workstation-server model.

1.3.4 Processor-Pool Model

The processor-pool model is based on the observation that most of the time a vser does
not need any computing power but once in a while he or she may need a very large amountl
of computing power for a short time {(e.g., when recompiling a program consisting of a
large number of files after changing a basic shared declaration). Therefore, unlike the
workstation-server model in which a processor is allocated to each user, in the processor-
poot model the processors are pooled together to be shared by the users as needed. The
pool of processors consists of a large number of microcomputers and minicomputers
attached to the network. Each processor in the pool has its own memory to load and run
a system program or an application program of the distributed computing system.

As shown in Figure 1.5, in the pure processor-pool model, the processors in the pool
have no terminals attached directly to them, and users access the system from terminals
that are attached to the network via special devices. These terminals are either small
diskless workstations or graphic terminals, such as X terminals. A special server {(called
a run server) manages and allocates the processors in the pool to different users on a
demand basis. When a user submits a job for computation, an appropriate number of
processors are temporarily assigned to his or her job by the run server. For example, if the
user’s computation job is the compilation of a program having r segments, in which each
of the segments can be compiled independently to produce separate reiocatable object
files, n processors from the pool can be allocated to this job to compile all the n segments
in parallel. When the computation is completed, the processors are returned (o the pool for
use by other users.

In the processor-pool model there is no concept of a home machine. That is, a user
does not log onto a particular machine but to the system as a whole. This is in contrast
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to other models in which each user has a home machine (e.g.. a workstation or
minicomputer) onto which he or she logs and runs most of his or her programs there
by defauli.

As compared to the workstation-server model, the processor-pool model allows
better utilization of the available processing power of a distributed computing system.
This is because in the processor-pool model, the entire processing power of the system is
available for wse by the currently logged-on users, whereas this is not true for the
workstation-server model in which several workstations may be idle al a particular time
but they cannot be used for processing the jobs of other users. Furthermore, the processor-
pool model provides greater flexibility than the workstation-server model in the sense that
thc system’s services can be easily expanded without the need to install any more
computers; the processors in the pool can be allocaled to act as extra servers to carry any
additional load arising from an increased user population or to provide new services.
However, the processor-pool model is usually considered to be unsuitable for high-
performance interactive applications, especially those using graphics or window systems.
This is mainly because of the slow specd of communication between the computer on
which the application program of a user is being executed and the terminal via which the
user is interacting with the system. The workstation-server modei is generally considered
to be more suitable for such applications.

Amocba [Mullender et al. 1920], Plan 9 [Pike et al. 1990], and the Cambridge
Distributed Computing System |Needham and Herbert 1982] are examples of distributed
computing systems based on the processor-pool model.
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1.3.5 Hybrid Modsl

Out of the four models described above, the workstation-server model, is the most widely
used model for building distributed computing systems. This is because a large number of
computer users only perform simple interactive tasks such as editing jobs, sending
electronic mails, and executing smali programs. The workstation-server model is ideal for
such simple usage. However, in a working environment that has groups of users who often
perform jobs needing massive computation, the processor-pool model is more attractive
and suitable.

To combine the advaniages of both the workstation-server and processor-pool
models, a hybrid model may be used to build a distributed computing systern. The
hybrid model is based on the workstation-server model but with the addition of a pool
of processors. The processors in the pool can be allocated dynamically for computations
that are too large for workstations or that require several computers concurrently for
efficient execution. In addition to efficient execution of computation-intensive jobs, the
hybrid model gives guaranteed response to interactive jobs by allowing them to be
processed on local workstations of the users. However, the hybrid model is more
expensive to implement than the workstation-server model or the processor-pool
model.

1.4 WHY ARE DISTRIBUTED COMPUTING SYSTEMS

GRINING POPULARITY?

From the models of distributed computing systems presented above, it is obvious that
distributed computing systems are much more complex and difficult to build than
uaditional centralized systems (those consisting of a single CPU, its memory, peripherals,
and one or more terminals). The increased complexity is mainly due to the fact that in
addition to being capable of effectively using and managing a very large number of
distributed resources, the system software of a distributed computing system should also
be capable of handling the communication and security problems that are very different
from those of centralized systems. For example, the performance and reliability of a
distributed computing system depends to a great extent on the performance and reliability
of the underlying communication network. Special software is uswally needed to handle
loss of messages during transmission across the network or to prevent overloading of the
network, which degrades the performance and responsiveness to the users. Similarly,
special software security measures are needed to protect the widely distributed shared
resources and services against intentional or accidental violation of access control and
privacy constraints,

Despite the increased compiexity and the difficulty of building distributed computing
systems, the instaliation and use of distributed computing systems are rapidly increasing.
This is mainly because the advantages of distributed computing systems outweigh their
disadvantages. The technical needs, the economic pressures, and the major advantages that
have led to the emergence and popularity of distributed computing systems are described
next.
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1.4.1 Inherently Distributed Applications

Distributed computing systems come into existence in some very natural ways. For
example, several applications are inherently distributed in nature and require a distributed
compuling system for their realization. For instance, in an employee database of a
nationwide organization, the data pertaining to a particular employee are generated at the
employee’s branch office, and in addition to the global need to view the entire database,
there is a local need for frequent and immediate access to locally generated data at each
branch office. Applications such as these require that some processing power be available
at the many distributed locations for collecting, preprocessing, and accessing data,
resulting in the need for diswibuted computing systems. Some other examples of
inherently distributed applications are a computerized worldwide airline reservation
system, a computerized banking system in which a customer can deposit/withdraw money
from his or her account from any branch of the bank, and a factory automation system
controlling robots and machines all along an assembly line.

1.4.2 Information Sharing among Distributed Users

Another reason for the emergence of distributed computing systems was a desire for
efficient person-to-person communication facility by sharing information over great
distances. In a distributed computing system, information generated by one of the users
can be easily and efficiently shared by the users working at other nodes of the system.
This facility may be useful in many ways. For example, a project can be performed by
two or more users who are geographically far off from each other but whose computers
are a part of the same distributed computing system. In this case, although the users
are geographically separated from each other, they can work in cooperation, for
example, by transferring the files of the project. logging onto each other’s remote
computers to run programs, and exchanging messages by electronic mail o coordinate
the work,

The use of distributed computing systems by a group of users to work cooperatively
is known as computer-supported cooperative working (CSCW), or groupware. Groupware
applications depend heavily on the sharing of data objects between programs running on
different nodes of a distributed computing system. Groupware is an emerging technology
that holds major promise for software developers.

1.4.3 Resource Sharing

Information is not the only thing that can be shared in a distributed computing system.
Sharing of software resonrces such as software libraries and databases as well as hardware
resources such as printers, hard disks, and plotters can also be done in a very effective way
among all the computers and the users of a single distributed computing system. For
example, we saw that in a distributed computing system based on the workstation-server
model the workstations may have no disk or only a small disk (10-20 megabytes) for
temporary storage, and access to permmanent files on a large disk can be provided to all the
workstations by a single file server.
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1.4.4 Better Price-Performance Ratio

This is one of the most important reasons for the growing popularity of distributed
computing systems. With the rapidly increasing power and reduction in the price of
microprocessors, combined with the increasing speed of communication networks,
distributed computing systems potentially have a much better price-performance ratio than
a single large centralized sysiem. For example, we saw how a small number of CPUs in a
distributed computing system based on the processor-pool model can be effectively used by
a large number of users from inexpensive terminals, giving a fairly high price-performance
ratio as compared to either a centralized time-sharing system or a personal computer.
Another reason for distributed computing systems to be more cost-effective than centralized
systems is that they facilitate resource sharing among multipie computers. For example, a
single unit of expensive peripheral devices such as color laser printers, high-speed storage
devices, and plotters can be shared among all the computers of the same distributed
computing system. If these computers are not linked together with a communication
network, each computer must have its own peripherals, resulting in higher cost.

1.4.5 Shorter Response Times and Higher Throughput

Due to multiplicity of processors, distributed computing systems are expected to have betler
performance than single-processor cenlralized systems. The two most commonly used
performance metrics are response time and throughput of user processes. That is, the
multiple processors of a distributed computing system can be utilized propetly for providing
shorter response times and higher throughput than a single-processor centralized system.
For example, if there are two different programs to be run, two processers are evidently
more powerful than one because the programs can be simultancously run on different
processors. Furthermore, if a particular computation can be partitioned into a number of
subcomputations that can run concurrently, in a distributed computing system all the
subcomputations can be simultanecusly run with each one on a different processor.
Distributed computing systems with very fast communication networks are increasingly
being used as parallel computers to solve single complex problems rapidly. Another method
often used in distributed computing systems for achieving better overall performance is to
distribute the Joad more evenly among the multiple processors by moving jobs from
currently overloaded processors to lightly loaded ones. For example, in a distributed
computing system based on the workstation model, if a user currently has two processes 10
run, out of which one is an interactive process and the other is a process (hat can be run in the
background, it may be advantageous to run the interactive process on the home node of the
user and the other one on a remote idle node (if any node is idle).

1.4.6 Higher Reliability

Reliability refers to the degree of tolerance against errors and component failures in a
system [Stankovic 1984]. A reliable system prevents loss of information even in the event
of component failvres. The muitiplicity of storage devices and processors in a distributed
computing system allows the maintenance of multiple copies of critical information within
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the system and the execution of important compultations redundantly to protect them
against catastrophic failures. With this approach, if one of the processors fails, the
compultation can be successfully completed at the other processor, and if one of the storage
devices failg, the information can still be used from the other storage device. Furthermore,
the geographical distribution of the processors and other resources in a distributed
computing systern limits the scope of failures caused by nawral disasters.

An important aspect of reliability is availability, which refers to the fraction of time for
which a system is available for use. In comparison to a centralized system, a distributed
computing system also enjoys the advantage of increased availability. For example, if the
processor of a centralized system f{ails (assuming that it is a single-processor centralized
sysiem), the entire system breaks down and ne useful work can be performed. However, in
the case of a distributed computing syster, a few parts of the system can be down without
tnterrupting the jobs of the users who are using the other parts of the system, For example, if
a workstation ol a distributed computing system that is based on the workstation-server
model fails, only the user of that workstation is affected, Other users of the system are not
affected by this failure. Similarly, in a distributed computing system based on the precessor-
pool model, if some of the processors in the poaol are down at any moment, the system can
comtinue to function normally, simply with some loss in performance that is proportional to
the number of processors that are down. In this case, none of the users is affected and the
users cannot even know that some of the processors are down.

The advantage of higher reliability is an important reason for the use of distributed
compuling systems for critical applications whose failure may be disastrous. However,
often reliability comes al the cost of performance. Therefore, it is necessary 10 mainlain
a balance between the two.

1.4.7 €xtensibility and Incremental Growth

Another major advantage of distributed computing systems is that they are capable of
incremental growth. Thal is, it is possible o gradually extend the power and functionality
of a distnibuted computing system by simply adding additional resources {(both hardware
and software) to the system as and when the need anses. For example, additional
processors can be easily added to the system to handle the increased workload of an
organization that might have resulted from its expansion. Incremental growth is a very
attractive fealure because for moest cxisting and proposed applications il is practically
impossible (o predict future demands of the system. Extensibility is also easier in a
distributed computing system because addition of new resources to an existing system can
be performed without significant disruption of the normal fuactioning of the system.
Property designed distributed computing systems that have the property of extensibility
and incremental growth are catled open distributed systems.

1.4.8 Better Flexibility in Mesting Users’ Needs

Different types of computers are usually more suitable for performing different types of
computations. For example, computers with ordinary power are suitable for ordinary data
processing jobs, whereas high-performance computers are more suitable for complex
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mathematical computations. In a ceniralized system, the users have to perform all types of
computations on the only available computer. However, a distributed computing system
may have a pool of different types of computers, in which case the most appropriate one
can be selected for processing a user’s job depending on the nature of the job. For
instance, we saw that in a distributed computing system that is based on the hybrid model,
interactive jobs can be processed at a user’s own workstation and the processors in the
pool may be used to process noninteractive, computation-intensive jobs.

Note that the advantages of distributed computing systems mentioned above are not
achieved automatically but depend on the careful design of a distributed computing
system. This book deals with the various design methodologies that may be used to
achieve these advantages.

1.5 WHAT IS A DISTRIBUTED OPERATING SYSTEM?

Tanenbaum and Van Renesse [1985] define an operating system as a program that controls
the resources of a computer system and provides its users with an interface or virtual
machine that is more convenient 1o use than the bare machine. According to this
definition, the two primary tasks of an operating system are as follows:

1. To present users with a virtual machine that is easier to program than the
underlying hardware.

2. To manage the various resources of the system. This involves performing such
tasks as keeping track of who is using which resource, granting resource requests,
accounting for resource usage, and mediating conflicting requests from different
programs and users.

Therefore, the users’ view of a computer system, the manner in which the users
access the various resources of the computer system, and the ways in which the resource
requests are granted depend to a great exient on the operating system of the computer
system. The operating systems commonly used for distributed computing systems can be
broadly classified into two types—network operating systems and distributed operating
systems. The three most important features commonly used to differentiate between these
two types of operating systems are system image, autonomy, and fault tolerance
capability. These features are explained below.

1. System image. The most important feature used to differentiate between the two
types of operating systems is the image of the distributed computing system from the point
of view of its users. In case of a netwotk operating system, the users view the distributed
computing system as a collection of distinct machines connected by a communication
subsystem. That is, the users are aware of the fact that multiple computers are being used.
On the other hand, a distributed operating system hides the existence of multiple
computers and provides a single-system image to its users. That is, it makes a collection
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of networked machines act as a virtual uniprocessor. The difference between the two types
of operating systems based on this feature can be best illusirated with the help of
examples. Two such examples are presented below.

In the case of a network operating system, although a user can run a job on any
machine of the distributed computing system, he or she is fully aware of the machine
on which his or her job is executed. This is because, by default, a user’s job is
executed on the machine on which the user is cumrendy logged. If the user wants to
execute a job on a different machine, he or she should cither log on to that machine
by using seme kind of “remote login” command or use a special command for remote
execution to specify the machine on which the job is to be executed. In either case,
the user knows the machine on which the job is executed. On the other hand, a
distributed operating system dynamically and automatically allocates jobs to the
various machines of the system for processing. Therefore, a user of a distributed
operating system generally has no knowledge of the machine on which a job is
executed. That is, the selection of a machine for executing a job is entirely manual in
the case of network operating systems but is automatic in the case of distributed
operating systems,

With a network operating system, a user is generally required to know the location
of a resource to access i, and different sets of system calls have to be used for accessing
local and remote resources. On the other hand, users of a distributed operating system
need not keep track of the locations of various resources for accessing them, and the same
set of system calls is used for accessing both local and remote resources. For instance,
users of a network operating system are usually aware of where each of their files is stored
and must use explicit file iransfer commands for meving a file from cne machine to
another, but the users of a distributed operating system have no knowledge of the location
of their files within the system and use the same command 10 access a file irrespective of
whether it is on the local machine or on a remote machine. That is, control over file
placement 15 done manually by the users in a network operating system but automatically
by the system in a distributed operating sysiem.

Notice that the key concept behind this feature is “transparency.” We will see later in
this chapter that a distributed operating system has to support several forms of transparency
to achieve the goal of providing a single-system image to its users. Moreover, it is important
to note here (hat with the current state of the art in distributed operating systems, this goal is
not fully achievable. Researchers are still working hard to achieve this goal.

2. Awtonomy. A network operating system is built on a set of existing centralized
operating systems and handles the interfacing and coordination of remote operations and
communications between these operating systems. That is, in the case of a network
operating system, each computer of the distributed computing system has its own local
operating system (the operating systems of different computers may be the same or
different), and there is essentially no coordination at all among the computers except for
the rule that when two processes of different computers communicate with each other,
they must use a mutually agreed on communication protocol. Each computer functions
independently of other computers in the sense that each one makes independent decisions
about the creation and termination of their own processes and management of local
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resources. Notice that due to the possibility of difference in local operating systems, the
system calls for different computers of the same distributed computing system may be
different in this case.

On the other hand, with a distributed operating system, there is a single systemwide
operating system and each computer of the distributed compuling system runs a part of
this global operating system. The distributed operating system tightly interweaves all the
computers of the distributed computing system in the sense that they work in close
cooperation with each other for the efficient and effective utilization of the various
resources of the system. That is, processes and several resources are managed globally
(some resources are managed locally). Moreover, there is a single set of globally valid
system calls available on all computers of the distributed computing system.

The set of system calls that an operating system supports are implemented by a set
of programs called the kernel of the operating system. The kernel manages and controls
the hardware of the compuier system to provide the facilities and resources that are
accessed by other programs through system calls. To make the same set of system calls
globatly valid, with a distributed operating system identical kernels are man on all the
computers of a distributed computing system. The kernels of different computers often
cooperate with each other in making global decisions, such as finding the most suitable
machine for executing a newly created process in the sysiem,

In short, it can be said that the degree of autonomy of each machine of a distributed
computing system that uses a network operating system is considerably high as compared
to that of machines of a disiributed computing system that uses a distributed operating
system.

3. Fault tolerance capability. A network operating system provides little or no
fault 1oferance capability in the sense that if 10% of the machines of the entire
distributed computing system are down at any moment, at least 10% of the users are
unable to continue with their work. On the other hand, with a distributed operating
system, most of the users are normally unaffected by the failed machines and can
continue to perform their work normally, with only a 10% loss in performance of the
entire’ distributed computing system. Therefore, the fault tolerance capability of a
distributed operating system is usvally very high as compared to that of a network
operating system.

The following definition of a distributed operating sysiem given by Tanenbaum and
Van Renesse [1985] covers most of its features mentioned above:

A distributed operating system is one that looks to its users like an ordinary centralized
operating system but runs on multiple, independent central processing units (CPUs). The
key concept here is transparency. In other words, the use of multiple processors should be
invisible {transparent) to the user. Another way of expressing the same idea is to say that
the user views the system as a “virtwal uniprocessor,”” not as a collection of distinct
machines. [P 419].

A distributed computing system that uses a network operating system is unsually
referred to as a network system, whereas one that uses a distributed operating sysiem is
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vsualiy referred to as a true distributed system (or stmply a distributed system). In this
book, the term distributed system will be used to mean a true distributed system.

Note that with the current state of the art in distributed operating systems, it is not
possible to design a completely true distributed system. Completely true distributed
systems are the ultimate goal of researchers working in the area of distributed operating
systems.

1.6 ISSUES IN DESIGNING R DISTRIBUTED OPERATING
SYSTEm

In general, designing a distributed operating system is more difficult than designing a
centralized operating system for several reasons. In the design of a centralized operating
system, it is assumed that the operatling system has access to complete and accurate
information about the environment in which it is functioning. For example, 4 centralized
operating system can request status information, being assured that the interrogated
component will not change statc while awaiting a decision based on that status
information, since only (he single operating system asking the question may give
commands. However, a distributed operating system must be designed with the
assumption that complete information about the system environment will never be
available. In a distributed system, the resources are physically separated, there is no
common clock among the multiple processors, delivery of messages is delayed, and
messages could even be lost. Due to all these reasons, a distributed operating system does
not have up-to-date, consistent knowledge about the state of the various components of the
underlying distributed system. Obviously, lack of up-to-date and consistent information
makes many things (such as management of resources and synchronization of cooperating
activities) much harder in the design of a distributed operating system. For example, it is
hard 1o schedule the processors optimally if the operating system is not sure how many of
them are up al the moment.

Despite these complexities and difficulties, a distributed operating system must be
designed 1o provide all the advantages of a distributed system (o its users. That is, the wsers
should be able o view a distributed system as a virtual centralized system that is flexible,
efficient, reliable, secure, and easy to use. To meet this challenge, the designers of a
distributed operating systern must deat with several design issues. Some of the key design
issues are described below. The rest of the chapters of this book basically contain detailed
descriptions of these design issues and the commenly used techniques (o deal with
them.

1.6.1 Transparency

We saw that one of the matn goais of a distributed operating system is to make the
existence of multiple computers invisible (transparent) and provide a single system
image to ifs users. That is, a distributed operating system must be designed in such a
way that a collection of distinct machines connected by a communication subsystemn
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appears to its users as a virtual uniprocessor. Achieving complete transparency is a
difficult task and requires that several different aspects of iransparency be supported by
the distributed operating system. The eight forms of transparency identified by the
Intemational Standards Organization’s Reference Model for Open Distributed Process-
ing {ISO 1992] are access transparency, location transparency, replication transparency,
failure transparency, migration transparency, concurrency transparency, performance
transparency, and scaling transparency. These transparency aspects are described
below.

Access Transparency

Access transparency means that users should not need or be able to recognize whether a
resource (hardware or software) is remote or local. This implies that the distributed
operating system should allow users to access remote resources in the same way as local
resources. That is, the user interface, which takes the form of a set of system calls, should
not distinguish between local and remote resources, and it should be the responsibility of
the distributed operating system 1o locate the resources and to arrange for servicing user
requests in a user-transparent manner.

This requirement calls for a well-designed set of system calls that are meaningful in
both centralized and distributed environments and a global resource naming facility. We
will see in Chapters 3 and 4 that due to the need to handle communication failures in
distributed systems, it is not possible to design system calis that provide complete access
transparency. However, the area of designing a global resource naming facility has been
well researched with considerable success. Chapter 10 deals with the concepts and design
of a global resource naming facility. The distributed shared memory mechanism described
in Chapter 5 is also meant to provide a uniform set of system calls for accessing both local
and remote memory objects. Although this mechanism is quite useful in providing access
transparency, it is suitable only for limited types of distributed applications due to its
performance limitation.

Location Transparency

The two main aspects of location transparency are as follows:

1. Name transparency. This refers 10 the fact that the name of a resource (hardware
or software) should not reveal any hint as to the physical location of the rescurce. That is,
the name of a resource should be independent of the physical connectivity or 1opology of
the system or the current location of the resource. Furthermore, such resources, which are
capable of being moved from one node to another in a distributed system (such as a file),
must be allowed to move without having their names changed. Therefore, resource names
must be unique systemwide.

2. User mobility. This refers to the fact that no maiter which machine a user is logged

oato, he or she should be able to access a resource with the same name, That is, the user
should not be required to use different names to access the same resource from two
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different nodes of the system, In a distributed system that supports user mobility, users can
freely log on to any machine in the system and access any resource without making any
extra effort.

Both name transparency and user mobility requirements call for a systemwide, global
resource naming facility,

Replication Transparency

For better performance and reliability, almost all distributed operating systems have
the provisien to create replicas (additional copies) of files and other resources on
different nodes of the distributed system. In these sysiems, both the existence of
multiple copies of a replicated resource and the replication activity shouid be
transparent to the users. That is, two important issues related to replication transpar-
ency are naming of replicas and replication control. It is the responsibility of the
system to name the various copies of a resource and to map a user-supplied name of
the resource to an appropriate replica of the resource. Furthermore, replication control
decisions such as how many copies of the resource should be created, where should
each copy be placed, and when should a copy be created/deleted should be made
entirely automatically by the system in a user-transparent manner. Replica manage-
ment issues are described in Chapter 9.

Failure Transparency

Failure transparency deals with masking from the users’ partial failures in the system,
such as a communication link failure, a machine failure, or a storage device crash. A
distributed operating system having failure transparency property will continue to
function, perhaps in a degraded form, in the face of parial farlures. For example,
suppose the file service of a disiributed operating system is to be made failure
transparent. This can be done by implementing it as a group of file servers that closely
ceoperate with each other to manage the files of the system and that function in such
a manner that the users can utilize the file service even if only one of the file servers
is up and working. In this case, the users cannot notice the failure of one or more file
servers, excepl for slower performance of file access operations. Any type of service
can be implemented in this way for failure transparency. However, in this type of
design, care should be taken to ensure that the cooperation among multiple servers does
not add tco much overhead to the system.

Complete failure transparency is not achievable with the current state of the art in
distributed operating systems because all types of failures cannot be handled in a vser-
transparent manner. For example, failure of the communication network of a distributed
system normally disrupts the work of its users and is noticeable by the users. Moreover,
an attempt to design a completely failure-transparent distributed system will result in a
very slow and highly expensive system due to the large amount of redundancy required
for tolerating all types of failures. The design of such a distributed system, although
theoretically possible, is not practically justified.
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Migration Transparency

For better performance, reliability, and sccurily reasons, an object that is capable of being
moved (such as a process or a file} is ofiten migrated from one node io another in a
distributed system. The aim of migration transparency is to ensure that the movement of
the object is handled automatically by the system in a user-transparent manner. Three
important issues in achieving this goal are as follows;

1. Migration decisions such as which object is to be moved from where 10 where
should be made automatically by the system.

2. Migration of an object from one node to another should not require any change in
its name.

3. When the migrating object is a process, the interprocess communication
mechanism should ensure that a message sent to the migraling process reaches it
without the need for the sender process to resend it if the receiver process moves
to another node before the message is received.

Chapter 7 deals with the first issue. The second issue calls for a global resource
naming facility, which is described in Chapter 10. Ways to handle the third issue are
described in Chapter 8.

Concurrency Transparency

In a distributed system, multiple users who are spatially scparated use the system
concurrently. In such a sitvation, it is economical to share the system resources
(hardware or software} among the concurremily executing user processes. However,
since the number of available resources in a computing system is restricted, one user
process must necessarily influence the action of other concurrently executing user
processes, as it competes for resources. For example, concurrent update to the same
file by two different processes should be prevented. Concurrency (ransparency means
that each user has a feeling that he or she is the sole user of the system and other
users do not exist in the system. For providing concurrency transparency, the resource
sharing mechanisms of the distributed operating system must have the following four
properties:

1. An event-ordering property ensures that all access requests o various system
resources are properly ordered to provide a consistent view to all wsers of the
system.

2. A mutual-exclusion properly ensures that at any time at most one process
accesses a shared resource, which must not be used simultaneously by multiple
processes if program operation is to be cormrect.

3. A no-starvation property ensures that if every process that is granted a resource,
which must not be used simultancously by multiple processes, eventually releases it,
every request for that resource is eventually granted.
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4, A no-deadlock property ensures that a situation will never occur in which
competing processes prevent their mutual progress even though no single one requests
more resources than available in the system.

Chapter 6 deals with the above-mentioned issues of concurrency transparency.

Performance Transparency

The aim of performance transparency is (o allow the system to be automatically recontigured
to improve performance, as loads vary dynamically in the system. As far as practicable, a
situation in which one processor of the system is overloaded with jobs while another
processor is idle should not be allowed to occur, That is, the processing capability of the
system should be uniformly distributed among the currently available jobs in the system.

This requirement calls for the support of intelligent resource allocation and process
migration facilities in distributed operating systems. Chapters 7 and 8 deal with these two
IS5ULS,

Scaling Transparency

The aim of scaling transparency is to allow the system to expand in scale without
disrupting the activities of the vsers. This requirement calls for open-system architecture
and the use of scalable algorithms for designing the distributed operating system
compoenents. Section 1.6.3 of this chapter and Section 2.6 of Chapter 2 focus on the issues
of designing an open distributed system. On the other hand, since every component of a
distributed operating system maust use scalable algorithms, this issue has been dealt with
in almost all chapters of the book.

1.6.2 Reliability

In general, distributed sysiems are expected 10 be more reliable than centralized systems
due to the existence of multiple instances of resources. However, the existence of multiple
instances of the resources alone cannot increase the system's reliability. Rather, the
distributed operating system, which manages these resources, must be designed properly
to increase the system’s reliability by taking full advantage of this characteristic feature of
a distributed system.

A fault is a mechanical or algorithinic defect that may generale an error. A fault in a
system causes system failure. Depending on the manner in which a failed system behaves,
system failures are of two types—fail-stop [Schlichting and Schneider 1983] and Byzantine
{Lamport ct al. 1982]. In the case of fail-stop failure, the system stops functioning after
changing to a state in which its failure can be detected. On the other hand, in the case of
Byzantine failure, the system continues to [unction bul produces wrong results. Undetected
software bugs often cause Byzantine failure of a system. Obviously, Byzantine failures are
much more difficult to deal with than fail-stop faifures.

For higher reliability, the fault-handling mechanisms of a distributed operating
system must be designed properly to avoid faults, to tolerate fawlts, and to detect and
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recover from faults, Commonly used methods for dealing with these issues are briefly
described next.

Fault Avoidance

Fault avoidance deals with designing the components of the system in such a way that the
occurrence of faults is minimized. Conservative design practices such as using high-
reliability components are often employed for improving the system's reliability based on
the idea of fault avoidance. Although a distributed operating system often has little or no
role to play in improving the fault avoidance capability of a hardware component, the
designers of the various software components of the distributed operating system must test
them thoroughly to make these components highly reliable.

Fault Tolerance

Fault tolerance is the ability of a system to continue functioning in the event of partial
system failure. The performance of the system might be degraded due to partial failure,
but otherwise the system functions properly. Some of the important concepts that may be
used to improve the fault tolerance ability of a distributed operating system are as
follows:

1. Redundancy technigues. The basic idea behind redundancy techniques is to avoid
single points of failore by replicating critical hardware and software components, so that
if one of them fails, the others can be used Lo continue. Obviously, having two or more
copies of a critical component makes it possible, at least in principle, to continue
operations in spite of occasional partial failures. For example, a critical process can be
simultaneously executed on two nodes so that if one of the two nodes fails, the execution
of the process can be completed at the other node. Similarly, a critical file may be
replicated on two or more storage devices for better reliability.

Notice that with redundancy techniques additional system overhead is needed to
maintain two or more copies of a replicated resource and to keep all the copies of a resource
consistent. For example, if a file is replicated on two or more nodes of a distributed system,
additional disk storage space is required, and for correct functioning, it is often necessary
that all the copies of the file are mutually consistent. In general, the larger is the number of
copies kept, the better is the reliability but the larger is the system overhead involved.
Therefore, a distributed operating system must be designed to maintain a proper balance
between the degree of reliability and the incurred overhead. This raises an importani
question: How much replication is enough? For an answer to this question, note that a
system is said to be k-fault tolerant if it can continue to function even in the event of the
failure of k components [Cristian 1991, Nelson 1890). Therefore, if the system is Lo be
designed to tolerate k fail—stop failures, k+1 replicas are needed. If & replicas are lost due to
failures, the remaining one replica can be used for continued functioning of the system. On
the other hand, if the system is to be designed to tolerate k Byzantine failures, a minimuvm of
2k+1 replicas are needed. This is because a voling mechanism can be used to believe the
majority k+1 of the replicas when & replicas behave abnormally.
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Replication and consistency control mechanisms for memory objects are described in
Chapter 5 and for file objects are described in Chapter 9.

Another application of redundancy technique is in the design of a stable storage
device, which is a virtual storage device that can even withstand transient 1/O faults and
decay of the storage media. The reliability of a critical file may be improved by stering
it on a stable storage device. Stable storage devices are described in Chapter 9.

2. Distributed control. For better reliability, many of the particular algorithms or
protocols used in a distributed operating system must employ a distributed control
mechanism to avoid single points of failure. For example, a highly available distributed
file system should have raultiple and independent file servers controlling multiple and
independent storage devices. In addition to file servers, a distributed control technique
could also be used for name servers, scheduling algorithms, and other executive control
functions. It is important 1o noie here that when rnultiple disiributed servers are used in a
distributed system to provide a particular type of service, the servers must be independent.
That is, the design musi not require simultaneous functioning of the servers; otherwise, the
reliability will become worse instead of getting better, Distributed control mechanisms are
described throughout this book.

Fault Detection and Recovery

The fault detection and recovery method of improving reliability deals with the vse of
hardware and software mechanisms to determine the occurrence of a failure and then to
correct the system (o a state acceptable for continued operation. Some of the commonly used
techniques for implementing this method in a distributed operating system are as follows:

1. Atomic transactions. An atomic transaction (or just transaction for short) is a
computation consisting of a collection of operations that take place indivisibly in the
presence of failures and concurrent computations. That is, either all of the operations are
performed successfully or none of their effects prevails, and other processes executing
concurrently cannot modify or observe intermediate states of the computation.
Transactions help to preserve the consistency of a set of shared data objects (e.g., files) in
the face of {ailures and concurrent access. They make crash recovery much easier, because
a transaction can only end in two states: Either alt the operations of the transaction are
performed or none of the operations of the transaction is performed.

In a system with transaction facility, if a process halts unexpectedly due to a
hardware fanlt or a software error before a transaction is completed, the system
subsequently restores any data objects that were undergoing modification to their original
states. Notice that if a system does not support a transaction mechanism, unexpected
failure of a process during the processing of an operation may leave the data objects that
were undergoing modification in an inconsistent state. Therefore, without transaction
facility, it may be difficult or even impossible in some cases to roll back (recover) the data
objects from their current inconsistent states to their original states. Atomic transaction
mechanisms ar¢ described in Chapter 9.

2. Stateless servers. The client-server model is frequently used in distributed systems
(o service user requests. In this model, a server may be implemented by using any one of
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the following two service paradigms—stateful or stateless. The two paradigms are
distinguished by one aspect of the client-server relationship, whether or not the history of
the serviced requests between a client and a server alfects the execution of the next service
request, The stateful approach does depend on the history of the serviced requests, bui the
stateless approach does not depend on it. Stateless servers have a distinct advantage over
stateful servers in the event of a failure. That is, the stateless service paradigm makes crash
recovery very easy because no client state infermation is maintained by the server. On the
other hand, the stateful service paradigm requires complex crash recovery procedures.
Both the client and scrver need to reliably detect crashes. The server needs to detect client
crashes so thal it can discard any state it is holding for the client, and the client must detect
server crashes so that it can perform necessary error-handling activities. Although stateful
service becomes necessary in some cases, to simplify the failure detection and recovery
actions, the stateless service paradigm must be used wherever possible. Stateless and
stateful servers are described in Chapters 4 and 9.

3. Acknowledgments and timeout-based retransmissions of messages. In a dis-
tributed system, events such as a node crash or a communication link failure may interrupt
a communication that was in progress between 1wo processes, resulting in the loss of a
message. Therefore, a reliable interprocess communication mechanism must have ways lo
detect lost messages so that they can be retransmitted. Handling of lost messages usually
involves return of acknowledgment messages and retransmissions on the basis of
timeouts. That is, the receiver must return an acknowledgment message for every message
received, and if the sender does not receive any acknowledgment for a message within a
fixed timeoul period, it assumes that the message was lost and retransmits the message. A
problem associated with this approach is that of duplicate messages. Duplicate messages
may be sent in the evemt of failures or because of timeouts, Therefore, a reliable
interprocess communication mechanism should also be capable of detecting and handling
duplicate messages. Handling of duplicate messages usvally involves a mechanism for
automatically generating and assighing appropriate sequence numbers to messages. Use of
acknowledgment messages, timeout-based retransmissions of messages, and handling of
duplicate request messages for reliable communication are described in Chapter 3.

The mechanisms described above may be employed to create a very reliable
distributed system. However, the main drawback of increased system reliability is
potential loss of execution time efficiency due to the exira overhead involved in these
techniques. For many systems it is just too costly to incorporate a large number of
reliability mechanisms, Therefore, the major challenge for distributed operating system
designers is to integrate these mechanisms in a cost-effective manner for producing a
reliable system.

1.6.3 Flexibility

Another important issue in the design of distributed operating systems is flexibility.
Flexibility is the most important feature for open distributed systems. The design of a
distributed operating system should be flexible due to the following reasons:
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1. Ease of medification. From the expericnce of system designers, it has been found
that some parts of the design often need to be replaced/modified either becanse some bug
is detected in the design or because the design is no longer suitable for the changed system
environment or new-user requirements. Therefore, it should be easy to incorporate
changes in the systern in a user-transparent manner or with minimum interruption caused
to the users.

2. Ease of enhancement. In every system, new functionalities have to be added from
time to time to make it more powerful and easy to use. Therefore, it shouid be easy to add
new services to the system. Furthermore, if a group of users do not like the style in which
a particular service is provided by the operaling sysiem, they should have the flexibility
to add and use their own service that works in the style with which the users of that group
are more familiar and feel more comfortable.

The most important design factor that influences the flexibility of a distributed
operating system i3 the model used for designing its kernel. The kernel of an operating
system is its central controlling part that provides basic system facilitics. It operates in a
separate address space that is inaccessible to user processes. It is the only part of an
operating system that a user cannot replace or modify. We saw that in the case of a
distributed operating system identical kernels are run on all the nodes of the distribuied
system.

The twe commonly used models for kernel design in distributed operating systems
are the monolithic kernel and the microkernel (Fig. 1.6). In the monolithic kerne! model,
most operating system services such as process management, memory management,
device management, lilc management, name management, and interprocess communica-
tion are provided by the kernel. As a result, the kerncl has a large, monolithic structure.
Many distributed operating systems that are extensions or imitations of the UNIX
operating system use the monolithic kernel model. This is mainly because UNIX itself has
a large, monolithic kernel.

On the other hand, in the microkernel model, the main goal is to keep the kernel as
small as possible. Therefore, in this model, the kernel is a very small nucleus of software
that provides only the minimal facilities necessary for implementing additional operating
system services. The only services provided by the kernel in this model are interprocess
comtmunication, low-level device management, a limited amount of low-level process
management, and some memory mapagement. All other operating system services, such
as file management, namc management, additional process, and memory management
activities, and much system call handling are implemented as user-level server processes.
Each server process has its own address space and can be programmed separately.

As compared to the monolithic kernel model, the microkernel model has several
advantages. [n the monolithic kernel model, the large size of the kernel reduces the overall
flexibility and configurability of the resulting operating system. On the other hand, the
resulting operating system of the microkernet model is highly modular in nature. Due to
this characteristic feature, the operating system of the microkernel model is easy to design,
implement, and install. Morcover, since most of the services are implemented as user-level
Server processes, it is also easy to modify the design or add new services, This also allows
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Flg. 1.6 Models of kernel design in distributed operating systems: (@) The monolithic
kemnel model. The level above the kemel level can be partitioned by the
users into whatever hierarchical levels are appropriate. (b} The microkernel
model. Although the figure shows a two-level heirarchy above the kernel
level, users can extend the hicrarchy 1o whatever levels are appropriate.

those users who do not like a particular service provided by the operating system to
implement and use their own service. Furthermore, for adding or changing a service, there
is no need to stop the system and boot a new kernel, as in the case of a monolithic kernel.
Therefore, changes in the system can be incorporated without interrupting the users,

The modular design of a system based on the microkemel model, however, is
potentially subject to a performance penalty. This is because in the microkernel model
each server is an independent process having its own address space. Therefore, the servers
have to use some form of message-based interprocess communication mechanism to
communicate with each other while performing some job. Furthermore, message passing
between server processes and the microkemel requires context switches, resuiting in
additional performance overhead. In the monolithic kemnel model, however, since all the
services are provided by the kernel, the same address space is shared by all of them.
Therefore, no message passing and no context switching are required while the kernel is
performing the job. Hence a request may be serviced faster in the monolithic kemnel model
than in the microkernel model.
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In spite of its potential performance cost, the microkernel model is being preferred
for the design of modern distributed operating systems. The two main reasons for this are
as follows:

1. The advantages of the microkernel model more than compensate for the
performance cost. Notice that the situation here is very simtlar to the one that caused high-
level programming languages to be preferred to assembly languages. In spite of the better
performance of programs writien in assembly languages, most programs are written in
high-level languages due to the advantages of ease of design, maintenance, and portability.
Similarly, the flexibility advantages of the microkemel model previously described more
than outweigh its small performance penalty.

2. Some experimental results have shown that although in theory the microkemnel
model seems to have poorer performance than the monolithic kernel model, this is not true
in practice. This is because other factors tend to dominate, and the small overhead
involved in exchanging messages is usually negligible [Douglis et al. 1991].

Details of several distributed operating systems whose design is based on the
microkerne] model are presented in Chapter 12,

1.6.4 Performance

If a diswibuted system is 10 be used, is performance must be at least as good as a
centralized system. That is, when a particular application is run on a distributed system,
its overall performance should be better than or at least equal to that of running the same
application on a single-processor system. However, to achieve this goal, it is important
that the various components of the operating system of a distributed system be designed
properly; otherwise, the overall performance of the distributed system may turn out to be
worse than a centralized system. Some design principles considered useful for better
performance are as follows:

1. Batch if possible. Batching often helps in improving performance greatly. For
example, transfer of data across the network in large chunks rather than as individual
pages is much more efficient. Similarly, piggybacking of acknowledgment of previous
messages with the next message during a series of messages exchanged between two
commuanicating entitics also improves performance.

2. Cache whenever possible. Caching of data at clients’ sites frequently improves
overall system performance because it makes data available wherever it is being currently
used, thus saving a large amount of computing time and network bandwidth. In addition,
caching reduces contention on centralized resources.

3. Minimize copying of data. Data copying overhead (e.g., moving data in and out of
buffers) involves a substantial CPU cost of many operations. For example, while being
transferred from its sender to its receiver, a message data may take the following path on
the sending side:
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{a) From sender’s stack (o its message buffer

(b) From the message buffer in the sender’s address space to the message buffer in
the kemnel's address space

(c) Finally, from the kernel to the network interface board

On the receiving side, the data probably takes a similar path in the reverse direction.
Therefore, in this case, a total of six copy operations are involved in the message transfer
operation. Similarly, in several systems, the data copying overhead is also large for read
and write operations on block 1/O devices. Therefore, for better performance, it is
desirable to avoid copying of data, although this is not always simple to achjeve. Making
optimal use of memery management often helps in eliminating much data movement
between the kernel, block 1/0 devices, clients, and servers.

4. Minimize network traffic. System performance may also be improved by reducing
internode communication costs. For example, accesses to remote resources require
communication, possibly through intermediate nodes. Therefore, migrating a process closer
1o the resources it is using most heavily may be helpful in reducing network traffic in the
system if the decreased cost of accessing its favorile resource offsets the possible increased
cost of accessing its less favored ones. Another way to reduce network traffic is to vse the
process migration facility to cluster two or more processes that frequently communicate
with each other on the same node of the sysiem. Avoiding the collection of global state
information for making some decision also helps in reducing network traffic.

5. Take advantage of fine-grain parallelism for multiprocessing. Performance can also
be improved by taking advantage of fine-grain parallelism for multiprocessing. For
example, threads (described in Chapter 8) are often used for structuring server processes.
Servers structured as a group of threads can operate efficiently because they can
simultaneously service requests from several clients. Fine-grained concurrency control of
simultaneons accesses by multiple processes to a shared resource is another example of
application of this principle for better performance.

Throughout the book we will come across the use of these design principles in the
design of the various distributed operating system components.

1.6.5 Scolability

Scalability refers to the capability of a system to adapl to increased service load. It is
inevitable that a distributed system will grow with time since il is very common to add new
machines or an entire subnetwork to the system to lake care of increased. workload or
organizational changes in a company. Therefore, a distribated operating system should be
designed to easily cope with the growth of nodes and users in the system. That is, such
growth should not cause serious disruption of service or significant loss of performance to
users. Some guiding principles for designing scalable distributed systems are as follows:

1. Avoid centralized entities. In the design of a distributed operating system, use of
centralized entities such as a single central file server or a single database for the entire
system makes the distributed system nonscalable due (o the following reasons:
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(a) The failurc of the centralized entity often brings the entire system down. Hence,
the system cannot tolerate faults in a graceful manner.

(b) The performance of the centralized entity often becomes a system bottleneck
when contention for it increases with the growing number of users.

(c) Even if the centralized entity has enough processing and storage capacity, the
capacity of the network that connects the centralized entity with other nodes of
the systern often gets saturated when the contention for the entity increases
beyond a certain level,

(d} In a wide-area network consisting of several interconnected local-area networks,
it is obviously inefficient to always get a particular type of request serviced at a
server node that is several gateways away. This also increases network traffic.
Local area and wide-area networking concepts are described in Chapter 2.

Therefore, the use of centralized entities should be avoided in the design. Replication
of resources and distributed control algorithms are frequently used techniques to achieve
this goal. In fact, for better scalability, as far as practicable, a functionally symmetric
configuration should be used in which all nodes of the system have a nearly equal role to
play in the operation of the system.

2. Avoid centralized olgorithms. A centralized algorithin is one that operates by
collecting information from all nodes, processing this information on a single node and
then distribusing the results 10 other nodes. The use of such algorithms in the design of a
distributed operating system is also not acceptable from a scalability point of view. The
reasons for this arc very similar to those mentioned in the use of centralized entities. For
example, a scheduling algorithm that makes scheduling decisions by first inquiring from
all the nodes and then selecting the most lightly loaded node as a candidate for receiving
jobs has poor scalability factor. Such an algorithm may work fine for small networks but
gets crippled when applied to large networks, This is because the inquirer receives a very
large number of replies almost simultaneouslty and the time required to process the reply
messages for making a host selection is normally too long. Moreover, since the
complexity of the algorithm is O(n?), it creates heavy network traffic and quickly
consumgs network bandwidth. Therefore, in the design of a distributed operating system,
only decentralized algorithms should be used. In these algorithms, global state information
of the system is not collected or used, decision at a node is usually based on locally
available information, and it is assumed that a systemwide global clock does not exist (the
clocks of all nodes are not synchronized).

3. Perform most operations on client workstations, If possible, an operation should
be performed on the client's own workstation rather than on a server machine. This is
because a server 1s a common resource for several clients, and hence server cycles are
more precious than the cycles of client workstations. This principle enhances the
scalability of the system, since it allows graceful degradation of system performance as
the system grows in size, by reducing contention for shared resources. Caching is a
frequently used technique for the realization of this principle.

Throughout the book, we will come across the use of these design principles in the
design of the various distributed operating system components,
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1.6.6 Hetsrogensity

A heterogeneous distributed system consists of interconnected sets of dissimilar
hardware or software systems. Because of the diversity, designing heterogenous
distributed systems is far more difficult than designing homogeneous distributed
systems in which each system is based on the same, or closely related, hardware
and software. However, as a consequence of large scale, heterogeneity is often
inevitable in distributed systems. Furthermore, often heterogeneity is preferred by
many users because heterogenecus distributed systems provide the flexibility to their
users of different computer platforms for different applications. For example, a user
may have the flexibility of a supercomputer for simulations, a Macintosh for
document processing, and a UNIX workstation for program development.

Incompatibilities in a heterogeneous distributed system may be of different
types. For example, the internal formatting schemes of different communication
and host processors may be different; or when several networks are interconnected
via gateways, the communication protocols and topologies of different networks
may be different; or the servers operating at different nodes of the system may
be different. For instance, some hosts use 32-bit word lengths while others use
word lengths of 16 or 64 bits. Byte ordering within these data constructs can
vary as well, requiring special converters to enable data sharing between incom-
patible hosts.

In a heterogenecus distributed system, some form of data translation is neces-
sary for interaction between two incompatible nodes. Some carlier systems left this
translation to the users, but this is no longer acceptable. The data translation job
may be performed either at the sender’s node or at the receiver's node. Suppose
this job is performed at the receiver’s node. With this approach, at every node
there must be a translator to convert each format in the system to the format used
on the receiving node. Therefore, if there are n different formats, n — 1 pieces of
translation software must be supported at each node, resulting in a total of nin — 1)
pieces of translation software in the system. This is undesirable, as adding a new
type of format becomes a more difficult task over time. Performing the transkation
job at the sender’s node instead of the receiver’s node also suffers from the same
drawback.

The software complexity of this translation process can be greatly reduced by
vsing an intermediate standard data format. In this method, an intermediate standard
data format is declared, and each node only requires a translation software for
converting from its own format to the standard format and from the standard format
to its own format. In this case, when two incompatible nodes interact at the sender
node, the data to be sent is first converted to the standard format, the data is moved
in the format of the standard, and finally, at the receiver node, the data is converted
from the standard format to the receiver’s format. By choosing the standard format to
be the most common format in the system, the number of conversions can be
reduced.

Various techniques to deal with heterogeneity in distributed systems are described
in Chapters 2, 4, 5, and 8.
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1.6.7 Security

In order that the users can trust the system and rely on it, the various resources of a
computer system must be protected against destraction and unauthorized access.
Enforcing securily in a distributed system is more difficult than in a centralized
system because of the lack of a single point of control and the use of insecure
networks for data communication. In a centralized system, all users are authenticated
by the system at login time, and the system can easily check whether a user is
authorized to perform the reguested operation on an accessed resource. In a dis-
tributed system, however, since the client-server model is often used for requesting
and providing services, when a client sends a request message to a server, the server
must have some way of knowing who is the client. This is not so simple as it might
appear because any client identification field in the message cannot be trusted. This
is because an intruder (a person or program trying to obtain unauthorized access to
system resources) may pretend 1o be an authorized client or may change the message
contents during transmission. Therefore, as compared 10 a centralized system,
enforcement of security in a distributed system has the following additional
requirements:

L. It should be possible for the sender of a message to know that the message was
received by the intended receiver.

2. It should be possible for the receiver of a message to know that the message was
sent by the genuine sender.

3. It should be possible for both the sender and receiver of a message to be
guaranteed that the contents of the message were not changed while it was in
transfer.

Cryptography (described in Chapter 11} is the only known practical method for
dealing with these security aspects of a distributed system. In this method, comprehension
of private information is prevented by encrypting the information, which can then be
decrypted only by authorized vsers.

Another guiding principle for security is that a system whose security depends on
the integrity of the fewest possible entities is more likely to remain secure as it grows.
For example, it is much simpler to ensure security based on the integrity of the much
smaller number of servers rather than trusting thousands of clients. In this case, it is
sufficient 1o only ensure the physical sccurity of these servers and the software they
run. Chapter 1l deals with the commonly used techniques for designing secure
distributed systems.

1.6.8 €mulation of €xisting Operating Systems

For commercial success, it is important that a newly designed distributed operating system
be able to emulate existing popular operating systems such as UNIX. With this property,
new software can be written using the system call interface of the new operating system
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to take full advantage of its special features of distribution, but a vast amount of already
existing old software can also be run on the same system without the need to rewrite them.
Therefore, moving to the new distributed operating system will allow both types of

software to be run side by side.
We will see in Chapter 12 how some of the existing distributed operating systems

have been designed to support UNIX emulation facility.

1.7 INTRODUCTION TO DISTAIBUTED COMPUTING
ENVIRONMENT (DCE)

Chapter 12 of the book presents case studies of four distributed operating systems:
Amoeba, V-System, Mach, and Chorus. In addition, examples of key technologies of
individual distributed operating system components that have either become or are poised
to become de facto intemational standards are presented in individual chapters wherever
such industry examples are available. In particular, the following technologies are
presented as case studies:

w Ethemet, IEEE Token Ring, the Internet Protocol suite, and the Internet are
presented as case studies of networking technelogies in Chapter 2.

® The 4.3BSD UNIX interprocess communication mechanism is presented as a case
study of message-passing technology in Chapter 3.

8 SUN RPC and DCE RPC are presented as case studies of Remote Procedure Call
(RPC) technology in Chapter 4.

& IVY and Munin are presented as case studies of Distributed Shared Memory
(DSM) technology in Chapter 5.

w DCE Distributed Time Service (DTS} is presented as a case study of clock
synchronization technology in Chapter 6.

® The DCE threads package is presented as a case study of threads technology in
Chapter 8.

m DCE Distributed File Service (DFS) is presented as a case study of distributed file
system technology in Chapter 9.

m The various components of DCE naming facility are presented as case studies of
naming technology in Chapter 10.

a The Kerberos authentication system and DCE Security Service are presented as
case studies of security technology in Chapter 11.

Notice from the above list that almost half of the key technologies presented as case
studies in the various chapters of this book are tools and services that belong to DCE. This
is because of the way in which DCE was created (described next). Therefore, for a better
understanding of these key technologies, it will be useful to know something about DCE
before going into the details ol its key components. This section presents a brief
introduction to DCE.
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1.2.1 Uhat Is DCE?

A vendor-independent distributed computing environment, DCE was defined by the Open
Software Foundation {OSF), a consortium of computer manulacturers, including IBM,
DEC, and Hewlett-Packard. It 1s not an operating system, nor is it an application. Rather,
it is an integrated sei of services and tools that can be installed as a coherent environment
on top of cxisting operating systems and serve as a platform for building and running
distributed applications.

A primary goal of DCE is vendor independence. It runs on many different kinds of
computers, operating systems, and networks produced by different vendors. For example,
some opcrating systems to which DCE can be easily ported include OSF/1, AIX,
DOMAIN 08, ULTRIX, HP-UX, SINIX, SunOS, UNIX System V, VMS, WINDOWS,
and O8/2. On the other hand, it can be used with any network hardware and transport
software, including TCP/IP, X.25, as well as other similar products.

As shown in Figure 1.7, DCE is a middleware software layered between the DCE
applications layer and the operating system and networking layer. The basic idea is to take
a collection of existing machines (possibly from different vendors), interconnect them by
a communication network, add the DCE software platform on top of the native operaling
systems of the machines, and then be able to build and run distributed applications. Each
machine has its own local operating system, which may be different from that of other
machines. The DCE software layer on top of the operating system and networking layer
hides the differences between machines by automatically performing data-type conver-
stons when necessary. Therefore, the heterogeneous nature of the system is transparent to
the applications programimners, making their job of writing distributed applications much

simpler.
DCE applications
DCE software
Fig. 1.7 Positien of DCE software in 2 Operating systems and networking
DCE-based distribwied system.

1.72.2 How Uas DCE Created?

The OSF did not create DCE from scratch. Instead, it created DCE by taking
advantage of work already done al universities and industries in the area of
distributed computing. For this, OSF issued a request for technology (RFT), asking
for tools and services needed to build a coherent distributed computing environment.
To be a contender, a primmary requirememt was that actual working code must
vltimately be provided. The submitted bids were carefully evaluated by OSF employ-
ees and a team of outside experts. Finally, those tools and services were selected that
the members of the evaluation commitiee believed provided the best solutions. The
code comprising the selected tools and services, almost catirely writlen in C, was
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then further developed by OSF to produce a single integrated package that was made
available to the world as DCE. Version 1.0 of DCE was released by OSF in January

1992,

1.7.3 DCE€ Components

As mentioned above, DCE is a blend of various technologies developed independently
and nicely integrated by OSFE. Each of these technologies forms a component of DCE. The
main components of DCE are as follows:

1. Threads package. It provides a simple programming model for building
concurrent applications. It includes operations to create and control multiple threads of
execution in a single process and to synchronize access to global data within an
application. Details are given in Chapter 8.

2. Remote Procedure Call (RPC) facility. It provides programmers with a number of
powerful tools necessary to build client-server applications. In fact, the DCE RPC facility
is the basis for all communication in DCE because the programming model underlying all
of DCE is the client-server mode!. It is easy 1o use, is network- and protocol-independent,
provides secure communication between a client and a server, and hides differences in
data requirements by automatically converting data 1o the appropriate forms needed by
clients and servers. Details are given in Chapter 4.

3. Distributed Time Service (DTS). It closely synchronizes the clocks of all the
computers in the system. It also permits the use of time values from external time sources,
such as those of the U.S. National Institute for Standards and Technology (NIST), 1o
synchronize the clocks of the computers in the system with external time, This facility can
also be used to synchronize the clocks of the computers of one distributed environment
with the clocks of the computers of another distributed environment. Details are given in

Chapter 6.

4. Name services. The name services of DCE include the Cell Directory Service
(CDS), the Global Directory Service (GDS), and the Global Directory Agent (GDA).
These services allow resources such as servers, files, devices, and so on, to be uniquely
named and accessed in a location-transparent manner. Details are given in Chapter 10.

5. Security Service. It provides the tools needed for authentication and authorization
to protect system resources against illegitimate access. Details are given in Chapter 11.

6. Distributed File Service (DFS). It provides a systemwide file system that has such
characteristics as location transparency, high performance, and high availability. A unique
feature of DCE DFS is that it can also provide file services to clients of other file systems.
Details are given in Chapter 9.

The DCE components listed above are tightly integrated. It is difficult to give a
pictorial representation of their interdependencies because they are recursive. For
example, the name services vse RPC facility for internal communication among its
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various servers, but the RPC facility uses the name services to locate the destination.
Therefore, the interdependencies of the various DCE components can be best depicted in
tabular form, as shown in Figure 1.8.

Component Other components used by It
name
Threads None
RPC Threads, namse, sacurnity
oTS Threads, RPC, name, security
Name Threads, RPC, DTS, sacurity
Sacurity Threads, RPC, DTS, name

Fig. 1.8 Interdependencies of DCE DFS Threads, RPC, DTS, name, security

components.

1.7.4 DCe Calis

The DCE system is highly scalable in the sense that a system running DCE can have
thousands of computers and millions of users spread over a worldwide geographic area.
To accommodate such large systems, DCE uses the concept of cells. This concept helps
break down a large system into smaller, manageable units called cells.

In a DCE system, a cell is a group of users, machines, or other resources that
typically have a common purpose and share common DCE services. The minimuwm cell
configuration requires a cell directory server, a securily server, a distribnted time server,
and one or more client machines. Each DCE client machine has client processes for
security service, cell directory service, distributed time service, RPC facility, and threads
facility. A DCE client machine may also have a process for distributed file service if a cell
configuration has a DCE distributed file server. Due 1o the use of the method of
intersection for clock synchronization {described in Chapter 6), it s recommended that
each cell in a DCE system should have at least three distributed time servers.

An importamt decision to be made while setting up a DCE system is to decide the cell
boundaries. The following four factors should be taken into consideration for making this
decision [Tanenbaum 1995, Rosenberry et al. 1992, OSF 1992]:

1. Purpose. The machines of users working on a common goal should be put in the
same cell, as they need easy access to a common set of system resources. That is, users
of machines in the same cell have closer interaction with each other than with users of
machines in different cells. For example, if a company manufactures and sells various
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types of products, depending on the manner in which the company functions, either a
product-oriented or a function-oriented approach may be taken to decide cell boundaries
[Tanenbaum 1995]. In the product-oriented approach, separate cells are formed for each
product, with the users of the machines belonging to the same cell being responsible for
all types of activities (design, manufacturing, marketing, and support services) related to
one particular product. On the other hand, in the function-oriented approach, separate cells
are formed for each type of aclivily, with the vwsers belonging to the same cell being
responsible for a particular activity, such as design, of all types of products.

2, Administration. Each system needs an administrator to register new users in the
system and to decide their access rights to the system’s resources. To perform his or her job
properly, an administrator must know the users and the resources of the system. Therefore,
to simplify administration jobs, all the machines and their users that are known to and
manageable by an administrator should be put in a single cell. For example, all machines
belonging to the same department of a company or a university can belong to a single cell.
From an administration point of view, each cell has a different administrator.

3. Security. Machines of those users who have greater trust in ¢ach other should be
put in the same cell. That is, users of machines of a cell trust each other more than they
trust the users of machines of other cclls. In such a design, cell boundaries act like
firewalls in the sense that accessing a resource thal belongs to another cell requires more
sophisticated authentication than accessing a resource that belongs to a user’s own celi,

4. Overhead. Several DCE operations, such as name resolution and user authentica-
tion, incur more overhead when they are performed between cells than when they are
performed within the same cell. Therefore, machines of users who frequently interact with
each other and the resources frequently accessed by them should be placed in the same
cell. The need to access a resource of another cell should arise infrequently for better
overall system performance,

Notice from the above discussion that in determining cell boundaries the emphasis is
on purpose, administration, security, and performance. Geographical considerations can,
but do not have to, play a part in cell design. For better performance, it is desirable to have
as few cells as possible to minimize the number of operations that need to cross cell
boundaries. However, subject to security and administration constraints, it is desirable to
have smaller cells with fewer machines and users. Therefore, it is important to properly
balance the requirements imposed by the four factors mentioned above while deciding cell
boundaries in a DCE system.

1.8 SUMMARY

A distributed computing system is a collection of processors interconnected by a
communication network in which each processor has its own local memory and other
peripherals and communication between any two processors of the system takes place by
message passing over the communication network.
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The existing models for distributed computing systems can be broadly classified into
five categories: minicomputer, workslation, workstation-server, processor-pool, and
hybrid.

Distributed computing systems are much more complex and difficult to buiid than the
traditional centralized systems. Despite the increased complexity and the difficulty of
building, the installation and use of distributed computing systems are rapidly increasing.
This is mainly because the advantages of distributed computing systems outweigh its
disadvantages. The main advantages of distributed computing systems are (a) suitability
for inherently distributed applications, (b) sharing of information among distribated users,
{c) sharing of resources, (d) betier price-performance ratio, (¢) shorter response times and
higher throughput, {f} higher reliability, (g) extensibility and incremental growth, and (h)
beiter flexibility in meeting users’ needs.

The operating systems commonly used for distributed computing systems can be
broadly classified into two types: network operating systems and distributed operating
systems. As compared 1o a netwoerk operating system, a distributed operating system has
better transparency and fault tolerance capability and provides the image of a virtual
wniprocessor io the users.

The main issues involved in the design of a distributed operating system are
transparency, reliability, flexibility, performance, scalability, heterogeneity, security, and
emulation of existing operating sysiems.

€XERCISES

L1. Differenttate among the foltowing types of operating systems by defining their essential
properties:
(a) Time sharing
(b) Parallel processing
(c) Network
(d) Distributed
In what respect are distributed compuling systems better than parallel processing systems?
Give examples of three applicatrons for which distributed computing systems will be more
suitable than parallel processing systems.
1.3. What werc the major technological, economical, and social factors thal motivated the
development of diswributed computing systems? What are some of the main advantages and
disadvantages ol distribuied computing systems over centralized ones?

i.2

1.4. Discuss the relative advantages and disadvantages of the various comimonly wsed models for
configuring distributed computing systems. Which model do you think is going to become the
most popular model in [wure? Give reasons for your answer.

1.5. Consider the case of a distributed computing system based on the processor-pool model that
kas P processors in the pool. In this system, suppuse 2 user starts a computation job that
involves compilation of a program consisting of F source files (F < P). Assume that at this
time this user is the only user using the system. What maximum gain in speed can be hoped
for this job in this system as compared 1 its execulion on i single-processor system (assume
thal all the processors we are talking about are of equal capability)? What factors might cause
the gain in speed to be Jess than this maximum?
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Explain the difference between the terms service and server. In the design of a distributed
operating system, discuss the relative advantages and disadvantages of using a single server
and multiple servers for implementing a service.

Why are distributed operating systems more difficult to design than operating systems for
centralized time-sharing systems?

What is groupware? Why is it considered to be a promising technology for software
development?

What are the main differences between a network operating system and a distributed operating
system?

What are the major issues in designing a distributed operating system?

A distributed operating system makes a collection of networked machines to act like a virtual
uniprocessor. What are the main advantages of this virtual-machine architecture for a user?
What issues are important for a distributed operating system designer in achieving this
goal?

Concurrency transparency is an important issu¢ in the design of a distributed operating
system. Is it also an important issue in the design of an operating system for a centralized
system? If no, explain why. If yes, list some mechanisms that are commonly used in operating
systems for centralized systems to support this feature.

Discuss some of the important concepts that a distributed operating system designer might use
to improve the reliability of his or her system. What is the main probletn in making a system
highly reliable?

Differentiate between the monolithic kernel and microkerncl approaches for designing a
distributed operating system. Discuss their relative advantages and disadvantages.

In the microkernel approach for designing a distributed operating system, what are the
primary tasks that the kernel must perform?

Figure 1.6 indicales that a layered approach is used to design a distributed system. What are
the main advantages of using this approach?

Discuss the main guiding principles that a distributed operating system designer must keep in
mind for the good performance of his or her sysiem,

Why is scalability an important feawre in the design of a distributed system? Discuss some
of the guiding principles for designing a scalable distributed system.

Why is heterogeneity upavoidable in many distributed systems? What are some of the
common types of incompatibilities encountered in heterogeneous distributed systems? What
are the common issues with which the designer of a heterogeneous distributed system must
deal?

Suppose a component of a distributed system suddenly crashes. How will this event

inconvenience the users when:
(a} The system uses the processor-pool model and the crashed component is a processor

in the pool.

(b) The system uses the processor-pool model and the crashed component is a user
terminal.

(c) The system uses the workstation-server model and the crashed component is a server
machine.

(d) The system uses the workstation-server model and the crashed component is a vser
workstation.
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1.21. Compare the follewing types of systems in terms of cost, hardware complexity, operaling
system complexity, potential parallelism, and programmability (how easily users can write
efficient programs);

{a) A multiprocessor system having a single shared memory.

(b) A muitiprocessor system in which each processor has its own local memory in addition
to a shared memory used by all processors in the system.

{c) A multiprocessor system in which each processor has its own memory. All processors
are kept in a big hall and are interconnected by a high-capacity communication line
forming a network. Bach processor can communicale with other processors only by
exchanging messages.

(d) A multiprocessor system in which each processor has its own memory. The
processors are located far from each other (ruay be in different cities of a country)
and are interconnected by a low-capacity communication line forming a network.
Each processor can communicate with other processors only by exchanging
messages.

For comparing the systems, consider three cases——(a) number of processors is small (2-8);
(b) number of processors is large ([6-32); and (c) number of processors is very large (more
than 100).
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CHAaPTeR 2

Computer Networks

£.1 INTRODUCTION

A computer network is a communication system that links end systems by communication
lines and software protocols to exchange data between two processes running on different
end systems of the network. The end systems are often referred to as nodes, sifes, hosts,
computers, machines, and so on. The nodes may vary in size and function. Sizewise, a
node may be a small microprocessor, a workslation, a minicomputer, or a large
supercomputer. Functionwise, a node may be a dedicated system (such as a print server or
a file server) without any capability for interactive users, a single-user personal computer,
or a general-purpose time-sharing system.

As already mentioned in Chapler !, a distributed system is basically a computer
network whose nodes have their own local memory and may also have other hardware and
software resources. A distributed system, therefore, relies entirely on the underlying
computer network for the communication of data and control information between the
nodes of which they are composed. Furthermore, the performance and reliability of a
distributed system depend to a great extent on the performance and reliability of the
underlying computer network. Hence a basic knowledge of computer networks is required
for the study of distributed operating systems. A comprehensive treatment of computer
networks will require a complete book in itself, and there are many good books available
on this subject [Tanenbaum 1988, Black 1993, Stallings 1992b, Ramos et al. 1996],
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Therefore, this chapter deals only with the most important aspects of networking concepts

and designs, with special emphasis to those aspects that are necded as a basis for designing
distributed operating systems.

2.2 NETWORHKS TYPES

Networks arc broadly classified into two types: local area networks (LANs) and wide-area
networks (WANs). The WANs are also referred to as long-haul networks. The key
characteristics that are often used 1o differentiate between these two types of nelworks are
as lollows [Abeysundara and Kamal 1991%:

. Geographic distribution. The main difference betwecn the two types of networks
is the way in which they are geographically distributed. A LAN is restricted to a limited
geographic coverage of a few kilometers, but a WAN spans greater distances and may
extend over several thousand kilometers. Therefore, LANs typically provide communica-
tion facilities within a building or a campus, wherecas WANs may operate nationwide or
even worldwide.

2. Data rate. Data transmission rates are usually much higher in LANs than in
WANs, Transmission rates in LANSs usually range from 0.2 megabit per second (Mbps) to
1 gigabit per second {(Gbps). On the other hand, transmission rates in WANs usually range
from 1200 bits per second to slightly over 1 Mbps.

3. Error rate. Local area networks generally experience fewer data transmission
ermors than WANs do. Typically, bit error rates are in the range of 10 810! with LANs
as opposed 10 1075-10"7 with WANs.

4. Communication link. The most common communication links used in LANs are
twisted pair, coaxial cable, and fiber optics. On the other band, since the sites in a WAN
are physically distributed over a large geographic area, the communication links used are
by default relatively slow and unrcliable. Typical communication links used in WANS are
telephonc lings, microwave links, and satellite channels,

5. Ownership. A LAN is typically owned by a single organization because of iis
limited geographic coverage. A WAN, however, is usually formed by interconnecling
multiple LANs each of which may belong to a different organization. Therefore,
administrative and maintenance complexities and costs for LANs are usually much lower
than for WANSs.

6. Communication cost. The overall communication costs of a LAN is usually much
lower than that of a WAN. The main reasons for this are lower error rates, simple (or
absence of) routing algorithms, and lower admimistrative and maintenance costs.
Moreover, the cost to transmit data in a LAN is negligible since the transmission medium
15 usually owned by the user organization. However, with a WAN, this cost may be very
high because the transmission media used are leased lines or public communication
systems, such as telephone lines, microwave links, and satellite channels.
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Networks that share some of the characteristics of both LANs and WANs are
sometimes referred 10 as metropolitan area networks (MANs) [Stallings 1993a). The
MAN:s usually cover a wider geographic area (up to about 50 km in diameter) than LANs
and frequently operate al speeds very close to LAN speeds. A main objective of MANs
is to interconnect LANs located in an entire city or metropolitan area. Communication
links commonly used for MANs are coaxial cable and microwave links.

We saw in Chapter 1 that the performance of a distributed system must be at feast as
good as a centralized system. That is, when a particular application is run on a distribuled
system, its overall performance should not be appreciably woerse than running the same
application on a single-processor system. The data transmission rates of LANs and MANs
are usvally considered to be adequate to meet this requirement for many applications.
However, with the current technology, the transmission rates of WANs cannot fully meet
this requirement of distributed systems. Therefore, WAN-based distributed systems are
used mainly for those applications for which performance is not important. Several
inherently distributed applications that require information sharing among widely
distributed users/computers belong to this category.

Although current WANs cannot fully meet the performance requirements of
distributed systems, with the emergence of Broadband Integraled Services Digital
Network (B-1SDN) [Kawarasaki and Jabbari 1991] and Asynchronous Transfer Mode
(ATM) technologies [ Vetter 1995], future WANs are expected to have data transmission
rates that will be adeguate for the construction of WAN-based distributed systems and the
implementation of a wide range of applications on these distributed systems. ISDN
fHelgert 1991] refers to telecommunication networks that transfer many types of data,
such as voice, fax, and computer data, in digital form at data transmission rates that are
multiples of a basic channel speed of 64 kilobits per second (Kbps), B-ISDN are ISDN
networks that provide point-to-point data transmission speeds of 150 Mbps and above.
B-ISDN networks are considered (o be suitable for high-bandwidth applications, such as
applications involving high-quality video and bulk data transmissions. ATM technology
can provide data transmission rates of up to 622 Mbps. (ATM technology is described later
in this chapter.)

2.3 LAN TECHNOLOGIES

This section presents a description of tepologies, principles of operation, and case studies
of popular LANs.

2.3.1 LAN Topologiss

The two commonly used network topologies for constructing LANs are multiaccess
bus and ring. In a simple multiaccess bus network, all sites are directly connected to
2 single transmission medium (called the bus) that spans the whole length of the
network (Fig. 2.1). The bus is passive and is shared by all the sites for any message
transmission in the network. Each site is connected to the bus by a drop cable using
a T-connection or tap. Broadcast communication is used for message transmission.
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Sites

0 9T ¢

LTI

Fig. 2.1 Simple muitiaceess bus network lopology.

That is, 2 message is transmitted from one site to another by placing it on the shared
bus. An address designator is associated with the message. As the message travels on
the bus, each site checks whether it is addressed to it and the addressee site picks up
the message.

A variani of the simple multiaccess bus network topology is the multiaccess
branching bus network topology. In such a network, two or more simple multiaccess bus
networks are interconnected by using repeaters (Fig. 2.2). Repeaters are hardware devices
used to connect cable segments. They simply amplify and copy electric signals from one
scgment of a netwerk 10 its next segment,

Shared bus

Sites

K

Shared bus

Fig. 22 Muhisccess branching bus network opology.
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The connection cost of a multiaccess bus network is low and grows only linearly with
the increase in number of sites. The communication cost is also quite low, unless there is
heavy contention for the shared bus and the bus becomes a bottieneck. A disadvantage of
multiaccess bus topology is that message signals, ransmitied over the single shared
medijum, suffer more attenvation and distortion compared to the shorter point-to-point
links of other topologies. Therefore, especially in the case of fiber-optic bus networks,
only a few sites can usually be supported.

In a ring network, each sile is connected to exactly two other sites so that a loop is
formed (Fig. 2.3). A separate link is used to connect two sites. The links are interconnected
by using repeaters. Data is transmitted in onc¢ direction arpund the ring by signaling
between sites. That is, to send a message from one site to another, the source site writes
the destination site’s address in the message header and passes it to its neighbor. A site that
receives the message checks the message header to see if the message is addressed to it.
If not, the site passes on the message to ils own neighbor. In this manner, the message
circulates around the ring until some site removes it from the ring. In some ring networks,
the destination site (10 which the message is addressed) removes the message from the
ring, while in others it is removed by the source site (which sent the message). [n the latier
case, the message always circulates for one complete round on the ring. Generally, in ring
networks, one of the sites acts as a monitor site to ensure that a message does not circulate
indefinitely (that is, in case the source site or the destination site fails). The monitor site
also perform other jobs, such as housekeeping functions, ring utilization, and handling
other error conditions.

Mor)ltor

Fig. 2.3 Ring network topology.
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The connection cost of a ring network is low and grows only linearly with the
increase in number of sites. The average communication cost is directly proportional to
the number of siles in the network. If there are n sites, at most (n-1) links have to be
traversed by a message to reach its destination. An often-quoted disadvantage of ring
topology is the vulnerability of ring networks due to site or link failures; the network is
partitioned by a single link failure. Variations of the basic ring topology, such as using
bidirectional links, providing double links between two neighbers, and site skipping links
with each sile joined to its two immediate predecessors, have been considered to improve
network reliability.

2.3.2 Medium-fAccess Control Protocols

In case of both multiaccess bus and ring networks, we saw that a single channel is
shared by all the sites of a network, resulting in 4 multiaccess environment. In such an
environment, it is possible that several sites will want to transmit information over the
shared channel simultancounsly. In this case, the transmitted information may become
scrambled and must be discarded. The concerncd sites must be notified about the
discarded information, so that they can retransmit their information. If no special
provisions are made, this situalion may be repeaied, resulting in degraded performance.
Therefore, special schemes are needed in a multiaccess environment to control the
access to a shared channel. These schemes are known as medium-access control
protocols.

Obviously, in a multiaccess eovironment, the use of a medium having high
raw data tate alone is not sufficient. The medium-access control protocol used must
also provide for efficiemt bandwidth usc of the medium. Therefore, the medium-
access control protocol has a significant effect on the overall performance of a
computer network, and often it is by such protocols that the networks differ the
most. The three most imporant performance objectives of a medium-access control
protocol are high throughput, high channel utilization, and low message delay. In
addition to meeting the performance objectives, some other desirable characteristics
of a medium-access control protocol are as follows {Abeysundara and Kamal
1991}

1. For fairness, unless a priority scheme is intentionally implemented, the protocol
should provide equal opportunity to all sites in allowing them 10 transmit their
information over the shared medium.

2, For better scalability, sites should require a minimum knowledge of the
network structure (topology, size, or relative location of other sites), and
addition, removal, or movement of a site from one place 1o another in the
network should be possible without the need to change the protocol. Fur-
thermore, it should not be necessary to have a knowledge of the exact value
of the end-to-end propagation delay of the network for the protocol to
function correctly.

3. For higher reliability, centralized control should be avoided and the operation of
the protocol should be completely distributed.
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4. For supporting real-time applications, the protocol should exhibit bounded-delay
properties. That is, the maximum message transfer delay from one site to another
in the network must be known and fixed.

It is difficult to achieve all of the previously mentioned characteristics at the same
time while achieving the performance objectives of high throughput, high channel
utilization, and low message delay.

Several protocels have been developed for medium-access control in a multiaccess
environment. Of these, the Camrier Sense Multiple Access with Collision Detection
(CSMA/CD) protocol is the one most commonly used for multiaccess bus networks, and
the token ring and slotted ring are the two commonly used protocols for ring networks.
These medium-access control protocols are described next.

Note that for efficient and fair use of network resources, a message is often divided
into packets prior to transmission. In this case, a packer is the smallest unit of
commanication. It usually contains a header and a body. The body contains a part of the
actual message data, and the header contains addressing information (identifiers of the
sender and receiver sites) and sequencing information {position of the packet data within
the entire message data).

The CSMA/CD Protocol

The CSMA/CD scheme [IEEE 1985a] employs decentralized control of the shared
medium. In this scheme, each site has equal status in the sense thal there is no central
controller site. The sites contend with each other for use of the shared medium and the site
that first gains access during an idle period of the medium uses the medium for the
transmission of its own message. Obviously, occasional collisions of messages may occur
when more than one site senses the medivm o be idle and transmits messages at
approximately the same time. The scheme uses collision detection, recovery, and
controlled retransmission mechanisms to deal with this problem. Therefore, the scheme is
comprised of the following three mechanisms and works as described next:

1. Carrier sense and defer mechanism. Whenever a site wishes to transmit a
packet, it first listens for the presence of a signal (known as a carrier by analogy with
radio broadcasting) on the shared medium. If the medivm is found to be free (no carrier
is present on the medium), the site starts transmitting its packet. Otherwise, the site
defers its packet transmission and waits (continues to listen) until the medium becomes
free. The site initiates its packel transmission as soon as it senses that the medium is
free.

2. Collision detection mechanism. Unfortunately, carrier sensing does not prevent all
collisions because of the nonzero propagation delay of the shared medium. Obviously,
collisions occur only within a short time intervat following the start of transmission, since
after this interval all sites will detect that the medium is not free and defer transmission.
This time interval is called the collision window or collision interval and is equal to the
amount of time required for a signal to propagate from one end of the shared medium to
the other and back again. If a site attempts to transmit a packet, it must listen to the shared
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medium for a time period that is at least equal to the collision interval in order to guarantee
that the packet will not experience a coilision.

Collision avoidance by listening to the shared medium for at keast the collision
interval time beforc initiation of packet transmission leads to inefficient utilization of the
medium when collisions are rare. Therefore, instead of trying to avoid collisions, the
CSMA/CD scheme allows collisions to occur, detects them, and then takes necessary
recovery actions.

A decentralized collision detection mechanism is vsed when a site transmits its
packet through its output port, it 2also listens on its input port and compares the two signals,
A collision is detected when a difference is found in the two signals. On detection of a
collision, the site immediately stops transmitting the remaining data in the packet and
sends a special signal, called a jamming signal, on the shared medium to notify all sites
that a collision has occurred. On seeing the jamming signal, all sites discard the current
packet. The sites whose packets collided retransmit their packets at some later time.

Note that, for ensuring that all collisions are detected, a lower bound on packet length is
needed. To illustrate this, let us assume that the maximum propagation delay between two
sites of a network is 7. If the two sites start transmitting their packets aimost at the same time,
it will take at least fime ¢ for the sites to start receiving the other site’s packet data and to
detect the collision. Hence if the packet size is so small that it takes less than time ¢ for a site
to pump all its data on the network, the sites will not detect the collision because the two sites
complete their packet transmission before they see the other site’s packet data. However,
any other site on the same network for which the propagation time from the two sites is less
than ¢ will receive scrambled data of the packets of both the sites.

3. Controlled retransmission mechanism. Afier a collision, the packets that became
corrupted due to the collision must be retransmitted. If all the transmitting stations whose
packets were corrupted by the collision atlempt to retransmit their packets immediately
after the jamming signal, collision will probably occur again. To minimize repeated
collisions and to achieve channel stability under overload conditions, a controlled
retransmission strategy is used in which the competition for the shared medium is resolved
using a decentralized algorithm,

Retransmission policies have two conflicting goals: (a) scheduling a retransmisston
quickly to get the packet out and maintain nse of the shared medium and (b) voluntarily
backing off to reduce the site’s load on a busy medium. A retransmission algorithm is used
io calculate the delay before a site should retransmit its packet. After a collision takes
place, the objective is 1o obtain delay periods that will reschedule each site at times
guantized in steps at least as large as a collision interval. This time quantization is called
the retransmission slot time. To guarantee quick use of the medium, this slot time should
be short; yet to avoid collisions it should be larger than a collision interval. Therefore, the
slot time is usnally set to be a little longer than the round-trip time of the medium. The
real-time delay is the product of some retransmission delay D (a positive integer) and the
retransmission slot time (S)).

A good example of the controlled retransmission mechanism is the binary
exponential back-off algorithm used in Ethernet. This algorithm is described later in this
chapter during the description of Ethernet (a case study of LAN technology).
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The CSMA/CD scheme works best on networks having a bus topology with
bursty asynchronous transmissions. 1t has gained favor for tramsmission media that
have relatively low speeds (around 10 Mbps} mainly because of its ease of
implementation and its channel utilization efficiency. Notice that the performance of
the CSMAJCD scheme depends on the ratio of packel length to propagation delay. The
higher the ratio, the beiter the performance because the propagation delay is the
interval during which a packet is vulnerable to collision. After that interval, all sites
will have “heard” the transmission and deferred. As this ratio diminishes, the collision
frequency increases, causing significant performance degradation. Because this per-
formance becomes more pronounced when the ratio of packet length to propagation
delay is too low, CSMA/CD is unsuitable for high data raies and/or long distances.
For instance, for a Wransmission medium having photonic speeds (hundreds of
megabits per second or pigabits per second) the efficiency of CSMA/CD is often
unacceptable.

In addition te being unsuitable for systems having high data rates, small-size
packets, and long cable lengths, the CSMA/CD scheme has the following drawbacks:
(a) It does not possess a bounded-delay property. Because the loading . of the shared
medium is variable, it is impossible to guarantee the delivery of a given message within
any fixed time, since the network might be fully loaded when the message is ready for
transmission. (b) It is not possible to provide priorities for the use of the shared
transmission medium. Since all sites are equal, none have priority over others, even
though some sites may require greater use of the faciliies due 10 the nature of a
particular application.

The Token Ring Protocol

This scheme also employs decentralized control of \he shared medium. In this scheme,
access to the shared medium is conwrotled by using a single token that is circulated
among the sites in the system, A foken is a special type of message (having a unique
bit pattern) that entitles its holder 1o use the shared medium for transmitting its
messages. A special field in the token indicates whether it is free or busy. The token
is passed from one site to the adjacent site around the ring in one direction. A site that
has a message ready for transmission must wail until the token reaches it and it is free.
When it receives the free token, it sets it to busy, attaches its message to the loken,
and transmits it to the next site in the ring. A receiving site checks the status of the
token. If it is free, it uses it to transmit its own message. Otherwise, it checks to see
if the message attached to the busy token is addressed to it. If it is, it retrieves the
message attached to the token and forwards the token without the aitached message to
the next site in the ring. When the busy token returns to the sending site after one
complete round, the site removes it from the ring, generates a new free token, and
passes it to the next site, allowing the next site to transmit its message (if it has any).
The free token circulates from one site to another until it reaches a site that has some
message to transmit. To prevent a site frem holding the token for a very long time, a
token-holding timer is used to control the length of time for which a site may occupy
the token.
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To guarantee reliable operation, the token has to be protected against loss or
duplication. That is, if the token gets lost due 10 a site failure, the system must detect
the loss and generate a new token. This is usually done by the monitor site. Moreover,
if a site i crashes, the ring must be reconfigured 3o that site i—1 will send the token
directly to site i+1.

An advantage of the token ring protocol is that the message delay can be bounded
because of the absence of collisions. Another advantage is that it can work with beth large
and small packet size as well as variable-size packets. In principle, a message attached to
the oken may be of almost any length. A major disadvantage, however, is the initial
waiting time 1o receive a frec token even at very light loads. This initiat waiting time could
be appreciable, especially in large rings.

A variant of the wken ring protocol described above is the JEEE 802.5 standard
Token Ring protocol [IEEE 1985ct. This protocol is described later in this chapter dusring
the description of 1EEE Token Ring (a case study of LAN technology).

The Slotted-Ring Protocol

In this scheme, a constant number of fixed-length message slols continuously circulate
around the ring. Each slot has two parts—control and data. The control part usually has
fields to specify whether the slot is full or empty, the source and destination addresses of
the message contained in a full slot, and whether the message in it was successfully
received at the destination. On the other hand, the data part can contain a fixed-length
message data.

A site that wants to send a message first breaks down the message into packets of size
equal to the size of the data part of the slots. It then waits for the arrival of an empty slot.
As soon as an empty slot arrives, it grabs it, places one packet of ils message in its data
part, sets the source and destination addresses properly, sets the fullfempty field to fuli,
and puts it back on the ring. This slot then circulates on the ring and the site again wails
tor the arrival of another empty slot. The site continues doing this until it has transmitted
all the packets of the message.

Euch site inspects every full slot to check if it contains a packet addressed to it. If not,
it simply forwards the slot to the next site on the ring. Otherwise, it removes the packet
from the slot, properly alters the field in the slot showing that the message in the slot was
successiully received at the destination, and then forwards the slot to the next site in the
ring. When the slot returns back to its sender after completing its journey round the ring,
the sender changes its full/empty lield to empry, making it available for transmission of
any other message in the system.

This scheme prevems hogging of the ring and puarantees fair sharing of the
bandwidth of the shared medium among all sites. It also allows messages from muitiple
sites to be simudtancously transmilled {in the token ring scheme, only one site can transmit
at a time). However, it requires # long message (o be broken into smaller packets (this is
not required in the token ring scheme).

The slotted-ring scheme is used in the Cambridge Ring [Wilkes and Wheeler 1979],
which was developed at Cambridge University in the 1970s and is widely used in Britain.
Further details of this protocol can be found in [King and Mitrani 1987].



56

Chap. 2 B Computer Networks

2.3.3 LAN Technology Cose Studies: €thernst and I€EE
Token Ring

Ethernet

Ethernet is the most widely used LAN techrology for building distributed systems
because it is relatively fast and economical. It was introduced by DEC (Digital Equipment
Corporation), Intel, and Xerox in 1980, and subsequently, a slightly modified version of
it was adopted by the 1EEE as a standard LAN technology, known as the IEEE 802.3
standard [IEEE 1985a].

The network topology used for Ethernet is a simple multiaccess bus or a multiaccess
branching bus tepology. The communication medium uvsed is low-loss coaxial cable
having a data transfer rate of 10 Mbps.

A message is transmitted from one site to another by breaking it up into packets
(called frames in Ethernet) and then by broadcasting the packets io the bus. An address
designator is associated with each packet. As a packet travels on the bus, each site checks
whether the packet is addressed to it and the addressee site picks up the message.

For medium-access control, Ethernet uses the CSMA/CD protocol with a binary
exponential back-off algorithm as the controlled retransmission mechanism. In the binary
exponential back-off algorithm of Ethernet, the value of retransmission delay (D) is
selected as a random number from a particular retransmission interval between zero and
some upper limit (L). That is, if the packets of two sites collide, one will retransmit after
an interval of X X §, (5, is the retransmission slot time) and the other will retransmit after
an interval of ¥ X §,, where X and ¥ are likely 1o be different since they were chosen
randomly, To contro) the shared medium and keep it stable under high load, the value of
L is doubled with each successive collision, thus exiending the range for the random
selection of the value of D. In Ethernet, on first collision, the value of D is randomly
chosen to be 0 or {; on the second collision, it is randomly chosen to be 0, 1, 2, or 3; and
on the ith successive collision, it is randomly chosen to be an integer in the range ¢ and
2 — 1 (both inclusive). Thus, the more often that a sender fails (due to repeated collisions),
the longer potential period of time it will defer before attempting to retransmit. This
algorithm has very short retransmission delays at the beginning but will back off quickly,
preventing the medinm from becoming overloaded.

Notice that after some number of back-offs, the retransmission interval becomes
large. To avoid undue delays and slow response to improved medivm characteristics, the
doubling of the retransmission interval is usually stopped at some point, with additional
retransmissions still being drawn from this interval, before the transmission is finally
aborted. This is referred to as the truncated binary exponential back-off algorithm.

The structure of a packet in Ethemet is shown in Figure 2.4. The destination
and source addresses occupy 6 bytes each. The destination address may be a single-
site address (specifies a single site), a multicast address (specifies a group of sites),
or a broadcast address (specifies all sites). The address consisting of all 1's is the
broadcast address. The sites that belong to a mullicast address have their network
interfaces configured to receive all packets addressed to the multicast address.
Moreover, to distinguish multicast addresses from single-site addresses, the higher
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6 bytes 6 bytes 2bytes 46 bytes < length < 1500 bytes 4 bytes
Destination Source
address address Type Message data Checksum

Fig. 24  Structure of a packel in Fiheroer.

order bit of a multicast address is always 1, whercas this bit of a single-site address
is always 0.

The type field is used to distinguish among multiple types of packets. This field is
used by higher layer communication protocols (communication protocol layers are
described later in this chapter).

The message data field is the only field in the packet structure that may have
variable length. It contains the actual message data to be wransmitted. The length of
this field may vary from 46 to 1500 byles. The minimum length of 46 bytes for this
field is necessary to ensure that collisions are always detected in the CSMA/CD
scheme used for medivm-access control. On the other hand, the maximum length of
1500 bytes for this ficld is used to allow each site in the network to allocate buffer
space for the largest possible incoming packet and to avoid a sender site waiting for
a long time for the communication channel to become free. Since there is no field to
indicale the length of the message data field, an interval of 9.6 ps is used between
the transmission of two packets to allow receiving sites to detect the end of
transmission ol a packet.

The last 4 bytes of a packet always contain a checksum generated by the sender and
used by the receiver{s) 1o check the validity of the received packet. A receiver simply
drops a packet that contains an incorrect checksum. Due to this, message delivery is not
guaranteed in Ethernet. This is the reason why simple datagram protocois used in local
networks are potentially unreliable. If guaranteed message delivery is needed, the upper
layer of the communication protocol (communication protocol layers are described later
in this chapter) must vse acknowledgments for the receipt of each packet and timeout-
based retransmissions for unacknowledged packets.

Every Ethernet hardware interface is assigned a unique address by the manufacturer.
This allows all the sites of a set of mterconnected Ethernets to have unique addresses.
IEEE acts as an allocation authority for Ethernet addresses. A separate range of 48-bit
addresses is allocated to each manufacturer of Ethernet hardware interfaces.

IEEE Token Ring

Another commonly used LAN technology for building distributed systems is the IEEE
Token Ring technology, known as the JEEE 802.5 siandard (IEEE 1985b). IBM has
adopted this technology as a basis for its distributed system products.

The network topology used in the 1EEE Token Ring technology is ring topology, and
the medium-access control protocol used is the token ring protocol. Initially it operated at
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a speed of 4 Mbps but was later upgraded to 16 Mbps. 1t can use a cheap twisted pair or
optical fiber as the communication medium and has almost no wasted bandwidth when all
sites are trying to send.

A single token of 3 bytes keeps circulating continuously around the ring. The token
may either be busy or free. A site willing to send a message atlaches its message 1o the
token and changes its status lo busy, when the circulating token arrives at the sender’s site
with free status. Therefore, a busy token has a message packel atlached to it whose
structure is shown in Figure 2.5,

3 bytes 6 bytes 6 bytes length <5000 bytes 4 bytes

Token
Destination Source Message data  [Checksum)
address address
Packet control information{1 hyta} Packet
status
Priority and status information (1 byte) (1 byte)
Starting delimeter {1 byte End
" {1 byte) dsfirmiter
(1 byte)

Fig. 2.5 Siructure of a packet in IEEE Token Ring.

The first byte of the token contains a fixed bit pattern that enables siies 1o recognize
the start of a packet and synchronize 1o the data transmission rate. The second byte
contains priority and token status (free/busy} information. The third byte contains packet
control information. The priority field can be used to implement a variety of methods for
sharing the channel capacity among the sites on the network,

In addition to the token, a packel in the JEEE Token Ring has fields for source
and destination addresses {each 6 bytes long), message data (length < 5000 bytes),
checksum (4 bytes), end delimiter (1 byte), and packet staws (1 byte). The source
address and destination address [iclds respectively contain the addresses of ihe
sending and receiving sites. The message data field contains the data to be
transmitled. This field is of variable length and allows packets to be of almost any
length. The upper bound of 5000 bytes for the length of this field is a defauli valuc
for a parameter that can be configured on a per-installation basis. The checksum
field contains a checksum generated by the sender and used by the receiver to check
the validity of the received packet. The end-delimiter field contains a fixed bit
pattern that enables siles to recognize the end of a packel. Finally, the packet status
field specifies whether the packet was successfully received by the receiving site.
This field helps the sending site in knowing whether its packet was received by the
receiver. The sending site is responsible for removing its packel from the ring when
it returns after one rotation.
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2.4 WAN TECHNOLOGIES

A WAN of computers i1s constructed by interconnecting computers that are separated by
large distances; they may be located in different cities or even in different countries. In
general, no fixed regular network 1opology is used for interconnecting the computers of
a WAN. Moreover, different communication media may be used for different links of a
WAN. For example, in a WAN, computers located in the same country may be
interconnected by coaxial cables {ielephone lines), but communications satellites may be
used to interconncel two computers that are located in different countries.

The computers of a WAN are not connecled directly to the communication channels
but are connected to hardware devices called packet-switching exchanges (PSEs), which
are special-purpose computers dedicated 1o the task of data communication. Therefore, the
communication channels of the network interconnect the PSEs, which actually perform
the task of data communication across the network (Fig. 2.6). A computer of a4 WAN only
interacts with the PSE of the WAN to which it is connected for sending and receiving
messages from other computers on the WAN.

Computers

®7
1
@ SE PSE

@ PSE p PSE|

Fig. 2.6 A WAN of compulers.

To send a message packet to another computer on the network, a computer sends the
packet to the PSE to which il is connected. The packet is transmitied from the sending
computer’s PSE to the receiving computer's PSE, possibly via other PSEs. The actual
mode of packet transmission and the route used for forwarding a packet from its sending
computer’s PSE to its recciving computer’s PSE depend on the switching and routing
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techniques used by the PSEs of the network. Various possible options for these techniques
are described next. When the packet reaches its receiving computer’s PSE, it is delivered
to the receiving computer.

2.4.1 Switching Techniques

We saw that in a WAN communication is achieved by transmitting a packet from its
source computer to its destination computer through two or more PSEs. The PSEs provide
switching facility to move a packet from one PSE to another until the packet reaches its
destination. That is, a PSE removes a packet from an input channel and places it on an
output channel. Network latency is highty dependent on the switching technique used by
the PSEs of the WAN. The two most commonly used schemes are circuit switching and
packet switching. They are described next.

Circuit Switching

In this method, before data transmission starts, a physical circuit is constructed between
the sender and receiver computers during the circuit establishment phase. During this
phase, the channels constituting the circuit are reserved exclusively for the circnit; hence
there is no need for buffers at the intermediate PSEs. Once the circuit is established, all
packets of the data are transferred in the data transfer phase. Since all the packets of a
message data are transmitted one after another through the dedicated circuit without being
buffered at intermediate sites, the packets appear to form a conlinuous data siream.
Finally, in the circuit termination phase, the circuit is torn down as the last packet of the
data is transmitted. As soon as the circuit is torn down, the channels that were reserved for
the circuit become available for use by others. If a circuit cannot be established because
a desired channel is busy (being used), the circuit is said to be blocked. Depending on the
way blocked citcuits are handled, the partial circuit may be torn down, with establishment
to be attempted later.

This scheme is similar to that used in the public telephone system. In this system,
when a telephone call is made, a dedicated circuit is established by the telephone
switching office from the caller’s telephone 1o the callee’s telephone. Once this circuit is
established, the only delay invelved in the communication is the time required for the
propagation of the electromagnetic signal through all the wires and switches. While it
might be hard to obtain a circuit sometimes (such as calling long distance on Christmas
Day), once the circuit is established, exclusive access to it is guaranteed until the call is
terrninated.

The main advantage of a circuit-switching technique is that once the circuit is
established, data is transmitted with no delay other than the propagation delay, which is
negligible. Furthermore, since the full capacity of the circuit is available for exclusive use
by the connected pair of computers, the transmission time required to send a message can
be known and guaranteed after the circuit has been successfully established. However, the
method requires additional overhead during circuit establishment and circuit disconnec-
tion phases, and channei bandwidths may be wasted if the channel capacities of the path
forming the circuit are not utilized efficiently by the connected pair of computers.
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Therefore, the method is considered suitable only for long continuous transmissions or for
transmissions that require guaranteed maximum transmission delay. It is the preferred
method for transmission of voice and real-time data in distributed applications.

Circuit switching is used in the Public Switched Telephone Network (PSTN).

Packet Switching

In this method, instead of establishing a dedicated communication path between a sender
and receiver pair {of computers), the channels are shared for transmitting packets of
different sender-receiver pairs. That is, a channel is occupied by a sender-receiver pair
only while transmitiing a single packet of the message of that pair; the channel may then
be used for transmitting either another packet of the same sender-receiver pair or a packet
of some other sender-receiver pair.

In this method, each packet of a message contains the address of the destination
compuler, so that il can be sent to its destination independently of all other packets. Notice
that different packets of the same message may take a different path through the network
and, at the destination computer, the receiver may get the packets in an order different
from the order in which they were sent. Therefore, at the destination computer, the packets
have to be properly reassembled into a message. When a packet reaches a PSE, the packet
is temporarily stored therc in a packet buffer. The packet is then forwarded to a selected
neighboring PSE when the next channel becomes available and the neighboring PSE has
an available packet buffer. Hence the actual path laken by a packel to its destination is
dynamic because the path is established as the packet travels along. Packet-switching
technique is also known as store-and-forward communication because every packet is
temporarily stored by each PSE along its route before it is forwarded to another PSE.

As compared to circuit switching, packet switching is suitable {or transmitting small
amounts of data that are bursty in nature. The method allows efficient usage of channels
because the communication bandwidth of a channel is shared for transmitting several
messages. Furthermore, the dynamic selection of the actual path to be taken by a packet
gives the network considerable reliability because failed PSEs or channels can be ignored
and alternate paths may be used. For example, in the WAN of Figure 2.6, if channel 2 fails,
& message from compuler A to I can still be sent by using the path 1-3. However, due
to the need to buffer cach packet at every PSE and to reassemble the packets at the
destination computer, the overhead incurred per packet is large. Therefove, the method is
inefficient for transmitting large messages. Another drawback of the method is that there
is no guarantee of how long it takes a message to go from its source computer to its
destination computer because the time taken for each packet depends on the route chosen
for that packet, along with the volume of data being transferred along that route,

Packet swilching is used in the X.25 public packet network and the Intemmet.

2.4.2 Routing Techniques

In a WAN, when multiple paths exist between the source and destination computers
of a packet, any one of the paths may be used to transfer the packet. For example,
in the WAN of Figure 2.6, there are two paths between computers E and F: 3-4 and
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1-2-4—and any one of the two may be used to transmit a packet from computer E
to F. The selection of the actual path to be used for transmitting a packet is
determined by the routing technique used. An efficient routing lechnique is crucial to
the overall performance of the network. This requires that the routing decision
process must be as fast as possible to reduce the network latency. A good routing
algorithm should be casily implementable in hardware. Furthermore, the decision
process usually should not require global staie information of the network because
such information gathering is a difficult task and creates additional traffic in the
network. Routing algorithms are usvally classified based on the following three
attributes:

a Place where routing decisions are made
® Time constant of the information upon which the routing decisions are based
s Control mechanism used for dynamic routing

Note that routing techniques are nol needed in LANs because the sender of a message
simply puts the message on the communication channel and the receiver takes it off from
the channel. There is no need to decide the path to be used for transmitting the message
from the sender 1o the receiver.

Place Where Routing Decisions Are Made

Based on this attribute, routing algorithms may be classified into the following three
types:

1. Source routing. In this method, the source computer's PSE selects the entire
path before sending the packet. Thal is, all intermediate PSEs via which the packet
will be transferred to its destination are decided at the souwrce computer’s PSE of
the packet, and this routing information is included along with the packet. The
method requires that the source computer’s PSE must have fairly comprehensive
information about the network environment. However, the routing decision process
is efficient because the intermediate PSEs need not make any routing decision. A
drawback of the method is that the path cannot be changed after the packet has
left the source computer’s PSE, rendering the method susceptible o component
failures.

2. Hop-by-hop routing. In this method, each PSE along the path decides only the
next PSE for the path. That is, each PSE maintains information about the status of all its
outgoing channels and the adjacent PSEs and then selects a suitable adjacent PSE for the
packet and transmits it 10 that PSE. The routing decisions are typically based on the
channel availability and the readiness of the adjacent PSEs to receive and relay the packet.
The method requires that each PSE must maintain a routing table of some sort. However,
as compared to the static routing method, this method makes more efficient use of network
bandwidth and provides resilience to failures because alternative paths can be used for
packet transmissions.
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3. Hybrid routing. This method combines the first two methods in the sense that the
source compuler’s PSE specifies only certain major intermediate PSEs of the complete
path, and the subpaths between any two of the specified PSEs are decided by the method
of hop-by-hop routing.

Static and Dynamic Routing

Depending on when the information used for making routing decisions is specified and
how frequently it is modified, routing aigorithms are classified into the following two

types:

1. Static routing. In this method, routing tables (stored at PSEs) are set once and do
not change for very long pericds of time. They are changed only when the network
undergoes major modifications. Static routing is also known as fixed or deterministic
routing. Static routing is simple and easy to implement. However, it makes poor use of
network bandwidth and cawses blocking of a packet even when alternative paths are
available for its transmission. Hence, static routing schemes are susceptible to component
failures.

2. Dynamic routing. In this method, routing lables are updated relatively frequently,
reflecting shorter term changes in the network environment. Dynamic routing strategy is
also known as adaptive routing because it has a tendency to adapt to the dynamically
changing state of the network, such as the presence of faulty or congested channels.
Dynamic routing schemes can use alternative paths for packet transmissions, making more
efficient use of network bandwidth and providing resilience to failures. The latier property
is paiticularly important for large-scale architectures, since expanding network size can
increasc the probability of encountering a faulty network component. In dynamic rotting,
however, packets of a message may arrive out of order at the destination computer. This
problem can be solved by appending a sequence number to each packet and properly
reassembling the packets at the destination comptrter.

The path selection policy for dynamic routing may either be mirimal or
nonminimal. In the minimal policy, the selected path is one of the shortest paths between
the source and destination pair of computers. Therefore, every channel visited will bring
the puacket closer to the destination. On the other hand, in the nonminimal policy, a packet
may follow a longer path, usually in responsc to current network conditions. If the
nonminimal policy is used, care musi be taken to avoid a situation in which the packet wiil
continue to be rouled through the network but never reach the destination.

Control Mechanisms for Dynamic Routing

In the dynamic routing strategy, routing tables arc constantly updated. One of the
following threc approaches may be used for controlting the npdate action:

1. Isolated manner. In this approach, individual PSEs update the information in their
local routing table in an isolated manner, perhaps by periodically trying various routes and
observing performance.
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2. Centralized manner. In this method, changes in the network environment,
connectivity, or performance are constantly reported to one centralized PSE. Based on the
information received, the global routing table maintained at the centralized PSE is
constantly updated. The updated routing table information is periodically sent from the
centralized PSE to the source PSEs (in the source-routing strategy) or to all PSEs (in the
hop-by-hop routing strategy).

The main advantages of the centralized approach are that the routes are globally
optimal and other PSEs are not involved in the information gathering of the global
network status. However, the centralized approach suffers from poor performance in
situations where the system is large or where traffic changes are frequent. Also, it has poor
reliability since the table construction is performed at a single PSE.

3. Decenmtralized manner. To overcome the shortcomings of the centralized
approach, several systems use the distributed control mechanism. In this method, each
PSE maintains a routing table and the routing table updales are performed by mutual
interaction among the PSEs. Often a PSE piggybacks the routing table update information
along with some other message being sent to another PSE.

2.5 COMMUNICATION PROTOCOLS

In the last several sections of this chapter we saw that several types of agreements are
needed between the communicating parties in a computer network. For example, 1t is
important that the sender and receiver of a packet agree upon the positions and sizes of the
various fields in the packet header, the position and size of actual data in the packel, the
position and size of the checksum field, the method to calculate the checksum for error
detection and so on. For transmission of message data comprised of multiple packets, the
sender and receiver must also agree upon the method used for identifying the first packet
and the last packet of the message, and since the last packel may only be partially filled,
a method is needed to identify the last bit of the message in this packet. Morcover,
agreement is also needed for handling duplicate messages, avoiding buffer overflows, and
assuring proper message sequencing, All such agreements, needed for communication
between the communicating parties, are defined in terms of rules and conventions by
network designers. The term profocol is used to refer to a set of such rules and
conventions.

Computer networks are implemented using the concept of layered protocols.
According to this concept, the protocols of a network are organized into a series of layers in
such a way that each layer contains protocols for exchanging data and providing functions in
a logical sense with peer entities at other sites in the network. Entities in adjacent layers
interact in a physical sense through the common interface defined between the two layers by
passing parameters such as headers, trailers, and data parameters. The main reasons for
using the concept of layered protocols in network design are as follows:

8 The protocols of a network are fairly complex. Designing them in layers makes
their implementation more manageable,
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m Layering of protocols provides well-defined interfaces between the layers, so that
a change in one layer does not affect an adjacent layer. That is, the various
functionalities can be partitioned and implemented independently so that each one
can be changed as technology improves without the other ones being affected. For
example, a change to a routing algorithm in a network control program should not
affect the Munctions of message sequencing, which is located in another layer of the
network architecture.

m Layering of protocols also allows interaction between functionally paired layers in
differcnt locations. This concept atds in permitting the distribution of functions to
remote sites.

The terms protocol suite, pratocol family, or protecol stack are used to refer to the
collection of protocols (of all laycrs) of a particular network system.

2.5.1 Protocols for Network Systems

In Chapter | we saw that distributed systems are basically different from network systems,
Therefore, the requirements of communication protocols of these two types of systems are
also different. The basic goal of communication protocols for network systems is lo allow
remote computers to communicate with each other and o allow users to access remote
resources. On the other hand, the basic goal of communication protocols for distributed
systems is not only 1o allow users to access remote resources but o do 0 in a transparent
Manner.

Several standards and protocols for network systems are already available. However,
protacols for distributed systems are still in their infancy and no standards are vyet
available. Some standard network prolocol models are described next. The protocols for
distributed systems arc presented in the next section.

The 1S0/0S1 Reference Model

The number of layers, the name of each layer, and the functions of each layer may be
different for different networks. However, 10 make the job of the network communication
protocol designers easier, the International Standardization Organization (ISO) has
developed a reference model that identifies seven standard layers and defines the jobs to
be performed at each layer. This model is called the Open System Imternational Reference
Model (abbreviated OS§ model) [DePrycker et al. 1993, Larmouth 1993, Stallings 1993c].
It is a guide, not a specilication. It provides a framework in which standards can be
developed for the services and protocols at each fayer, Note that adherence to standard
protocols is important for designing open distributed systems. This is because if standard
protocols are used, separate software components of distributed systems can be developed
independently on computers having different architectures (different code ordering and
data representations). To provide an understanding of the structure and functioning of
layered network protocols, a brief description of the OSI modet is presented next. There
are many sources for more detail on this model [Tanenbaum 1988, Stallings 1993c,
Larmouth 1993],
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The architecture of the OSI model is shown in Figure 27. It is a seven-layer
architecture in which a separate set of protocols is defined for each layer. Thus each layer
has an independent funclion and deals with one or more specific aspects of the
communication. The roles of the seven layers are briefly described below,

Site 1 Site 2
v
Layer7 |. Application protocol [ Layer7
(application)| ™ (application)
Interface Interface
v v
Layer 6 Presentation protocol » Layer 6
presentation) (presentation
3
Interface Interface
v v
Layer5 | Session protocol Layer 5
(session) |* — ¥ (session)
Interface Interface
v L
Layer4 |, __Transport protocol .| tayera
(transport) [~ 1 (transport)
Interface Interface
h J L d
Layerd | Network protocol .| Layer3
(network) [* m— #1 (network)
[y
Interface i Interface
v
Layer2 | Data-link protocol Layer 2
(data link) |™ T *l (data link)
&

Interface | Interface
Layer 1 |, Physical protocel oty Tayerd
(physical) | (physical)

[

Network

Fig. 2.7 Layers, interfaces, and protocols in the OSI model.

Physical Layer. The physical layer is responsible for transmitting raw bit streams
between two sites. That is, it may convert the sequence of binary digits into electric
signals, light signals, or eleciromagnetic signals depending on whether the two sites are on
a cable circuit, fiber-optic circuit, or microwave/radio circuit, respectively. Electrical
details such as how many volts to use for 0 and 1, how many bits can be sent per second,
and whether transmission can take place only in cone direction or in both directions
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simultaneously arc also decided by the physical layer protocols. In addition, the physical
layer protocols also deal with the mechanical details such as the size and shape of the
connecting plugs, the number of pins in the plugs, and the function of each pin. In shori,
the physical layer protocols deal with the mechanical, electrical, procedural, and
functional characteristics of transmission of raw bit streams between two sites. R§232-C
is a popular physical layer standard for scrial communication lines,

Data-Link Layer. The physical layer simply transmits the data from the sender’s
sit¢ to the receiver’s site as raw bits. It is the responsibility of the data-link layer to
detect and correct any errors in the transmilted data. Since the physical layer is only
concerned with a raw bit strcam, the data-link layer partitions it into frames so that
error dekection and correction can be performed independently for each frame. The data-
link layer also performs flow conirol of frames between lwo sites to ensure thal a
sender does not overwhelm a receiver by sending frames at a rate faster than the
receiver can process. Therefore, the error control and flow control mechanisms of a
network form the data-link layer protocols in the OSI model. Notice that the data-link
layer and physical layer profocols establish an error-free communication of raw bits
between lwo siles.

Network Layer. The network laver is responsible for setting up a logical path
between two sites for communication 1o take place. It encapsulates frames into packets
that can be transmiued from one site 1o another vsing a high-level addressing and routing
scheme. That is, routing is the primary job of the network layer and the routing algorithm
forms the main part ol the network layer protocols of the network.

Two popular network layer protocols are the X.25 Protocol and the Internet Protocol
(called IP). The X.25 is a connection-oriented protocol that is based on the concept of
establishing a virtwal circuit between the sender and receiver before the actual
communication starts between them. In this protocel, a request for connection is first sent
to the destinalion, which can either be accepted or rejected. [f the connection is accepted,
the requesting party is given a connection identifier to use in subsequent requests. During
the connection establishment phase, a route beiween the two parties is also decided that
is used for the wransmission of subsequent traffic.

On the other hand, IP is a connectionless protocol in which no connection is
established between the sender and receiver befere sending a message. Thercfore, each
packet of the message is transmitted independently and may take a different route. 1P is
part of the DoD (U.S. Department of Defense} protocol suite.

Notice thal the functions performed at the network fayer are primarily required in
WANS. In a single LAN, the network layer is largely redundant because packets can be
transmitted directly from any silc on the network 1o any other site. Therefore the network
layer, if present, has little work to do.

Transport Layer. The job of the transport layer is to provide site-to-site
communication and to hide all the details of the communication subnet from the session
layer by providing a network-independent transport service. Using this service, all the
details of the communication subnet are sealed and one subnet can be replaced with
another without disturbing the layers above the transport layer.
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In particular, the transpon layer accepts messages of arbitrary length from the session
layer, segments them into packets, submits them to the network layer for transmission, and
finally reassembles the packets at the destination. Some packets may be lost on the way
from the sender to the receiver, and depending on the routing algorithms vsed in the
network layer, packets may arrive at the destination in a sequence that is different from the
order in which they are sent. The transport layer protocols include mechanisms for
handling lost and out-of-sequence packets. For this, the transport layer records a sequence
number in each packet and uses the sequence numbers for detecting lost packets and for
ensuring that messages are reconstructed in the correcl sequence.

The 18O mede] provides five classes of transport protocols (known as TP through
TP4) which basically differ in their ability to handle emmors. TPO 13 the least powerful one
and TP4 is the most powerful one. The choice of which one to use depends on the
properties of the underlying network layer.

The two most popular transport layer protocols are the Transport Control Protocol
(TCP) and the User Datagram Protocol (UDP). Both are implemented in the DARPA
protocol suite of DARPA Internet. TCP is a connection-oriented transport protocol that
provides the same services as TP4 of the ISO model. It uses end-to-end mechanisms to
ensure reliable, ordered delivery of data over a logical connection. These goals ate
basically achieved by using packet sequence numbers and positive acknowledgments with
timeout and retransmission.

The UDP is a connectionless transport protocol. It is an unreliable protocol because,
when it is used, message packets can be lost, duplicated, or arrive out of order. Therefore,
only those applications that do not need reliable communication should use UDP.

Session Layer. The purpose of the session layer is to provide the means by which
presentation entities can organize and synchronize their dialog and manage their data
exchange. It allows the two parties to authenticate each other before establishing a dialog
session between them. It also specifies dialog type—one way, two way altemate, or two
way simuitaneous—and initiates a dialog session if the message is a connection request
message. The other services of the session layer include quarantine service, dialog controd,
and priority management. The quarantine service buffers a group of messages on the
receiving side until the session layer on the sending side explicitly releases them. This is
useful in database applications where a transaction (consisting of a group of messages)
needs to be an atomic unit. The dialog control is useful for dialog sessions in which the
user primnitives used for sending and receiving messages are of the nonblocking type. In
this case, the user may have multiple requests outstanding on the same session, and replies
may come back in an order different from that in which the requests were sent. The dialog
control reorders replies according to the order of requests, The priority management
service is useful for giving priority to important and time-bound messages over normal,
less-important messages. The session layer is not required for connectionless
cormmunication.

Presentation Layer. The purpose of this layer is to represent message
information to communicating application layer entities in a way that preserves meaning
while resolving syntax differences. For this, the presentation layer may perform one or
more of the following types of transformations on message data:
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m A message usually contains structured information that may include any of the
data types used in programming languages—integers, characters, arrays, records,
and so on, including user-defined data types. Translation is therefore required
where language sysiems or application programs in the source and destination
computers use different representations for these data types.

® Data format conversions are also necded to transfer data between computers when
the hardware of the sending and receiving computers uses different data
representations. In this case, the presentalion layer soitware in the sending
computer transforms message data from the formats used in its own computer to
a set of standard network representations called eXternal Data Representation
(XDR) before transmission. The presentation layer software in the receiving
computer transforms the message data from the network representations to the
formats used in its own computer.

m For applications dealing with confidential or secret data, the presentation layer
software in the sending computer encrypts message data before passing it to the
session layer. On the receiver side, the encrypted message data is decrypled by the
presentation layer before being passed on to the application layer.

® In a similar manner, when message data is large in volume (such as multimedia
data) or with networks that are slow or heavily loaded, message data may be
compressed and decompressed by the presentation layer software in the sending
and receiving computers, respectively.

Application Layer. The application layer provides services that directly support
the end users of the network. Obviously, the funclionality implemented at this layer of the
architecture is application-specific. Since each application has different communication
needs, no fixed or standard set of application layer protocols can meet the needs of all
applications. Therefore, the application layer is basically a collection of miscellaneous
protocols for various commonly used applications such as clectronic mail, file transfer,
remote login, remote job entry, and schemas for distributed databases. Some popular
application layer protocols are X.400 (Electronic Mail Protocol}, X.500 (Directory Server
Protacol), FTP (File Transfer Protocol), and rlogin (Remote Login Protocol).

In actual implementation, of the scven layers, the first three layers are likely to be in
hardware, the next two layers in the operating sysiem, the presentation layer in library
subroutines in the user’s address space, and the application layer in the user’s program.

Example of Message Transfer in the OSI Model. 7o illustrate the functions
of the various layers of the OSI model, let us consider a simple example of message
transmission. With reference to Figure 2.8, let us assume that a process at the sending
site wants to send a message M to a process at the receiving site. The sending site’s
process builds the message M and passes it to the application layer (layer 7) on its
machine. The application layer software adds a header (H;) o M and passes the
resulting message to the presentation layer (6) via the interface between layers 7 and
6. The presentation layer software performs text compression, code conversion, security
encryption, and so on, on the received message, and afier adding a header (Hg) o it,
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Fig. 2.8 An example illustrating transfer of message M from sending site to receiving
site in the OST model: A, header added by layer n; T, trailer added by
layer n.

it passes the resulting message on to the session layer (5). Depending on the type of
dialog, the session layer software establishes a dialog between the sender and the
receiver processes. It also regulates the direction of message flow. A header (Hs) is
added to the message at this layer, and the resulting message is passed on to the
transport layer (4). The transport layer software now splits the message into smaller
units (M, and M) called packets and adds a header (H,) 10 each packet. These headers
contain the sequence numbers of the message packets. The packets are then passed on
to the network layer (3). The network layer software makes routing decisions for the
received packets and sets up a logical path between the sending and receiving sites for
transmission of the packets. It then adds a header () to each packet and passes them
on to the data-link layer (2). The data-link layer software adds a header (H,) and a
trailer (T,) to each of these packets. The trailers contain the checksum of the data in
the comesponding packets. The resulling message units are called frames, which are
passed on to the physical layer (1). The physical layer software simply transmits the
raw bits from the sender’s machine to the receiver’s machine using the physical
connection between the two machines.
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On the receiver's machine, the message data traverses up from the physical layer to
the application layer. As the message data traverses to higher level layers, each layer
performs the functions assigned to it and strips off the headers or trailers added by its peer
layer at the sending site. For example, the data-link layer at the receiving machine
performs error detection by recalculating the checksum for each frame and comparing il
with the checksum in the trailer of the frame. It strips off the header (H,) and the trailer
(T>) from the frames before passing them on (o the network layer. The application layer
of the receiver’s machine finally passes on the message in its original form o the
communicating process on the receiver’s site. Notice that the software of a particular layer
on the sending machine conceptually communicates only with its peer layer on the
receiving machine, although physically it commuonicates only with the adjacent layers on
the sending machine. This abstraction is crucial to network design.

The IEEE 802 LAN Reference Model

The 180 model is oriented toward WANs rather than LANs because it was conceived as
a model for computer networking primarily in the point-to-point packet-switching
environment. In a LAN, the host computers are connected directly to a netvork circuit by
relatively simple interface hardware. The interface hardware and network driver software
in each site can send and receive data at high speeds with low error rates and without
switching delays. These important characteristics of LANs give considerable advantages
in cost, speed, and reliability in comparison to WANs. Due to these differences in
characteristics between LANs and WANSs, and also because of the following differences
between the OS] model and LAN concepts, the OSI model is generally considered to be
unsuitable for LAN environments:

& In the OSI model, information is exchanged between {wo communicating entities
only afier they have entered into an agreement about exchanging information. But
in a LAN, no such prior agreement is needed for communication to take place, and
information may be delivered to a destination from a number of different sources
within a short time interval.

m In the OSI model, the model of communication is generally one (o onc and/or one
to many. But in a LAN, the model of communication is generally many to
many.

@ The OSI madel is often said to be connection oriented. But communications in a
LAN is mostly connectionless.

This implies that a modified reference model particularly suited to LANs is needed.
This problem was realized long ago, and a reference model suitable for LANs was built
by iEEE in 1983, the JEEE 802 LAN Reference Model (abbreviated [EEE 802 LAN)
[TEEE 1990]. The IEEE 802 LAN model was built with an aim to use as much as possible
of the OSI model while providing compatibility between LAN equipments made by
different manufacturers such that data communication can take place between these
equipments with the minimum effort on the part of the ascrs or builders of LANSs.
Therefore, the JEEE 802 LAN model modifies only the [owest two layers of the OSI
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model and does not include specifications for higher layers, suggesting the use of the OS1
model protocols at higher layers. The modifications of the lowest two layers are mainly
concerned with the most important features of LANs that result from the fact that the
physical medium is a resource shared by all sites connected to iL. The relationship between
the IEEE 802 LAN model and the OSI model is shown in Figure 2.9.

The OSI medel
Layer 7
{application)
Layer 6
{presentation}
Layer 5
{session)
Layer 4
{transpor)
Layer 3 The lowest three layers
(network) of the |IEEE 802 LAN model
o Layer3
{dléat;?irni) (legical-link control)
) Layer 2
Layer 1 {mediu m-i(;c:esrsiconlrol)
(pnysicah R (physical)

Fig. 2.9 Relationship between the IEEE 802 LAN model and the OS] model.

As shown in the figure, the lowest three layers of the IEEE 802 LAN model are the
physical layer, the medium-access-control layer, and the logical-link-control layer. The
physical layer defines interface protocols for the following four types of media that are
commonly used in LANs: baseband, broadband, fiber optics, and twisted pair. As the name
implies, the medium-access-control layer deals with the medium-access-control protocols
for LANs. This layer includes functions associated with both the physical and data-link
layers of the OSI model. It includes the following four standards:

1. The IEEE 802.3 standard, which defines protocols for a LAN having bus lopology
that uses the CSMA/CD method for medium-access control.

2. The IEEE 802.4 standard, which defines protocols for a LAN having bus topology
that uses the token-passing method for medivm-access control. The sites
connected to the bus are arranged in a logical ning to use the token-passing
method.
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3. The IEEE 802.5 standard, which defines protocols for a LAN having ring
topology that uses the token-passing method for medium-access control.

4. The 1IEEE 802.6 standard, which defines protocols for a MAN.

The third layer, that is, the logical-link-control layer, contains the IEEE 802.2 standard.
This standard basically defines a common logical-link-control protocol that can be used in
conjunction with each of the four standards defined at the media-access-control layer.

Finally, the rclationship between the protocols defined in the OSI model and the
standards defined in the IEEE 802 LAN model is described in the JEEE 802.1 siandard.
Further details on the IEEE 802 LAN model can be found in {IEEE 1990, 1985a,b.c].

Network Communication Protocol Case Study:
The Internet Protocol Suite

Several protocol suites for network systems, such as the IP suite of the U.S. Department
of Defense, Xerox Networking System (XNS) of Xerox, System Network Architecture
{SNA) of IBM, Advanced Peer-to-Peer Networking (APPN) of IBM, and NetB1OS of
IBM, are available today. Of the available protocol suites for network systems, IP is the
most popular and widely vsed one because it has several attractive features. For instance,
it is suitable for both LANs and WANS; it can be implemented on all types of computers,
from personal computers to the larger supercomputers; and it is not vendor specific. It is
an copen standard governed by the nonaligned {vendor-independent) Internet Engineering
Task Force (IETF). Every major vendor supports IP, making it the lingua franca on
networking. Moreover, IP is such a dominant networking standard that companies in a
position (0 use it as their backbone protocol will be able 1o move quickly (o high-speed
internetworking technologies like ATM, FDDI, switched Ethernet and Token Ring, or
100-Mbps Ethernet. Owing 1o its importance and wide popularity, 1P is described below
as a case study of protocol suites for network systems.

Figure 2_10 shows the structure of the IP suile. It consists of five layers and several
protocols at each fayer. The existence of multiple protocols in one layer allows greater
flexibility to the users due w different protocols for different applications having different
communication requirements. The protocols of each layer are briefly described next.

Layers Protocols at each layer
Application - TP TFTP TELNET,
Transpot 1 TCP,UDP
]
Network E iP, ICMP
Data link i ARP, RARP, others
]
Fig. 2.10 The Internet Protocol suite Physical i g:-'_:;'sEmemet» Taken Ring,
slructure. i
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Physical Layer Protocols. Most systems using the IP suite for a LAN use the
Ethernet protocol at the physical layer. However, LAN products using the IP snite with the
Token Ring protocol vsed al the physical layer are also available. Moreover,
implementations using the SLIP (Serial Line Internet Protocol), which uses an RS-232
serial line protocol (having speeds from 1200 bits per second to 19.2 Kbps), also exist.
Networks using the IP suite with physical layer protocols for satellite and microwave links
also exist.

Data-link Layer Protocols. Every protocol suite defines some type of
addressing for uniquely identifying each computer on a nelwork, In the IP suite, a
computer’s address (called internet address or IP address) consists of the following
information:

1. Net number. Each network using the Internet protocol suite has a unique net
number that is assigned by a central aunthority-—the Network Information Center
{N1iC) located aL SRI International.

2. Subnet number. This is an optional number representing the subnet to which the
computer being addressed is attached. This number is assigned by a user to the
subnet when the subnet is being set up. The subnel number is stated in the IP
address of a computer only when the compuier is on a subnet.

3. Host number. This number uniquely identifies the computer being addressed on
the network identified by a net number.

All this informalion is represented by a 32-bit address divided into four 8-bit fields,
Each fieid is called an octet. Each octet is separated from the next oclet by a period. The
decimal number represents 1 byte of the IP address, which can have a value of 0-255,
Therefore, a typical 1P address is 190.40.232.12.

Thete are three classes of Internet address—A, B, and C—plus a provision for
Internet multicast communication that is useful for applications that need multicast
facility. The format and the permissible values for each octet for each class of Internet
address are shown in Figure 2.11. Due to the increasing importance of multicast-based
applications, a group of user organizations has established a multicast network called
MBone (Multicast Backbone) thal is a virtual network in the Internet that multicasts audio,
video, white-board, and other streams that need to be distributed to large groups
simultaneously {Macedonia and Brutzman 1994]. MBone addresses such network issues
as bandwidth constraints, routing protocols, data compression, and network topology.
Many application tools are available free of cost for a wide variety of host platforms.
Today, hundreds of researchers use MBone to develop protocols and applications for
group communication,

The three classes of Internet addresses are designed to meet the requirements of
different types of organizations. Thus class A addresses are used for those networks that
need to accommodate a large number of computers (hosts) on a single network, while
class C addresses allow for more networks but fewer hosts per network, and class B
addresses provide a median distribution between number of networks and number of hosts
per network. Notice from Figure 2.11 that there can be only 127 class A networks, and the
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An example IP address is 236.8.26.54
(dh

Fig, 2.11 Intemnel address formats: Inlernel address for (@) class A, {b} class B,
() class C networks, and (¢) multicast communication Tacility.

highest host address in a class A network can be 255.255.254, thus accommodating a
possible 16,777,214 hosts. On the other hand, a class C network can accommodate only
254 hosts.

Values from 0 to 255 can be assigned to ¢ach octet for the host number part of
an address, wilh the restriction that the host number part cannot be all 0's or all 1's.
That is, for example, on a petwork having a net address of 78, a host could have the



76

Chap. 2 @ Computer Networks

address 78.15.0.105 or 78.1.1.255 but i could not have the address 78.0.0.0 or
78.255.255.253. This is because Internetl addresses with a host pumber part that is all
0’s or all 1's are used for special purposes. Addresses with host number part set 1o all
0’s are wsed to refer to “this host,” and a host number set to all 1's is used to address
a broadcast message to all of the hosts connected lo the network specified in the net
number part of the address.

A multihomed host is one thal is connected to two or more networks, This implies
that it must have two or more Internet addresses, one for each network to which it is
connected. This means that every Intemet address specifies a unigue host but each host
does not have a unique address.

Each packet received by the data-link layer from the network layer contains the
IP addresses of the sender and receiver hosts. These IP addresses must be converted
to physical network addresses for transmission across the network. Similarly, physical
network addresses embedded in packets received from other networks must be
converted to IP addresses before being passed on to the network layer. The job of
translating IP addresses to physical nelwork addresses and physical network addres-
ses to IP addresses is performed by the data-link layer. Two important protocols that
belong to this layer are ARP and RARP. ARP (Address Resolution Protocol)
[Plummer 1982] is the Ethernet address resolution protocol that maps kmown IP
addresses (32 bits long) to Ethernet addresses (48 bits long). On the other hand,
RARP (Reverse ARP) [Finlayson et al. 1984] is the IP address resolution protocol
that maps known Ethernet addresses (48 bits) to IP addresses (32 bits), the reverse
of ARP.

Network Layer Protocols. The two network layer protocols are IP [Postel
1981a) and ICMP (Internet Control Message Protocol) [Postel 1981b]. IP performs the
transmission of datagrams from one host to another. A datagram is a group of information
transmitted as a unit to and from the upper layer protocols on sending and receiving hosts.
It contains the IP addresses of sending and receiving hosts. For datagram transmission, the
two main jobs of IP are fragmentation and reassembly of datagrams into IP packets and
routing of IP packets by determining the actual path to be taken by each packel from its
source o the destination. For packet routing, a dynamic routing algorithm that uses a
minimal path selection policy is used.

On the sending host, when a datagram is received at the network layer from the
transport layer, the IP attaches a 20-byte header. This header contains a number of
parameters, most significantly the TP addresses of the sending and receiving hosts, Other
parameters include datagram length and identify information if the datagram exceeds the
allowable byte size for network packets [called MTU (maximum transfer unit) of the
network] and must be fragmenied. If a datagram is found to be larger than the allowable
byte size for network packets, the IP breaks up the datagram into fragments and sends
each fragment as an IP packet. When fragmentation does occur, the IP duplicates the
sonrce address and destination address into each IP packet, so that the resulting IP packets
can be delivered independently of each other. The fragments are reassembled into the
original datagram by the IP on the receiving host and then passed on to the higher protocol
layers.
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The data ransmission service of the IP has best-effort delivery semantics. That is, a
best effort is made to deliver the packets but delivery is not guaranteed. The IP computes
and verifies a checksum that covers its own header, which is inexpensive to calculate.
There is no data checksum, which avoids overheads when crossing routers, but leaves the
higher level protocols to provide their own checksums. On the receiving host, if the
checksum of the header is found to be in error, the packet is discarded, with the
assumption that a higher layer protocol will retransmit the packet. Hence, the data
transmission service of the IP is unreliable.

The ICMP of the network layer provides an elementary form of flow control. When
IP packets arrive at a host or router so fast that they are discarded, the ICMP sends a
message to the original source informing it that the data is arriving oo fast, which then
decreases the amount of data being sent on that connection link.

Transport Layer Protocols. Transpon layer protocols enable communications
between processes running on separate computers of a network. The two main protocols
of this layer are TCP (Transport Control Protocol) [Postel 1981c] and UDP (User
Datagram Protocel) [Postel 1980]. These two protocols are sometimes referred to as TCP/
IP and UDP/IP, respectively, to indicate that they usc the IP at the network layer.

The TCP provides a connection-oriented, reliable, byte-stream service to an
application program. It is a reliable protocol because any data written to a TCP connection
will be received by its peer or an error indication will be given. Since the IP of the network
layer provides an unreliable, connectionless delivery service, it is the TCP that contains
the logic necessary 10 provide a reliable, virtual circuit for a user process. Therefore, TCP
handles the csiablishment and termination of connections between processes, the
sequencing of data thar might be received out of order, the end-to-end reliabitity
{checksum, positive acknowledgments, timeouts), and the e¢nd-te-end flow control. Note
that the ICMP of the network layer does not provide end-to-end flow control service
between two communicating processes. TCP is used in most of the well-known Internet
services that are defined at the application layer.

On the other hand, UDP provides & connectionless, unreliable datagram service. It is
an unreliable protocol because no attempt is made to recover from failure or loss; packets
may be lost, with no error indication given. Therefore, UDP is very similar to TP with two
additional features that are not provided by IP: process addressing and an optional
checksum to verify the contents of the UDP datagram. These two additional features are
enough reason for a user process to use UDP instead of trying to vse IP directly when a
connectionless datagram protocol is required. UDP is often used for experimental or
small-scale distributed applications in which either reliability of communication is not
important or reliability of communication is taken care of at the application level. For
example, rwho service, network monitoring, time service, Trivial File Transfer Protocol
(TFTP), and so on, use UDP

The IP layer provides host-to-hest commuaication service, but the ransport layer
provides process-to-process communication service. For process addressing, both TCP
and UDP use 16-bit integer port numbers. That is, both TCP and UDP attach a header to
the data to be transmitted. Among other parameters, this header contains port numbers to
specify sending and receiving processes. A port number uniguely identifies a process
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within a particular computer and is valid only within that computer. Once an IP packet has
been delivered to the destination computer, the transport layer protocols dispatch it to the
specified port number at that computer. The process identified by the post number picks
up the packel from the port. Further details of the port-based process-addressing
mechanism is given in Chapler 3.

Application Layer Protocols. A varicty of protocols exist at the application
layer in the IP suite. These standard application protocols are available at almost all
implementations of the IP suite. Some of the most widely used ones are briefly described
next. Addifional details of these protocols can be found in [Stallings 1992b}:

1. File Transfer Protocol (FTP). This protocol is used to transfer files to and from
a remote host in a network. A file transfer takes place in the following manner:

B A user executes the fip command on its local host, specifying the remote host as
a parameter.

a The FTP client process of the user’s machine establishes a connection with an FTP
server process on the remote host using TCP.

m The user is then prompted for login name and password to ensure that the user is
allowed to access the remote host.

& After successful login, the desired file(s) may be transferred in either direction by
using get (for transfer from remote to local machine) and put (for transfer from
local to remote machine) commands. Both binary and text files can be transferred.
The user can also list directorics or move between directories of the remote
machine.

2. Triviai File Transfer Protocol (TFTP). This protocol also enables users to transfer
files to and from a remote host in a network. However, unlike FTP, it uses UDP (not TCP),
it cannot check the authenticity of the user, and it does not provide the facilities of listing
directories and moving between directories.

3. TELNET. This protocel enables terminals and terminal-oriented processes to
communicate with another host on the network. That is, a user can execute the felnet
command on its local host to start a login session on a remote host. Once a login
session is established, telnet enters the input mode. In this mode, anything typed on the
keyboard by the user is sent to the remote host. The input mode entered will be either
character or line mode depending on what the remote system supports. In the character
mode, every character typed on the keyboard is immediately sent to the remote host
for processing. On the other hand, in the line mode, all typed material is echoed locally,
and (normally} only completed lines are sent to the remeote host for processing. Like
FTP, TELNET uses TCP.

4. Simple Mail Transfer Protocol (SMTP). This protocol enables two user processes
on a network to exchange electronic mail vsing a TCP connection between them.

5. Domain Name Service (DNS). The client processes of application protocols, such
as FTP, TFTP, TELNET, SMTF, can bec designed to accept Internet addresses (in their
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decimal form) from a wser to identify the remote host with which the user wants (o
interact. However, as compared to numeric identifiers, symbolic names are easier for
homan beings to remember and use. Therefore, the Inlernet suppors a scheme for the
allocation and use of symbolic names for hosts and networks, such as asuvax.eas.asu.edu
or eas.asu.edu. The named entities are called domains and the symbolic names are catled
domain names. The domain name space has a hierarchical structure that is entirely
independent of the physical structure of the networks that constitute the Internet. A
hierarchical naming scheme provides greater flexibility of name space management
(described in detail in Chapter 10).

When domain names are accepted as parameters by application protocols such as
FTP, TFTP, TELNET, SMTP, and so on, they must be translated to Internet addresses
before making communication operation requests to lower level protocois. This job of
mapping domain names to Internet addresses is performed by DNS. Further details of
DNS are given in Chapter 10.

£2.5.2 Protocols for Distributed Systems

Although the protocols mentioned previously provide adequate support for traditional net-
work applications such as file transfer and remote login, they are not suitable for distributed
systems and applications. This is mainly because of the following special requiremenis of
distributed systems as compared to network systems [ Kaashoek et al. 1993]:

& Transparency. Communication protocols for network systems use location-
dependent process identifiers (such as port addresses that are unique only within
a node). However, for efficient utilization of resources, distributed systems
normally support process migration facility, With communication protocols for
network syslems, supporting process migration facility is difficult because when a
process migrates, its identifier changes. Therclore, communication protocols for
distributed systems must use location-independent process identifiers that do not
change even when a process migrates from one node to another.

@ Client-server-based communication. The communication protocols for network
systems treat communication as an input/output device that is used to transport
data between two nodes of a network. However, most communications in
distributed systems are based on the client-server model in which a client requests
a server to perform some work for it by sending the server a message and then
waiting until the server sends back a reply. Therefore, communication protocols
for distributed systems must have a simple, connectionless protocol having
features 1o support request/response behavior.

m Group communication. Several distributed applications bencfit from group
communication facility that allows a message to be sent reliably from one sender
to n receivers. Although many network systems provide mechanisms to do
broadcast or multicast at the data-link layer, their communication protocols often
hide these useful capabilities from the applications. Furthermore, although
broadcast can be done by sending » point-to-point messages and waiting for n
acknowlcdgments, this algorithm is inefficient and wastes bandwidth. Therefore,
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communication protocols for distributed systems must support more flexible and
efficient group communication facility in which a group address can be mapped on
one or more data-link addresses and the routing protocol can use a data-link
multicast address to send a message to all the receivers belonging to the group
defined by the multicast address.

& Security. Security is a critical issue in networks, and encryption is the commonly
used method to ensure security of message data transmitted across a network,
However, encryption is expensive to use, and all nodes and all communication
channels of a network are not untrustworthy for a particular user. Therefore,
encryption should be used only when there is a possibility of a critical message to
travel via an untrustworthy node/channel from its sovrce node to the destination
node. Hence a communication protocol is needed that can support a flexible and
efficient encryption mechanism in which a message is encrypted only if the path
it takes across the network cannot be trusted. Existing communication protocols
for network systems do not provide such flexibility.

® Network management. Network management activities, such as adding/removing
a node from a network, usually require manual intervention by a system
administrator to update the configuration files that reflect the current configuration
of the network. For example, the allocation of new addresses is often done
manvally. Ideaily, network protocols should automatically handle network
management activities o reflect dynamic changes in network configuralion,

m Scalability. A communication protocol for distributed systems must scale well and
altow efficient communication to take place in both LAN and WAN environments.
A single communication protocol must be usable on both types of networks.

Two communication protocols that have been designed to achieve higher throughput
and/or fast response in distributed systers and to address one or more of the issues stated
above are VMTP (Versatile Message Transport Protocol) and FLIP (Fast Local Internet
Protocol). VMPT provides group communication facility and implements a secure and
efficient client-server-based communication pretocol [Cheriton and Williamson 1989]. On
the other hand, FLIP is designed Lo support transparency, cfficient client-server-based
communication, group communication, secure communication, and easy network
management [Kaashoek et al. 1993]. These protocols are briefly described next.

The Versatile Message Transport Protocol

This is a transport protocol that has been especially designed for distributed operating
systems and has been used in the V-System [Cheriton 1988]. It is a connectionless
protocol that has special features to support request/response behavior between a client
and one or more server processes, It is based on the concept of a message transaction
that consists of a request message sent by a client to one or more servers followed by
zere of more response messages sent back to the client by the servers, al most one per
server. Most message transactions involve a single request message and a single
TEeSponse Message.
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For better performance, a response is used to serve as an acknowledgment for the
corresponding request, and a response is usnally acknowledged by the next request from
the same client. Using special facilities, a client can request for an immediate
acknowledgment for its request or a server can explicitly request an acknowledgment for
its response.

To support transparency and to provide group communication facility, entities in
VMTP are identified by 64-bit identificrs that are unigue, stable, and independent of the
host address. The latter property allows entities to be migrated and handled independent
of network layer addressing. A portion of the entity identifier space is reserved for entity
group identifiers that identify a group of zero or more entities. For example, each file
server, as a separate entity, may belong to the group of file servers, identified by a single
entity group identifier. To find out the location of a particular file directory, a client can
send a request for this information to the entity group of file servers and receive a response
from the server containing the directory. A group management protocol has been provided
for creating new groups, adding new members or deleting members from an existing
group, and querying information about existing groups.

Again for better performance, VMPT provides a selective retransmission mechanism.
The packets of a message are divided into packet groups that contain up to 2 maximum
of 16 kilobytes of segment data. The data segment is viewed as a sequence of segment
blocks, each of 512 byies (except for the last, which may be only partly full), allowing the
portions of the segmeni in a packet group to be specified by a 32-bit mask. Each packet
contains a delivery mask field that indicates the portions of the data segment the packet
contains. The maximum number of blocks per packet is determined by the network
maximum packet size. When a packet group is received, the delivery masks for the
individual packets are ORed together to obtain a bitmap indicating which segment blocks
are still outstanding. An acknowledgment packet contains this bitmap, and the sender
selectively retransmits only the missing segmeint blocks.

The VMTP uses a rate-based flow control mechanism. In this mechanism, packets in
a packet group are spaced out with interpacket gaps to reduce the arrival rate at the
receiver. The mechanism allows clients and servers to explicitly communicate their
desired interpacket gap times and to make adjustments based on selective retransmission
requests described previously. For example, if the bilmap returned by the receiver
indicates that every other packet needs to be retransmitted, the sender reasonably increases
the interpacket gap. If the next acknowledgment bitmap indicates that every fourth packet
is missing, the sender again increases the inierpacket gap. When no packet loss cccurs, the
sender periodically reduces the interpacket gap to ensure thal it is transmitting at the
maximum rate the receiver can handle. Thus, selective retransmission provides feedback
1o indicate that the rate of transmission is too high and also minimizes the performance
penalty arising from overflooding of packets from a fast sender (0 a slow receiver.

An optimization used in VMTP is 1o differentiate between idempotent and
nonidempotent operations. An idempotent operation is one whose execution can be
repeated any number of times without there being any side effects. For example,
requesting the time of day is a typical idempotent operation, but transferring money
from one bank account to another is a nonidempotent operation. In VMTP, a server can
label a response o indicate that a message transaction was idempotent. By doing so,
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arrangements need not be made for retransmitting the response when it is lost because
the server can reproduce the response when the request is retransmitted. However, when
a response is nonidempotent, VMPT prevents the server from executing a request more
than once.

In addition to the aforementioned features, VMTP provides a rich collection of
optional facilities that expand its functionality and efficiency in various situations. One
such facility that is particularly useful for real-time communication is the facility of
conditional message delivery. With this facility, a chient can specify that its message
should only be delivered if the server is able to process it immediately. The optional
facilities are carefully designed to provide critical extensions to the basic facilities without
imposing a significant performance penalty, especially on common-case processing.

Further details of the VMTP protocol can be found in [Cheriton 1986, Cheriton and
Williamson 1989},

The Fast Local Internet Protocol

This is a connectionless protocol for distributed operating systems. 1t has been used in
the Amocba distributed system [Mullender et al. 1990}. Its main features include
transparency, security, easy network management, group communication facility, and
efficient client-server-based comrmunication facility. The following description is based on
the material presented in | Kaashoek et al. 1993].

For transparency, FLIP identifies entities, called network service access points
(NSAPs), with location-independent 64-bit identifiers. Sites on an internetwork can have
more than one NSAP, typically one or more for each entity (e.g., process). Each sile is
connected to the internetwork by a FLIP box that either can be a software layer in the
operating system of the corresponding site or can be run on a separate communications
processor. Each FLIP box maintains a routing table that is basically a dynamic hint cache
mapping NSAP addresses on data-link addresses. Special primitives are provided to
dynamically register and unregister NSAP addresses into the routing table of a FLIP box,
An entity can register more than one address in a FLIP box (e.g., its own address to
receive messages directed to the entity itself and the null address to receive breadcast
messages). FLIP uses a one-way mapping between the privale address used to register an
entity and the public address used to advertise the entity. A one-way encryption function
is used to ensure that one cannot deduce the private address from the public address.
Therefore, entities that know the (public) address of an NSAP (because they have
communicated with it) are not able to receive messages on that address, because they do
not know the corresponding private address.

The FLIP messages are transmitted unreliably between NSAPs. A FLIP message may
be of any size less than 2°2 — 1 bytes. If a message is too large for a particular network,
it is fragmented into smaller chunks, called fragments. A fragment typically fits in a single
network packet. The basic function of FLIP is to route an arbitrary-length message from
the source NSAP to the destination NSAP. The path selection policy is based on the
information stored in the routing tables of each FLIP box about the networks to which ijt
is connected. The two main parameters used for this purpose are the network weight and
a security bit. A low network weight means that the network is desirable on which to
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forward a message. The network weight can be based, for example, on physical properties
of the network, such as bandwidth and delay. On the other hand, the secure bit indicates
whether sensitive data can be sent unencrypted over the network or not,

The three types of calls provided in FLIP for sending a message to a public address
are flip_unicast, flip_multicast, and flip_breadcast. These calls provide both point-to-
point and group communication facilities. The group communication protocols make
heavy use of flip_multicast. This has the advantage that a group of n processes can be
addressed using onc FLIP address, even if they are located on multiple networks.

Although FLIP does not encrypt messages itself, it provides the following two
mechanisms for secure delivery of messages. In the first mechanism, a sender can mark
its message sensitive by using the security bit. Such messages are routed only over trusted
networks. In the second mechanism, messages routed over an untrusted network by a FLIP
are marked unsafe by sctling the unsafe bit. When the receiver receives the message, by
checking the unsafe bit, it can el the sender whether or not there is a safe route between
them. If a safe route exists, the sender tries to send sensitive messages in unencrypted form
but with the security bit set. If at some stage during routing no further trusted path is found
for the message (which can only happen duc to network confliguration changes), it is
returned to the sender with the unreachable bit set. If this happens, the sender encrypts the
message and retransmits it with the securiry bit cleared. Therefore, message encryption is
done only when required.

The FLIP supports easy network management because dynamic changes in network
configuration are automatically handled. The only network management job that requires
human intervention is the specification of trusted and untrusted networks. That is, FLIP
relies on the system administrator to mark a network interface as tristed or untrusted,
because FLIP itself cannot determine if a network can be considered trusted.

One requirement for which FLIP does not provide full support is wide-area
networking. Although FLIP has been used success{ully in small WANS, it does not scale
well enough to be uscd as the WAN communication protocol in a large WAN. FLIP
designers traded scalability for functionality because they felt that wide-area communica-
teon should not be done at the network layer, but in higher layers.

Further details of the FLIP protocol can be found in {Kaashoek ct al. 1993).

2.6 INTERNETWORKING

We saw in Chapter | that two desirable leatures of distributed systems are extensibility
and openness. Both these features call for a need to integratc two or more networks
(possibly supplied by different vendors and based on different nelworking standards) to
form a single network so that computers that could not communicate because they were
on different networks before inlerconnection can now communicate with each other.
Interconnecting of two or more networks to form a single network is called
internetworking, and the resulting nctwork is called an internerwork. Therefore, a WAN of
multiple LANs is an internetwork.

Internetworks are often heterogeneous networks composed of several network
segments that may differ in topology and protocol. For example, an internctwork may
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have multiple LANSs, some of which may have multiaccess bus topology while others may
have ring topology; some of these LANs may be using Ethernet technology while others
may be vsing Token Ring technology; and some segments of the network may be using
the IP suite while others may be using IBM’'s SNA (System Network Architeciure)
protocol suite. Internetworking allows these relatively unrelated networks to evolve into
a single working system. That is, the goal of internetworking is to hide the details of
different physical networks, so that the resulting internetwork functions as a single
coordinated unit.

The three important internetworking issues are how to interconnect multiple
{possibly beterogeneous} networks into a single network, which communication
medium to use for connecting two networks, and how to manage the resulting
internetwork. Some commonly used technologies to handle these issues are described
below. An important point 10 remember here is that handling of internetworking issues
becomes much casier if the network segments of the resulting internetwork were
designed using widely accepted standards instcad of proprietary topologies and
protocols. If an organization has designed its nelworks using nonstandard technologies,
interconnection to global networks may require tearing of the existing networks and
starting over again. Therefore, adherence to standards is very important from an
internetworking point of view.

£.6.1 Interconnection Technologies

Interconnection technologies enable interconnection of networks that may possibly
have different topologies and protocols. Interconnecting two networks having the
same topology and protocol is simple because the two networks can easily commu-
nicate with each other. However, interconnecting two dissimilar networks that have
different topologies and protocols requires an internetworking scheme that provides
some common point of reference for the two networks to communicate with each
other. That point of reference might be a high-level protocol common to the two
networks, a device that allows interconnection of different topologies with different
physical and electrical characteristics, or a protocol that allows operating environment
differences to be ignored. The most commonly used approach is to make use of
common high-level protocols for moving data between common Jayers on a commu-
nications model such as the OS] or the IP suites. Internetworking (ools, such as
bridges, routers, brouters, and gateways, make extensive use of this approach. As
described next, each of these tools has strengths, weaknesses, and specific applica-
tions in internetworking. These tools are “blackbox” internetworking technologies that
enable interconnection of similar or dissimilar networks to form a single network
system.

Bridges

Bridges operate at the bottom two layers of the OSI model (physical and data link).
Therefore, they are used {o connect networks that vse the same communication
protocols above the data-link layer but may or may not use the same protocols at the
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physical and data-link layers. For example, bridges may be used to comnect two
networks, one of which uses fiber-optic communication medium and the other uses
coaxial cable; or one of which uses Ethernet technology and the other uses Token Ring
technology. But both networks must use the same high-level protocols (e.g., TCP/AP or
XNS) to communicate.

The similarity of higher level protocols implies that bridges do not modify either the
format or the contents of the frames when they transfer them from one network segment
to another (they simply copy the frames). Hence bridges feature high-level protocol
transparency. They can wansfer data between two network segments over a third segment
in the middle that cannot understand the data passing through it. As far as the bridge is
concerned, the intermediate segment exists for routing purposes only.

Bridges are intelligent devices in the sense that they use a process of learning
and filtering in data forwarding to keep network traffic within the segment of the
network 10 which it belongs. Therefore, bridges are also useful in network partitioning.
When the performance of a network segment degrades due to excessive network
traffic, it can be broken inte two network segments with a bridge interconnecting the
two segments.

Routers

Routers operate ai the network layer of the OSI model. Therefore, routers do not care what
topologies or access-level protocols the interconnected network segments use. Since
routers use the bottom three layers of the OSI model, they are usually used to interconnect
those networks that use the same high-level protocols above the network layer. Note that
the protocols of data-link and physical layers are transparent to routers. Therefore, if two
network segments use different protocols at these two layers, a bridge must be used to
connect them.

Unlike bridges, routers do not view an intemetwork from end to end. That is,
bridges know the ultimate destination of a data, but routers only know which is the
next router for the data being transferred across the network. However, routers are
smarter than bridges in the sense that they not only copy a data from one network
scgment 1o another, bui they also choose the best route for the data by using
information in a routing table to make this decision. That is, managing traffic
congestion is a big plus of routers; they employ a flow control mechanism to direct
traffic on to alternative, less congested paths.

Routers are commonly used to interconnect those network segments of large
internetworks that use the same communication protocol. They are particularly useful in
comtrotling traffic flow by making intelligent routing decisions.

An internetwork often uses both bridges and routers to handle both routing and
maltiprotocol issues. This requirement has resulted in the design of devices called
brouters, which are a kind of hybrid of bridges and routers. They provide many of the
advanlages of hoth bridges and routers. They are complex, expensive, and difficult to
install, but for very complex heterogeneous internetworks in which the network segments
use the same high-level communication protocols, they ofien provide the best
internetworking solution,
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Gateways

Gateways operate al the top three layers of the OS] model (session, presentation, and
application). They are the most sophisticated internetworking tools and are used for
interconnecting dissimilar networks that use different communication protocols. That is,
gateways are used to interconnect networks that are built on totally different
communications architectures. For instance, a galeway may be used to interconnect two
networks, one of which uses the IP suite and the other uses the SNA protocol suite.

Since netwotks interconnecied by a galeway use dissimilar protocols, protocol
conversion is the major job performed by gateways. Additionally, gateways sometimes
also perform routing functions.

2.6.2 Which Communication Medium to Use?

Another important issue in internetworking is to decide the communication medivm that
should be used to connect two networks. This largely depends on the locations of the two
networks and the throughput desired. For example, FDDI (Fiber Distributed Data
interface), specified by the American National Standards Institute (ANSI), operates at a
speed of [00Mbps and is an ideal high-bandwidth backbone for interconnecting LANs
that are located within a multistory building or housed in several buildings in a campuslike
environment.

If the two networks are located a litde far from each other (such as on opposite sides
of a lown or in nearby cities), then they may be connected by leased telephone lines if the
data traffic between the two networks is not heavy. If the dala traffic between the (wo
networks is heavy, dedicated lines may be used to interconnect the two networks. tse of
dedicated lines is also suggested for security reasons when the data exchanged between
the two networks ofien contains sensitive information,

Finally, if the two networks are located very far from each other (such as in different
countries or in two distantly located cities of a country), then communication channels of
public data networks, such as telephone lines or communication satellites, may be used to
interconnect them. Long-haul communication channels are expensive. Moreover, if
communication channels of a public dala nelwork are used to interconnect the two
networks, inconsistencies of traffic and system reliability influence the data throughput
between the two networks. Security is also a problem in this case. The data throughput
problem may be solved to some extent by using one’s own method of traffic routing. For
example, if the two networks are located in New York and Los Angeles, the total traffic
between the two networks may be routed through both Denver and Dallas for better
throughput. Metheds to handle the security problem are described in Chapter 11.

2.6.3 Network Managemsent Technologies

Network management deals with the monitoring and analysis of network stalus and
activities. Network monitoring tools watch network segments and provide information on
data throughput, node and link failures, and other global occurrences on the network that
may be vseful in some manner to network managers. Simple network monitoring tools
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report the existence, if not the cause, of a problem in any part of the network. On the other
hand, network analysis tools analyze network activities from a wide variety of angles at
a depth that includes packet-level protocol analysis. They add quantitative information to
the monitor’s qualitative data by providing a wide array of complete information about the
operation of a network.

Management of an internetwork is more complex than management of a simple
independent LAN because local problems become global problems when several LANs
are interconnected 1o form an internetwork. Pinpointing the location of a problem in an
internetwork is tricky because the problem may be on a local or remote LAN. Thercfore,
the tools available for managing a single independent LAN either work poorly or do not
work at all when applied to internetworks. The heterogeneous nature of internetworks is
also a major obstacle in the design of widely acceptable management tools for
internetworks. Every manager of an internetwork dreams of a single tool that has the
following features:

1. It can enfold all the protocols and devices found on a typical heterogencous
internetwork.

2. It should be easy to use. Highly graphical user interface that allows rapid user
interaction and reduces the need for highly skilled network analysts at most levels
is desirable.

3. It should be intelligent in the sense that it can learn and reason as it isolates
network faults.

4. It should have no preferences regarding a device’s vendor or protocol.

Unfortunately, no such ool exists at present, However, the futare Jooks encouraging,
as several network management frameworks and network management profiles are on the
way. To provide for management of future interoperable multivendor networks, the IS0,
the IETFE, the OSF, and other organizations are cumently developing management
standards for communications networks based on several reference models and network
management frameworks, Of the various emerging standards, three standards seem to be
promusing for future network management tools, These are Simple Network Management
Protocol (SNMP), Common Managemenit Information Protocol (CMIP), and Distributed
Management Environment (DME).

The SNMP is a client-server protocol suitable for applications that operate in the
chient-server mode and do not require real-time notification of faults. It was introduced in
the late 1980s to control and monitor networks that use the 1P suite. Because of its
simplicity for implementation and lower costs, SNMP-based tools are being implemented
by most of the network management element vendors. To address speed, security, and
manager-to-manager communication capability, IETF is working on version 2 of SNMP
protocols. Further detaits of SNMP may be found in {Datapro 1990, Shevenell 1994, Janet
1993].

The CMIP is a network management standard developed by OSI (ISO/CCITT). It is
designed to facilitate interoperability and true iniegration between large numbers of
separale, isolated network management products and services in a multivendor
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enviconment. It is based on a manager-agent model. The managing system invokes the
management operations, and the managed system forwards the notifications to the
manager. Communications between managing systems is also facilitated by the agent-
manager role. Further details of CMIP may be found in {IT 19%90, Janet 1993].

There are a lot more SNMP-based products available as network management tools
as compared to CMIP-based products. In spite of providing richer functionality and more
sophisticated features than SNMP-based products, CMIP-based products are nol enjoying
rapid growth because they are more expensive, more complex, and require more
processing power to implement.

The OSF's DME is a set of specifications for distributed network management
products, Its goal is to provide a framework to enable a consistent system and network
management scheme across a global, multivendor distributed environment. To achieve
this goal, the design of DME has been based on SNMP, CMIP, and other de facto
standards. DME-based products are not yet available in the market. Further details of
DME may be found in [Datapro 1993].

£.6.4 Internstwork Case Study: The Internst

The Internet is the best example of an internetwork. It is a single worldwide collection
of interconnected heterogencous networks that share a uniform scheme for addressing
host computers and a suite of agreed protocols. Hosts and other resources on the
Internet are named by using the DNS (Domain Name System) naming scheme
described in Chapter 10.

The Internet has its roots in the ARPANET system of the Advanced Rescarch
Projects Agency of the U.S. Department of Defense. ARPANET was the first WAN and
had only four sites in 1969. The Internet evolved from the basic ideas of ARPANET and
was initially used by research organizalions and universities to share and exchange
information. Since restrictions for commercial use were lifted in 1989, the Internet has
rapidly grown into an internetwork that now interconnects more than 10,000 networks,
allowing more than 3 million computers and more than 40 million compuler users in more
than 150 countrics around the world to communicate with each other. The Internet
continues to grow at a rapid pace.

The Internet is a vast ocean of information that is of interest to a wide variety of
users. Several user-friendly tools are available that allow users to successfully navigate the
Internet and find useful information for one’s own purposes. A few of the most popular
of these tools are Gopher, Archie, WAIS (Wide-Area Information Servers), WWW
{World-Wide Web), and Mosaic.

Gopher [Mantin 1993] is a text-based tool that provides hierarchical collections of
information of all sonts across the Internet. It is a seemingly endless maze of directory
menus. Developed at the University of Minnesota in 1991, Gopher is currently the most
commonly used tool to locate information on the Internet. For further details, ftp to
boombox.micro.umn.edu and look in the directory /publgopheridocs.

Archie is a collection of tools that allows searching of indexes of files available on
public servers by anonymous fip on the Internet. For further details, gopher to
gopher.gmu.edu.
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Wide-Area Information Servers (WAIS) is a group of freeware, shareware, and
commercial software programs that help vsers locate information on the Intemet. For
further details, gopher to gopher gmu.edu.

The World-Wide Web (WWW) is a hypermedia distribution system that uses
hypertext links to other textual documents or files. With this facility, users can click
on a highlighted word or words in a document to provide additional information about
the selected word(s). With WWW, users can alse access graphic pictures, images,
audio clips, or even full-motion video that is set up at sites ali over the world o
provide a wealth of useful information. WWW was invented by the European Centre
for Nuclear Research (CERN) in 1992 in an attempt to build a distributed hypermedia
system. WWW traffic is the fastest growing part of the Internet and it is today’s
preferred vehicle for the Internet commerce. For further details, refer to [Vetter et al.
1994] or gopher to info.cern.ch.

Mosaic is 2 hypermedia-based browsing icol for finding and retrieving infor-
mation from the Internet. Mosaic browsers are currently available for UNIX work-
stations mnning X Windows, PCs running Microsoft Windows, and the Apple
Macintosh computers. Mosaic can access data in WWW servers, WAIS, Gopher
servers, Archie servers, and several others. Its popularity is rapidly increasing
because of its many useful features and capabilities. For further details, refer to
[Vetter et al. 1994] or anonymous fip to fip NCSA.uiuc.edu and look in the
directory /PC/Mosaic.

The worldwide scope of the Internet makes it perhaps the single most valuable tool
for use in many significant ways by both non-profit and commercial organizations. Some
of the important current strategic uses of the Internet are listed here. The following
description is based on the material presented in [Nejmeh 1994]:

1. On-line communication. The electronic mail service (known as e-mail) on the
Internet is extensively used today by compuler users around the world to communicate
with each other. With this facility, the Internet has proved to be a rapid and productive
communication tool for millions of users. As compared to paper mail, telephone, and
fax, c-mail is preferred by many because (a) it is faster than paper mail; (b} unlike the
telephone, the persons communicating with each other need not be available at the
same time; and (¢) unlike fax documents, e-mail documents can be stored in a
computer and be easily mantpulated using editing programs.

2. Software sharing. The Internet provides access to a large number of shareware
software development tools and ulilitics. A few examples of such available shareware
tools are C++ compilers, code libraries, mail servers, and operating systems {all availabie
via fip from sunsite.unc.edu). The Free Software Foundation also provides a wealth of
GNU software (for details anonymous fip to prep.ai.mit.edu and look in the directory
IpublGNU ).

3. Exchange of views on topics of common interest. The Internel has a number of
news groups. Each news group allows a group of users to exchange their views on some
topic of common interest. For example, the news group comp.os.os2.advocacy contains
candid dialog about the O5/2 operating system.
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4. Posting of information of general interest. The Internet is also being extensively
used as a large electronic bulletin board on which information of general interest can be
posted to bring it to the attention of interested users around the world. Some commonly
posted information include career opportunities, conference and event announcements,
and calls for papers for conferences and journals.

5. Product promotion. Several commercial organizations are effectively using the
Internet services for promoting their products. These organizations make use of corporate
fip, Gopher, or WWW server sites focused on disseminating timely information about
corporate happenings, product announcements, recent strategic alliances, press releases,
and other information of potential interest to existing and prospective customers. For
example, comp.sys.sun.announce news group contains information about Sun Micro-
system’s latest product announcements.

6. Feedback about products. In addition to product promotion, commercial
organizations arc also using the Internet to gather information about user satisfaction of
existing products, market opportunities of new products, and ideas for potential new
products. This is usually accomplished by putting up an interactive survey application by
the organization on a WWW or Gopher site on the Internet.

7. Customer support service. Many software organizations are also using the Internet
to provide unprecedented levels of timely customer support. The combined electronic
mail, ftp, and other services on the Internet provide all of the enabling tools necessary to
provide such first-rate customer support. For cxample, bugs in fielded software products
can be reported to an organization via electronic mail, and bug fixes, minor releases, work-
arounds, known problems and limitations, and generat advice about a product can be made
available by an organization (o its customers via an fip server.

8. On-line journals and magazines. The Internet now has literally hundreds of
electronic subscriptions that can be found both for free and low cost. There are many
Gopher and WWW sites on the Internet that deal with electronic versions of many journals
and magazines. For example, Dow Jones News/Retrieval provides fee-based access to the
electronic version of the Wall Street Journal on the Iniemel. Researchers are working in
the direction to extend this idea to support full-fledged electronic libraries on the

Internet.

9. On-line shopping. The Internet has also facilitated the introduction of a new
market concept that consists of virtual shops. These shops remain open 24 hours all the
year round and are accessible to purchasers all around the world. They provide
information about products or services for sale through fip, Gopher, or WWW servers.
Using the Internet services, customers submit specific product queries and request specific
sales quotes. Through a well-defined authorization and authentication scheme, the Internet
services are then used to accept orders placed by the customers, to handle order payments,
and to track orders to fulfillment. For exampie, the Internet Mall is a collection of shops,
each providing several products or services for sale. For a list of the available products or
services at the Internet Mall, ftp to fip.netcom.com and look in the directory /pubs/
Guides.
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10. Worldwide video conferencing. Worldwide video conferencing is an emerging
service on the Internet that allows a group of users located around the globe to talk and
interact with gach other as il they were sitiing and discussing in a single room. The CU-
SeeMe systemn developed at Cornell University is an example of an Internet-based video-
conferencing system. For information on CU-SeeMe, ftp to gated.cornell.edu and look in
the directory /publvideciCU-SeeMe. FAQ.7-6.1x1.

2.7 ATM TECHNOLOGY

Asynchronous Transfer Mode (ATM) is often described as the future computer networking
paradigm. It is a high-specd, connection-orienmed switching and multiplexing technology
that uses short, fixed-length packets (called cells) to transmit different types of traffic
simuitaneously, including voice, video, and data. It is asynchronous in that information
streams can be sent independently without a common clock. This emerging technology is
briefly described next. For a more complete treatinent of the state of the ant in ATM
technology, see [DePrycker 1993, Newman 1994, Fischer ct al. 1994, Haendel et al. 1994,
Vetter 1993, Kim and Wang 1995].

2.7.1 Main Features of ATM Technology

ATM technology is expected to have an enormous impact on future distributed systems
because of its following attractive features:

1. It enables high-bandwidth distributed applications by providing dala transmission
speeds of 155 Mbps, 622 Mbps, and potentially 2.5 Gbps. This feature will make possible
several new distributed applications, such as applications based on video-on-demand
technique, video-conferencing applications, and applications that need to access remote
databases of multimedia data.

2. N provides high ransmission speeds {or both local and wide-area networks and
services, enabling high-powered distributed applications thai previously had little hope of
extending beyond LAN environments to be used in WAN environments as well.

3. N supports both the fundamemal approaches o switching (circuit switching and
packet switching) within a single integrated switching mechanism (called cell switching).
This feature makes it suitable both for distributed applications that generate constant-bit-
rate (CBR) waffic and distributed applications that generate variable-bir-rate (VBR)
traffic. For instance, applications dealing with video and digitized voice generate CBR
traffic. Constant-bit-rate traffic requires guaranteed (hroughput rates and service levels.
On the other hand, most data applications generate VBR traffic. Variable-bit-rate traffic
can tolerate delays and fluctuating throughput rates,

4. It uses the concept of virtual networking to pass traffic between two locations.
This concept allows the available bandwidth of a physical channel to be shared by
multiple applications, enabling multiple applications to simultancously communicate at
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different rates over the same path between two end points. That is, it allows the total
bandwidth available to be dynamically distributed among a variety of user applications.

5. In addition to point-lo-point communication in which there is a single sender and
a single receiver, it can easily support multicasting facility in which there is a single sender
but multiple receivers. Such a facility is needed for transmitting broadcast television to
many houses at the same time. Many collaborative distributed applications also require
frequent use of this kind of facility.

6. It enables the use of a single network to efficiently transport a wide range of
multimedia data such as text, voice, video, broadcast television, and so on. Therefore, the
use of separate networks such as a telephone network for voice, an X.25 network for data,
and a cable television network for video can now be replaced by a single ATM network
that provides & means for integrating voice, video, data, and other information. This
integration will in turn lead to substantial cost savings and simplification in the design of
communication networks.

7. 1t is flexible in the way il grants access to bandwidth. That is, it enables supply
of bandwidth on demand and allows billing network users on a per-cell basis (more
probably on a giga-cell basis, given the speed and transfer capabilities of ATM). A user
can grab as big or as small a chunk of network bandwidth as he or she needs and pay only
for as much as he or she uses.

8. 1t is a scalable technology. It enables increase or decrease of such things as
bandwidths and data rates and still maintains the architecture of the signaling process.
Moreover, the same switching technology (cell switching) and the same cell format is used
for the transport of all types of information (voice, video, and data) in both LAN and WAN
environments.

9. It has a fairly solid base of standards. It has been adopted by the International
Telecommunications Union (FTU) (formerly CCITT) and intermationally standardized as
the basis for the Broadband Integrated Services Digital Network (B-ISDN).

2.7.2 Basic Concepts of ATM Technology

There are two fundamemal types of network traffic—CBR and VBR. The CBR traffic
(comprising of video and digitized voice information) is smooth, whereas VBR traffic
(comprising of data information) is bursty. The CBR traffic requires a low but constant
bandwidth and guaranteed throughput rates and service levels. On the other hand, VBR
traffic requires large bandwidth for very short periods of time at random intervals and can
tolerate delays and fluctuating throughput rates. Due to this basic difference in
characteristics of the two types of traffic, circuit switching is the most suitable networking
technology for handling CBR traffic, whereas packet switching is the most suitable
networking technology for handling VBR traffic. However, neither circuit switching nor
packet switching is suitable for handling both classes of network traffic. Therefore, when
the standards bodies of the ITU were working on a universal multiplexing and swilching
mechanism that could support integrated transport of multiple-bit-rate traffic in an
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efficient and cost-effective way, they came up with the idea of a hybrid form of switching
technique called cell switching. ATM technology is based on this cell-switching
technique.

Celt-switching technology is based on the digital packet-switching technology, which
relays and routes traffic over virtual paths by means of an address contained within the
packet (this is different from circuit-switching technology, which routes traffic not by
address but over dedicated physical paths established before communication starts).
However, unlike more familiar packet-switching technologies, such as X.25 or frame
relay, cell-switching technology uses very shert, fixed-length packets, called cells. 1n
ATM, cells are 53 bytes long. They consist of a 5-byte header (containing the address) and
a 48-byte information field.

The cell size of 53 bytes was chosen 10 make ATM useful for data as well as voice,
video, and other real-time traffic that cannot tolerate randomly varying transmission
intervals and delays. Pure data sources can produce very long messages—up to 64
kilobytes in many cases. By segmenting such messages into short celis, ATM ensures that
CBR 1raffic such as voice and video can be given priority and need never wait more than
one 53-byte cell transmission time (3 ps at a 155-Mbps transmission rate) before it can
gain access 10 a communication channel. With frame-based packet-switching technology,
the waiting time would be random, possibly several milliseconds in length. The use of
short, fixed-size cells also eliminates the danger of a small packet being delayed because
a big one is hogging a needed line. in case of cell switching, after each cell is (ransmitted,
a new one (even one belonging to a different message) can be sent.

The proper size of a cell in ATM was the subject of much debate with the standards
committees. This is because telephony people were in favor of a small cell to reduce delay
for voice packets, whereas data communications people were in favor of a large cell to
minimize the overhead involved in the segmentation and reassembiy of message data.
After much discussion, the cell size debate was narrowed into i1wo choices—32-byle cells
ar 64-byte cells. As a compromise, the ITU set the cell size al 48 bytes plus the
header.

Notice that with a fixed cell size of 53 bytes, ATM technology is not an ideal choice
either for applications dealing with CBR traffic such as voice and video or for applications
dealing with VBR traffic such as file transfers. It is, however, the best technology on the
horizon for handling both types of traffic on a single integrated network. Because of its
fast, hardware-based switching, it can emulate the dedicated circuits usually required for
handling CBR traffic. And because it is packet based, it can efficiently handle VBR iraffic
as well.

The ATM is a connection-oriented technology because a sender first establishes a
connection with the receiver. However, unlike circuit switching, in which a physical
circuit is established between the sender and the receiver and reserved for them for the
entire duration of their communication session, in ATM technology, a virtual circuit is
established between the sender and the receiver. That is, ATM does not reserve the path
for one user exclusively. Any time a given user is not occupying a channel, another user
is free to use it. Connection establishment in ATM means that a route is determined from
the sender to the receiver and routing information is stored in the switches along the route
during connection establishment. All cells of messages from the sender to the receiver
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follow this virtual path stored in the switches. When the connection is no longer needed,
it is released and the routing information for this connection is purged from the
switches,

The address information in the header of each cell is used by the routing protocol to
determine the virtual path that the cell will traverse. Addresses in ATM are only of local
significance, in that they matter only between two adjacent pieces of ATM equipment.
When a virtal path is established, each switch is provided with a set of lockup tables that
identify an incoming cell by header address, route it through the switch o the proper
output port, and overwrite the incoming address with a new one that the next switch along
the route will recognize as an entry in its routing table. A message is thus passed from
swilch to switch over a prescribed route, but the route is virtual since the facility carrying
the message is dedicated to it only while a cell of the message traverses it.

In ATM, a virtual path is essentially a bundle of virtwal channels that can be
multiplexed together. Therefore, over a single virtval path, two hosts may multiplex cells
of many individual applications. Cells are siatistically multiplexed, allowing the total
available bandwidih to be dynamically distributed among a variety of distributed
applications. This is achieved by selecting virtual channel paths according to the
anticipated traffic and allocating the network resources needed. For guaranteed bandwidth
applications, users are required to specify the amount of bandwidth required. It is the
virtual nature of ATM services that provides greater network efficiencies.

2.2.3 ATM Protocol Reference Model

The protocol reference model in ATM is divided into three layers—physical layer, ATM
layer, and ATM adaptation layer (AAL) (Fig. 2.12). Applications involving data, voice,
and video are built on top of these three layers. The functionalities of the three layers are
described next.

il

e Cther layers not spacified in J‘
ATM protocol reference model

ATM Adaptation layer {AAL)

ATM layer

Physical layer
ys Y Fig. 2.12 ATM protocol reference model.

Physical Layer

The physical layer is the bottom-most layer of the ATM protocol suite. It is concerned with
putting bits on the wire and taking them off again. It has two sublayers: the physical
medium dependent (PMD) sublayer and the transmission convergence (TC) sublayer. The
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PMD sublayer defines the actual speed for traffic transmission on the physical
communication medium {electrical/optical) used. On the other hand, the TC sublayer
defines a protocol for the encoding and decoding of cell data into suitable electrical/optical
wavcforms for ransmission and reception on the physical communication medium
defined by the PMD sublayer. The protocol of the TC sublayer differs according to the
physical communication medium used.

The physical layer can transfer cells from one user to another in one of the following
TwWo Ways!

1. By carrving cells as a synchronous data stream. In this case, the user-network
interface (UNI), which takes the form of an ATM adaptor board plugged into a computer,
puts out a stream of cells on o a wire or fiber. The transmission stream must be
continuous, and when there is no data to be sent, empty cells are transmitted.

2. By carrying cells in the pavload portion of an externally framed transmission
structure. In this case, the UNI uses some standard transmission structure for framing and
synchronization at the physical layer. SONET (Synchronous Optical NETwork) [Omidyar
and Aldridge 1993|, the most commonly used standard for this purpose, is briefly
described next. The SONET format is currently supporied by single-mode fiber,
multimode fiber, and (wisted pair.

SONET is an international suite of standards for transmitting digital information over
optical interfaces. In SONET, the basic unit of data transmission is a frame whose
structure is shown in Figure 2.13. As shown in the figure, a SONET frame consists of a
total of 810 bytes (9 X 90}, out of which 27 bytes (9 X 3) are overhead and the remaining
783 bytes (9 X 87) are payload. The overhead bytes are used for error monitoring, system
maintenance functions, synchronization, and identification of payload type. The payload
arca can carry a variety ol signals, such as several T1 signals, or a T3 signal, or several
ATM virtual circwits. 7'/ is a digital transmission service with a basic data rate of
1.544 Mbps, and 72 is a digital transmission service with a basic data rate of 44,736 Mbps
for ransport of 28 T1 circuils.

The order of iransmission of byles is row by row, from left to right, with one
entire frame transmitted every 125 ps. The basic time unit of one frame every 123 ps
matches with the telepheone system’s standard sampling rate of 800 samples per
second. Therefore, for the SONET frame format, the gross data ralc is 51.840 Mbps
{with the overhead bytes included), and the net data rate is 49.920Mbps {with the
overhead bytes excluded).

The basic unit of SONET with a bit ratc of 51.840 Mbps is called STS-J
(Synchronous Transport Signal Level 1). Higher rate SONET signals arc obtained by byte-
interleaving n frame-aligned STS-1's to form an STS-n signal [ Vetter 1995].

STS uses an electrical rather than an optical signal. Optical Carrier (OC) leveis
are obtained from STS levels after scrambling (to avoid long strings of 1's and 0’s and
allow clock recovery at the receivers) and performing electrical-to-optical conversion
[Vetter 1995]. Thus, OC-n level signals are obtained by scrambling and converting STS-
n level signals. The most commonly used values of n are 1, 3, and 12, giving OC-1,
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Fig. 2,13 SONET frame format.

OC-3, and OC-12 signal levels having dala rates of 51.84, 155.52, and 622.08 Mbps,
respectively.

In Europe, another standard for frame formatting called SDH (Synchronous Digital
Hierarchy) [Omidyar and Aldridge 1993} is also available. For the SDH frame format, the
gross data rate for the basic umit is 155.52Mbps, instcad of the 51.84 Mbps for

SONET.

ATM Layer

The ATM layer handles most of the cell processing and rouling activities. These
include building the cell header, cell multiplexing of individual connections into
composite flows of cells, cell demultiplexing of composite flows into individual
connections, cell routing, cell payload type marking and differentiation, cell loss
priority marking and reduction, cell reception and header validation, and generic flow
control of cells. These functions are designed to be carried out in hardware at very
high data rates. The ATM layer is independent of the physical medium used to
transport the cells.

The functionality of the ATM layer is defined by the fields present in the ATM
cell header (Fig. 2.14). These fields and their functions are as follows:
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Fig. 2.14 ATM cell format: GFC, Generic Flow Control; VPL, Virtual Path Jdentifier:
VCli, Virlual Channel 1dentifier; PTI, Payload Type ldentifier; CLP. Cell
Loss Priority: HEC, Header Error Control.

Generic flow control (GFC) field. This field occupies 4 bils in an ATM cell header.
The default setting of four (s indicates that the cell is uncontrolled. An uncontrolied
cell does not take precedence over another cell when contending for a virtual circuit.
The bits in the GFC field can be suitably set to implement some form of prioritized
congestion control. For example, the bits in the GFC field could be used 10 prioritize
voice over video or to indicate that both voice and video take precedence over other
types of data. The GFC field is also used by the UNI to control the amount of traffic
entering the network, allowing the UNI to limit the amount of data entering the
network during periods of congestion | Vetter 1995].

Virtual path identifier (VPI) and virtual channel identifier (VCI) fields. The VPI
field occupies § bits and the VCI field occupies 16 bits in an ATM cell header.
These two fields arc wsed by the routing protocol to determine the path(s) and
chammel(s) the cell will traverse. These fields are modified at each hop along the
path. That is, when a cell arrives at an ATM swilch, its VPI and VI values are
used to determine the new virtual identifier to be placed in the cell header and the
cutgoing link over which to transmit the cell. As implied by its name, the VP field
is used to establish virtnal paths between network end-points. Recall that in ATM
two hosts may multiplex celis of many individual applications over a single virtual
path connection. This is achieved by the VCI fields of the cells that distinguish
among cclls of different applications and thus establish virtual Jlinks over a given
virtual path.

Payload-type identifier (PTI) field. This field occupies 3 bits in an ATM cell
header. 1t is used to distinguish data cells from control cells so that user data and
centrol data can be transmitted on different subchannels.

Cell loss priority (CLP) field. This ficld occupics 1 bit in an ATM cell header.
When set, it indicates that the cell can be discarded, if necessary, during periods
of network congestion. For example, voice data may be able to suffer lost cells
without the need for retransmission, whereas text data cannot. In this case, an
application may set the CLP field of the celis for voice traffic.

Header error control (HEC) field. This field occupies & bits in an ATM cell header.
It is used to protect the header field from transmission crrors. Il contains a
checksum of only the header {not the payload).
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ATM Adaptation Layer

The functionality of the physical and the ATM layers of the ATM protocol suite is not
tailored to any application. We saw that ATM can support various types of traffic,
including voice, video, and data. The AAL is responsible for previding different types of
services to different types of traffic according to their specific requirements. 1t packages
various kinds of user traffic into 48-byte cells, together with the overhead needed to meet
specific quality-of-service requirements of different types of traffic. To reflect the
spectrum of applications, four service classes were defined by the ITU (Fig. 2.15):

1. Class A. Applications having defay-sensitive CBR traffic that require connection-
oriented service belong lo this class. Video and voice applications normally
belong to this class.

2. Class B. Applications having delay-sensitive VBR traffic that require connection-
oriented service belong to this class. Some video and audio applications belong to
this class.

3. Ciass C. Applications having VBR traffic that are not delay-sensitive but that
require connection-oriented service belong to this class. Connection-oriented file
transfer is a typical example of an application that belongs to this class.

4. Class D. Applications having VBR traffic that are not delay-sensitive and does not
require connection-oriented service belong to this class. LAN interconnection and
electronic mail are typical examples of applications that belong to this class.

Sorvice ClassA | ClassB | ClassC | ClassD
Bit rate type CBR VBR VBR VBR
E;l\:{m? Yes Yes No No
m:??on Yes Yes Yes No
ool |z | AR | AR

Fig. 2.1%  Service classes for the ATM Adamation Layer (AAL).

To support the four service classes, initially the ITU recommended four types of AAL
protocols, called AALI, AAL2, AAL3, and AALA. It was soon discovered thal the
differences between AAL3 and AAL4 protocols are minor. Therefore, they were later
merged into a single protocol, called AAL3/4.

It was later discovered that the mechanisms of the AAL3/4 protocol were fairly
complex for computer data traffic. Therefore, a new protocol called AALS was later added
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to the AAL layer for handling computer data traffic [Suzuki 1994]. The AALS protocol is
also called SEAL (Simple and Efficient Adaptation Layer).

As shown in Figure 2.15, class A wraffic will use the AALI protocol, class B tratfic
the AALZ protocol, and class C and D traffic either AAL3/4 or AALS. Since both AAL3/4
and AALS protocols are meant [or use by class C and D traffic, it is important to know
the basic differences between the two protocols. AAL3/4 performs ervor detection on each
cell and uses a sophisticated error-checking mechanism that consumes 4 bytes of each
48-byte payload. AAL3/M allows ATM cells to be multiplexed. On the other hand, AALS
uses a conventional 5-byle header {no extra byte from the payload of a cell) and it does
not support cell multiplexing.

2.7.4 ATM Networks

In its simplest form, an ATM network has a mesh-star architecture with two or more ATM
switches interconnected with copper or optical cables and the host compulers connected
10 the ATM switches. Figure 2.16 shows such an ATM network with three ATM switches
and nine host computers. Cells originating at any of the nine host computers can be
switched to any of the other host computers attached to the system by (raversing through
one or more ATM switches. This simple form is normally suitable for local area ATM
networks. In addition to ATM switches and host computers, a wide-area ATM network
also contains internetworking devices, such as routers, gateways, and interfaces, to the
public network.

Host computers

ATM

ATM ATM
| switch switch

Fig. 2.16  An ATM newwork.



100

Chap. 2 B Computer Networks

An ATM switch has several input and cutput ports. Each inpul port has an input port
controller, and each output port has an output port controller. Each input port controller
consists of a table, referred to as the VCI table, which maps the VPI and VCI of an
incoming cell to an output VCI and an output port address. Before an incoming cell is
released by an input port controller to the switching fabric of the switch, the VCI of the
cell is replaced by the output VCI, and the output port address is appended for self-routing.
Each ATM switch also has a switch controller that performs different switch management
functions, including updating the tables of the input port controllers. Mereover, each ATM
switch usvally also has buffers to temporarily store data when cells arriving at different
input ports contend for the same output port. Separate buffers may be associated either
with the input ports or with the output ports, or the switch may have a pool of buffers that
can be used for both input and output buffering.

The ATM switches that contain only a few poris are cheaper and easier to build than
switches containing many ports. Local area ATM networks normally contain a small
number of ATM switches with only a few ports per switch, whereas wide-area ATM
networks normally contain a large number of ATM switches with many ports per
swilch.

Each host computer in an ATM network is assigned an ATM address that could be
based either on a hierarchical 8-byte-long ISDN telephone number scheme E.164 or a
20-byte address proposed by the ATM Forum [ATM Forum 1993]. The latter is modeled
after the address format of an OSI aetwork service access point.

The ATM networks having protocol support for a mixture of high-level communica-
tion services (e.g., TCP/IP, UDP/P, Berkeley Software Distributor [BSD] sockets, and
RPC) may also be used as backbone networks to interconnect existing networks.

£2.7.5 Problsms and Challenges

As a networking technology, ATM possesses many attractive features, including
enormously high bandwidth, scalability, traffic integration, statistical multiplexing, and
network simplicity. With these features, ATM technology is certainly going to have a
significant impact on the design of future distributed systems. However, for the success of
ATM as a networking technology for future distributed systems, several problems have yet
to be solved. These problems offer a new set of challenges to network designers and users.
Some of the most important of these problems that are currently under investigation by
researchers working in the area of ATM technology are briefly described next.

Interoperability

If ATM is to succeed as a networking technology, it must interwork with existing installed
bases. This property is important to the acceptance of ATM since it will allow a huge
number of existing distributed applications to be run over ATM networks. Two remarkable
efforts being made in this direction are LAN emulation over ATM by the ATM Forum (the
primary organization developing and defining ATM standards) [ATM Forum 1994] and IP
over ATM by the IETF {Internet Engincering Task Force) (Chao et al. 1994, Laubach
1994, Brazdziunas 1994). They are described next.
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LAN Emulation over ATM. The LAN emulation over ATM (called LAN
emulation) deals with enabling existing LAN-based distributed applications 1o be run over
ATM networks. It also enables interconnection of ATM networks with traditional
LANs.

Most existing LANs are based on shared-media interconnects and employ the [EEE
802 family of LAN protocols, which includes the Ethernet (802.3), the Token Bus (802.4),
and the Token Ring (802.5) (see Section 2.5.1). Recall from Figure 2.9 thal in the IEEE
802 model the data-link layer protoco! of the ISO reference model is divided into two
layers-—the medium-access-control (MAC) layer, which defines the mechanisms that are
used to access, share, and manage the communication medium, and the logical-link-
control (LLC} layer, which defines a commen imterface for different network layer
protocols to interwork with different MAC protocols. Each host attached to a LAN has a
globally unique MAC address. MAC addresses are 48 bits long and form a flat address
space. A host can send data to another host only if it knows the MAC address of the
receiving host (if both the hosts are in the same LAN) or the MAC address of the next hop
router {if both the hosts are in different LANs).

The key idea behind LAN emulation is to design a separate protocol layer, referred
10 as the ATM-MAC layer, above the AAL and betow the LLC layer. Two key functions
that must be supported by the ATM-MAC layer are as follows:

I. Emulation of the physical, broadcast, shared medivm of LLANs for supperting
broadcast communication facility

2. Resolution of MAC addresses to ATM addresses for suppotting point-to-point
communication facility

The ATM emulates the physical, broadcast, shared medium of a conventional LAN
by establishing an ATM multicast virtual connection between all of the hosts that are
directly connected to the ATM network, referred to as the LAN emulation clients (LECs).
This multicast connection is the broadcast channel of the ATM LAN segment. Any LEC
may breadcast to all others on the ATM LAN segment by transmitting on the multicast
vifual connection.

For point-to-point communication, an address resolution protocol is required to
translate the 48-bit MAC address to an ATM address. Translating MAC addresses to ATM
addresses can be done using either a broadcast-based approach or a server-based approach.
The broadcast-based approach relies on the switch broadeast capability. On the other hand,
in the server-based approach, a LAN emulation server (LES) is placed on a globally
known virtual channel, and a set of query/response messages is implemented for
interaction between the LES and the LECs. All MAC-to-ATM address resolution requests
are sent to the LES, which responds to the requester using a predetermined virtual
channel.

Once the ATM address of the receiving host has been obtained, a point-to-point ATM
virwal connection may be established between the sending and recciving hosts by using the
ATM signaling protocol. The result of the address resolution and the VCI of the established
connection are cached in a table in the sending host on the assumption that further
communication with the receiving host is likely. This mechanism operates entirely within
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the ATM-MAC Jayer and is totally transparent to the LL.C and higher layer protocols in the
hosts. Further details of LAN emulation can be found in [Newman 1994].

IP over ATM. The IP over ATM deals with enabling existing distributed
applications that have been designed for the IP suite to be run over ATM networks, Two
cases that need to be considered for supporting 1P over ATM are as follows:

1. Supporting IP over an ATM network that has LAN emulation functionality
implemented over it
2. Supporting IP over a pure ATM network that consists of only ATM switches

Since LAN emulation defines the ATM-MAC layver above the AAL and below the
LLC, supporting IP over an emuiated LAN is the same as supporting IP over any IEEE
802 LAN. However, when IP is to be supported over a pure ATM network, it is possible
to simplify the protocol stack and run IP directly over ATM. For implementing 1P directly
over ATM, an address resolution protocol is reguired to translate an IP address to an ATM
address. Once again the server-based approach (as described for LAN emulation) can be
used for this purpose. With [P over ATM, the address resolution server, referred to as the
IP-ATM-ARFP server, maintains tables that contain mapping information to map IP
addresses 10 ATM addresses.

When a new host is added to the ATM network, it first goes through a registration
process and obtains an ATM address for itself. It then sends a message to the IP-ATM-
ARP server, requesting it to add its address resolution information in the mapping table.
The message contains the IP and ATM addresses of the newly added host. The server
updates the mapping table, allocates a new reserved VCI to the host, and returns the VC1
to the host. The host uses this VCI (o discriminate between messages received from the
server and other hosts. The above process can also be adopted to allow port mobility of
hosts. Further details of [P over ATM can be found in [Chao el al. 1994},

Bandwidth Management

The ATM networks are meant for carrying a mix of synchronous, asynchronous, and
isochronous traffic. To achieve the desired quality of service, users arc often required to
specify the bandwidth requirement for their applications. Twe important issues that necd
to be resolved in this connection are how users estimate and indicate the bandwidth
requirements of their applications t¢ the network and how the network allocates the
bandwidth to the applications to make best use of the available bandwidth while satisfying
the requests of the applications. Some proposals made by researchers working in this area
are as follows [Turner 1992, Vetier 1995];

1. Peak-rate aliocation method. In this method, users only specify the maximum
traffic rate for their applications. Based on uvser’s requests, the network assigns virtual
channels to the applications in such a manner thai on every link of the network the sum
of the rates on the virtual channels is no more than the link’s maximum cell rate. If an
application’s traffic exceeds its specified peak rate, its cells are simply discarded.
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2. Minimum-throughput allocation method. In this method, users specify the desired
minimum throughputs for their applications, and the network guarantees the specified
throughpwis to the applicatrons on a best-effort basis.

3. Bursiy-traffic specification method. In this method, users specify the maximum
and average traffic rates plus the maximum burst size for their applications. These
paramelers are used to properly configure the network to allocate the available bandwidth
to the applications to meet their specified requirements.

None of these methods has been found to be satisfactory. For instance, Vetter [1995]
points out that the first method offers a strong performance guarantee and is easy to
implement, but it may make poor use of the available network bandwidth in case of bursty
traffic; the second method can provide high efficiency, but ils performance guarantee is
weak; and the third method involves large computation overhead in computing when a
new virtual channel can be safely multiplexed with other virtual channels. Moreover, all
three methods suffer from two additional drawbacks. First, since end-to-end protocols
normally opcraie on data units comprising several cells, for an application needing reliable
tramsport service, the loss or discard of a single ceil forces retransmission of the entire
data, resulting in lower protocol throughput [Vetter 1995}, The problem becomes more
acute in a wide-area ATM network because the retransmission may also result in
discarding a large amount of data already in the connection pipe. This can have a serious
performance implication. The second drawback is that none of the three methods
adequately handles multicast virtual circuits [Vetter 1995]. Therefore, new bandwidth
management mechanisms that can overcome the problems mentioned previously are
needed.

Latency/Bandwidth Trade-off

Kleinrock |1992] pointed out that the latency/bandwidth trade-off in high-speed wide-area
ATM networks will pose new challenges to the designers of these networks. This is
primarily due to the fact that the propagation delay or speed of light over a wide area is
several magnitudes greater than the time it takes to transmit an ATM cell. For instance, it
takes rooghly 15 ms for a bit to travel across the United States one way. At 1 Gbps, this
time is more than 35,000 times greater than the time required to transmit a single ATM cell
into the link [Vetter 1995]. This latency/bandwidth trade-off poses the following two main
problems. These are the same problems described in [Tanenbaum 1995]:

1. Consider a WAN spanning across the United States. The round-trip propagation
delay between two end sites of the WAN may be approximately 30 ms. Suppose the two
sites are on a 622-Mbps ATM network. At 622 Mbps, it takes only about 1.6 ms (1/622
second) to pump all bits of a file of size 1 megabits on to the network. Since the round-trip
propagation delay between the two sites is 30 ms, the receiver’s reply can be received by
the sender only after 31.6 ms. Therefore in this example, out of total 3.6 ms, the link was
idle for 30 ms, or 95% of the total. The situation will be worse with higher speed networks
and shorter messages. At higher speeds, the fraction of the available virwal circuit
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bandwidth that can be effectively used will tend to zero. Hence, new protocols and system
architectures are needed to deal with the latency problem in high-speed wide-area ATM
networks.

2. Since the propagation delay is several magnitudes greater than the time it 1akes 1o
transmit an ATM cell, a sender can send thousands of cells over the network before the
first bit even arrives at the receiver's site. If the receiver does not possess a large amount
of buffering capacity, most of the cells will be lost due to inadeguate buffer space, and they
will have to be retransmitted. This can have a serious performance implication. The use
of the conventional sliding-window protoco! for flow control to solve this problem does
not work well in this case. This is because if it is decided that the sender must wait for an
acknowledgment after sending every megabit of data, due to the latency problem already
described above, the virtual circuit will be 95% idie. To solve this problem, areas that
require particolar attention inciude flow control, buffering, and congestion control. Some
work performed in these arecas may be found in [Hong and Suda 1991, Trajkovic and
Golestani 1992, Eckberg 1992, Yazid and Mouftah 1992].

2.8 SUMMARY

A distributed system relies entirely on the underlying computer nctwork for (he
communication of data and control information between the nodes of which they are
composed. A computer network is a communication system that links the nodes by
communicalion lines and software protocols to exchange data between two processes
running on different nodes of the network.

Based on characteristics such as geographic distribution of nodes, data rate, error
rate, and communication cost, nelworks are broadly classified into two types: LAN and
WAN. Networks that share some of the characteristics of both LANs and WANs are
sometimes referred to as MANs.

The two commonly used neiwork topologies for constructing LANs are the
multiaccess bus and ring. For both multiaccess bus and ring networks, a single channel is
shared by all the sites of a network. Therefore, medium-access control protocols are
needed to provide controlled access to the shared channel by all sites. Of many medivm
access control protocols, the CSMA/CD protocol is most commonly used for multiaccess
bus networks, and the token ring and slotted ring protocols are used for ring networks.

A wide-area network of computers is constructed by interconnecting computers that
are separated by large distances. Special hardware devices called packet-switching
exchanges (PSEs) are used to connect the computers to the communication channels. The
PSEs perform switching and routing activities to transmit data across the network. The
two commonly used switching technigues are circuit switching and packet switching.

The selection of the actual path to be used to transmit a packet in a WAN is
determined by the routing strategy used. The path used to transmit a packet from one site
to another either may be fixed or may dynamically change based on network conditions.
This depends on whether a static or a dynamic routing strategy is being used. Moreover,
either the whole path may be decided at the source site or the subpath for each hop of the
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